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Summary

The correct operation of computer protocols is essential to the smooth operation of the distributed systems that
facilitate our global economy. Formal techniques provide our best chance to ensure that protocol designs are
free from errors. This report presents a Coloured Petri net (CPN) model of the class of Stop-and-Wait protocols
(operating over lossy ordered channels) by using parameters for the maximum sequence number (MaxSeqNo)
and the maximum number of retransmissions (MaxRetrans). This parameterisation produces an infinite num-
ber of instantiations of our CPN model and thus an infinite set of associated occurrence graphs (OGs) that must
be analysed. To overcome this problem, we would like to represent this infinite set of occurrence graphs by a
symbolic (parametric) OG involving the model parameters.

In CSEC Technical Report 23 [39], such a symbolic OG using algebraic expressions in terms of MaxSegNo
and MaxRetrans was presented and proved correct. Properties, such as the size of the symbolic OG, absence
of unexpected deadlock, absence of livelock, absence of unexpected dead transitions, and channel bounds
were proved from the symbolic OG. [39] significantly extended the work documented in CSEC Technical
Report 21 [36] which presented algebraic expressions in terms of MaxSegNo only (MaxRetrans=0). CSEC
Technical Report 21 presented language analysis of the Stop-and-Wait Protocol in terms of MaxSeqNo only, a
process that was relatively simple due to the simple structure of the symbolic OG (when MaxRetrans=0), but
this was not lifted to both the MaxSegNo and MaxRetrans parameters in CSEC Technical Report 23.

This technical report presents a further step in the parametric verification of the Stop-and-Wait Protocol,
that of Language Analysis, performed on the parametric SWP in both the MaxSegNo and MaxRetrans param-
eters. We perform language analysis by verifying that the infinite class of Stop-and-Wait Protocols conforms to
its service of alternating Send and Receive events. This is done by mapping from the symbolic OG to a para-
metric Finite State Automaton (FSA), an automaton defined in terms of the parameters. Conventional automata
reduction techniques were then applied to the parametric FSA. The process of epsilon removal, determinisa-
tion and minimisation reduced the parametric FSA to a simple, non-parametric FSA representing exactly the
desired service language of alternating send and receive events. Because this language analysis is conducted
on the symbolic OG, the verification result holds for all allowable values of the parameters.
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Chapter 1

| ntroduction

In [36, 37] we began investigations into parametric verification of the class of Stop-and-Wait protocols. A
Coloured Petri net (CPN) model of the Stop-and-Wait protocol (SWP) operating over a lossy ordered channel
was introduced, parameterised by the maximum sequence number (MaxSegNo) and the maximum number
of retransmissions (MaxRetrans). These parameters are unbounded, resulting in an infinite set of CPNs and
thus an infinite set of associated reachability graphs that need to be analysed. For the initial case of no retrans-
missions (MaxRetrans=0) we developed algebraic expressions over the MaxSegNo parameter, representing
the infinite set of reachability graphs over MaxSegNo, MaxRetrans=0. These expressions and their proof of
correctness can be found in [36, 37].

By explicitly representing the infinite set of reachability graphs for the above class of protocols, we were
able to obtain algebraic expressions for a parametric finite state automaton (FSA) representing the protocol
language of the SWP CPN for all values of MaxSeqNo where MaxSeqNo is a parameter. We were able to
apply automata reduction techniques directly to this symbolic FSA representation to obtain a single, simple
FSA representing the protocol language for all values of MaxSeqNo and were thus able to verify that the SWP
conforms to its service of alternating send and receive events for all values of MaxSeqNo when MaxRetrans
= 0. The symbolic FSA representation and language analysis performed can also be found in [36, 37].

In [38, 39], we extended this work by generalising the algebraic expressions for the reachability graph of
the SWP CPN over both parameters, MaxRetrans and MaxSegNo. Inclusion of the MaxRetrans parameter
represented a substantial increase in the complexity of the algebraic expressions. This can be gauged by the size
of the RG, which grows linearly in MaxSeqNo but quartically in MaxRetrans [38, 39] This provided a much
more complete verification of the class of SWPs operating over lossy ordered channels, as well as providing
more practical significance, as the use of a SWP over a lossy medium without retransmissions is somewhat
impractical in the real world.

However, [39] did not perform language analysis. This Technical Report completes the generalisation of
the research from [36, 37] to both parameters by performing this language analysis. The procedure followed is
similar to that conducted in [36, 37] although complicated by the substantial increase in the complexity of the
algebraic expressions that form the parametric reachability graph. A mapping is performed on these expressions
to obtain a parametric FSA, to which FSA reduction techniques have been applied. Unlike the relatively simple
structure of the parametric FSA from [36,37] to which simple e-removal and determinisation algorithms [8] can
be applied, the more complex structure of this parametric FSA has led us to apply more advanced FSA reduction
techniques for e-removal and determinisation, namely e-closure combined with determinisation using subset
construction [41, 69] with lazy evaluation of subsets. Following a minimisation procedure, we obtain a single,
simple FSA representing the Stop-and-Wait Protocol language for all values of MaxSegNo and MaxRetrans,
and verify its conformance to the Stop-and-Wait service of alternating Send and Receive events. The material
contained in [36, 39] and this report form the basis of [35].

This report assumes that the reader is familiar with the research reported in [36, 39], and assumes general
knowledge of the Alternating Bit and Stop-and-Wait Protocols, Coloured Petri Nets and their analysis tech-
niques, and the Protocol Verification Methodology. For an informal introduction to the Alternating Bit and



Stop-and-Wait Protocols, the reader is referred to [36,39] and the references cited therein. For an introduction
to CPNs, the reader is referred to [46,47,52]. For details of the protocol verification methodology, the reader is
referred to [11, 15, 21].

The rest of this report is organised as follows. Chapter 2 introduces the automata and language concepts
used in this report. Chapter 3 discusses previous work in the verification of the Alternating Bit and Stop-and-
Wait Protocols, including both the work of others and our own previous work. Chapter 4 presents briefly our
CPN model of the Stop-and-Wait Protocol used in [35, 39]. Chapter 5 defines both the notation used for repre-
senting the parametric reachability graph, and the algebraic expressions for the parametric reachability graph
itself. Chapter 6 contains the major contribution of this report. It performs language analysis by mapping
the parametric reachability graph to a parametric Finite State Automaton, and applying automata reduction
techniques directly on the algebraic expressions to obtain a minimised, deterministic FSA of the protocol lan-
guage for the entire class of Stop-and-Wait Protocols. Finally, Chapter 7 presents some concluding remarks
and identifies areas of future work.




Chapter 2

Automata and L anguages

Formal methods [28] encompass mathematically-based languages, techniques and tools for specifying and
analysing systems. Formal methods have a precise, mathematically defined semantics that facilitates rigorous,
mathematically based analysis techniques and forms a solid basis for the implementation of computer support
tools, indispensable when analysing large systems (e.g. see [40]).

In this report, we make use of two formal techniques, Coloured Petri nets and Finite State Automata.
This report assumes knowledge of CPNs, as this is the main modelling tool used by the Computer Systems
Engineering Centre. However, to aid understanding of the major contribution of this report (the language
analysis in Chapter 6) and provide a measure of self containment, this chapter introduces Finite State Automata
along with related topics including languages and automata reduction techniques. The material in this chapter
is taken from [35] with additional discussion included (Section 2.4.3).

Finite State Automata (FSA) are finite graphical structures that can be used to represent digital systems that
move in discrete steps (from one state to another) [8]. Each node in a FSA is a state of the system and each
edge represents a change from one state to another. FSA are particularly useful for recognising or generating a
class of languages called regular languages [8, 41].

2.1 Languages

The relationship between languages and automata is a close one. We begin by defining the following language
concepts and notation, based on [8, 41, 56].

Definition 1 (Alphabet).
An alphabet is a finite, non-empty set of symbols, conventionally denoted 3.

For example, an alphabet could be the set of all lower case letters, where each such letter is a symbol of the
alphabet.

Definition 2 (Strings).

A string (or a word) over an alphabet is a finite sequence of symbols chosen from the alphabet. The set of all
non-empty strings over an alphabet, 3, is denoted ¥ 7. The length of a string is the length of the sequence, i.e.
the number of instances of symbols in the string. The string with a length of zero is known as the empty string,
denoted ¢, and may be chosen from any alphabet. The set of all strings, including the empty string, over X is
denoted 3*, i.e. 1 U {e} = X*.

For example, the string “abcd” is a string of length 4, over the alphabet of all lower case letters.

Definition 3 (Language).
A language, L, is a set of strings over an alphabet, ¥, i.e. £ C X*. The language containing no strings is
known as the empty language, denoted (), and is a language over any alphabet.
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Figure 2.1: A Simple Nondeterministic FSA.
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For example, £ = {abcd, efgh} is a language over the alphabet of all lower case letters.

Two languages defined over the same alphabet can be compared. This gives rise to the notion of language
inclusion and language equivalence, which can be defined using the set-theoretic concept of subset (based
on [50]).

Definition 4 (Language Inclusion).
Given two languages, £1 and Lo, defined over the same alphabet, we say that £, is included in £, if and only
if all strings in £ are also in Lo, i.e. £1 C Ls.

Definition 5 (Language Equivalence).
Two languages, £1 and Lo, defined over the same alphabet, are equivalent if and only if all strings in £ are
also in £ and all strings in Lo are also in £y, 1.e. L1 = Lo iff L1 C Loand Lo C L.

2.2 Formal Defi nitions of Finite State Automata

The following formally defines a Finite State Automaton as used in this report, based on [12,50, 56].

Definition 6 (Finite State Automaton).
A Finite State Automaton, F'S A, is defined as a 5-tuple, FSA = (S, %, A, so, F'), where:

e S is the set of states of the FSA;
e 3 is the set of input symbols (the alphabet) of the FSA;

e A C S x(XUe) x Sis the set of edges (the transition relation) of the FSA labelled with an element of
the alphabet or ¢;

e sy € S is the initial state of the FSA; and
e [ C Sisthe set of halt states (final states) of the FSA.

This is the most general definition of an FSA used in this report. It covers both nondeterministic and
deterministic FSASs, with or without e (empty) moves. Note that we use edges to describe the arcs of a FSA, to
avoid confusion with the arcs in a reachability graph.

An FSA has a graphical representation. As an example, consider the nondeterministic FSA in Fig. 2.1. By
convention, the states of the FSA are represented by ellipses and the edges are represented by arcs between
states, labelled by elements from the alphabet. By convention, the initial state is drawn in bold and halt states
are denoted by two concentric ellipses. In Fig. 2.1 the states have been numbered in a breadth-first manner,
from 1 to 11. State 1 is an initial state (drawn in bold) and states 10 and 11 are halt states (drawn as double
circles). The alphabet of this FSA is the set of symbols {A,B,C,D,E,Y,Z}.

Finite State Automata operate through a sequence of moves. Each state has a number of actions (outgoing
edges), labelled by symbols from the alphabet or ¢, corresponding to allowable moves from the current state

4



2.3. The Language of a Deterministic FSA

to the next state. Starting from the initial state, sg, each move is dictated by the current state and the set of
actions that may occur from that state. (As a language recogniser, consider the next state to be determined by
the value of an input symbol read from a string. Edges labelled with e can be traversed without consuming an
input symbol.) In Fig. 2.1, note the nondeterministic choice introduced by the e move from state 1 to state 3,
and the nondeterministic choice on symbol C from state 4.

An accessible state is a state that is reachable from the initial state via some sequence of actions. This can
be defined in a similar way to a reachable marking of a CPN [8, 58]:

Definition 7 (Accessible state).
For a FSA, FSA = (S,%, A, s0, F), a state, s,, € S, n > 0, is accessible (from sp) iff there exists states
81,82, ..., 8n—1 € Ssuchthatforalli € {0,...,n — 1}, (84,03, 8i+1) € A.

For example, all states in the FSA in Fig. 2.1 are accessible.

A Deterministic FSA (DFSA) is a special case of Definition 6 where there is at most one transition on each
input symbol for each state, and there are no e moves, i.e. each successor state is uniquely determined by the
current state and the next input symbol. Formally (based on [58]):

Definition 8 (Deterministic Finite State Automaton).
A FSA, FSA = (S,%,A,s0, F), is a DFSA, if its transition relation, A, is a many-to-one or one-to-one
relation, i.e. V(s,1,s") € Al #e,and Vs € S, if (s,1,s') € Aand (s,l,s") € A, then s’ = §".

Hence, for a DFSA, we can define a next state function [41,50,56,57,69], 6 : SxX — S, where §(s,l) = s’
if and only if (s, 1, s") € A, which returns the unique next state for a given state and input symbol.

2.3 ThelLanguage of a Deterministic FSA

The language of an FSA is the set of strings over the alphabet of the FSA that are accepted by the FSA, i.e.
strings, o, that begin in the initial state, sg, traverse the FSA through a sequence of allowable moves, and end
in a final state, s € F'. Hence, we see that the language accepted by the FSA in Fig. 2.1 contains two strings,
ABCDE and ABCYZ. The formal definition of the language of a nondeterministic FSA is not needed in this
report, but can be found in [41]. The language of a deterministic FSA can be defined formally by firstly defining
an extended transition function, inspired by [41, 58].

Definition 9 (Extended Transition Function). A
Let DFSA = (S,%, 4, s, F) be a deterministic FSA. An extended transition function, 6 : S x ¥ — S, which
takes strings as input, is defined as

5(s.10) d(s,1), ifo=c¢
s,lo) =< . )
6(0(s,1),0), ifoe 2T

where s € S and ! € 3, and juxtaposition is used for string concatenation.

Unlike [41], we do not include a mapping, S(s, €) = s, in our definition of 5. The intention is for this to
represent the change in state upon receiving no input, but the overloaded use of ¢ for this purpose may be
confusing (recall that we are dealing with a DFSA, with no e moves).

Definition 10 (Language of a DFSA).
For a deterministic FSA, DFSA = (S,%,0,s0,F), the language accepted by DFSA, denoted
L(DFSA), is given by

{o e Xt |§(so,0) € F}, ifsg & F

ADESD = {{0 €St | d(s0,0) € FYU{e}, ifsp € F

Unlike [58], we include the possibility of a DFSA accepting the empty string when the initial state is also a halt
state. (In [41] this is implicit in the extended transition function.)




2.4. Automata Reduction Techniques

2.4 Automata Reduction Techniques

Every non-deterministic FSA can be represented by a language equivalent deterministic FSA [8]. This process
involves two steps: removal of all empty moves (first empty cycles, then the remaining empty moves), and
transformation into a deterministic FSA using a subset construction technique [8].

24.1 Epsilon Closure

A more recent technique for epsilon removal, one that does not require the two step process of removal of empty
cycles then removal of remaining empty moves, is that of epsilon closure [41,69]. € closure involves computing
the transitive closure of the (not necessarily connected) subgraph of the FSA consisting of all e moves. It is,
essentially, the algorithm for epsilon removal as presented in [8] but formulated to apply to the whole FSA. A
variant of this procedure is used in AT&T’s Finite State Machine (FSM) Library [34], which may result in the
inclusion of inaccessible states (states not reachable from the initial state) which require deletion. For more
details, see [63, 84].

The e-closure operation defines all states in an FSA reachable from a given state via a sequence of 0 or
more e moves. We define the e-closure operation based on the narrative description in [41].

Definition 11 (e-closure).
For FSA = (S,%, A, sg, F) the e-closure of s € S is given by Closure : S — 29, where Closure(s) =

{s'| s s',s' € S}and s S ' indicates that s’ can be reached from s via a contiguous sequence of 0 or
more e moves.

Note that s € Closure(s). This function can be extended to run over sets of markings:

Definition 12 (Linear extension of e-closure).
For FSA = (S,%,A, s, F) the e-closure of S C S is given by CLOSURE : 25 — 2% where
CLOSURE(S") = U,cg Closure(s).

It is useful to define a function that returns all non-e outgoing edges from a set of states in a FSA:

Definition 13 (non-e outgoing edges from a set of states).

For FSA = (S,%, A, so, F) a function that maps from a set of states, S’ € S, to the set of non-¢ outgoing
edges of the states in ', is given by OutEdges : 25 — 22 where OutEdges(S') = {(s',1,5") | s’ €
S (8,1, 8") e Al # €}

If S’ is an e-closure (as will be our intention) then this function returns all non-e outgoing edges of the e-closure.

2.4.2 Determinisation using Subset Construction

A standard subset construction technique is presented in [8, 41, 69] for determinisation of an e-free FSA. Es-
sentially, the subset construction technique builds a deterministic FSA whose states are the set of subsets of the
states in the non-deterministic FSA. The subset construction technique is extended in [41, 69] by combining
subset construction with e-closure to avoid the need for explicit removal of empty cycles and empty moves
prior to determinisation.

Formalising the narrative procedure presented in [8] and introducing e-closure as in [41,69], given a non-
deterministic FSA, NDFSA = (S, %, A, s,, F), an equivalent deterministic FSA, DFSA = (S, %, Adet,
sdet | ety is produced using the subset construction technique as follows:

1. The set of states of DF'S A is the set of subsets of the states of VD F'S A excluding the empty set, i.e.
Sdet — 25\ (). This may be a large set. Often, in practice, many of the states in S will not be accessible
from the start state of DFSA, and so can be effectively thrown away [41], i.e. S9t C 25\ (.
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2. Consider state s = {s1,53,...,s,}, 5% € S and s1,,..,s, € S. Foreachl € ¥, let s%' =
{s" | (s,1,8') € A, 8" € Closure(s'), s € s}, If s%t’ £ (), add to At the arc (s, [, s%"). Repeat
for all sd¢t € §det,

3. The initial state of DF'S A is the e-closure of the initial state of NDFSA, i.e. 3¢ = Closure(so).

4. The final states of DF'SA are all states in S9! which contain a final state of NDFSA, i.e. for all
gdet ¢ gdet gdet ¢ pdet jf and only if 3s € 5% such that s € F.

Formally:

Definition 14 (Determinisation).
Let NDFSA = (S,%, A, so, F) be a non-deterministic FSA. A language equivalent deterministic FSA is
given by DFSA = (Sdet, 53] Adet gdet | pdet) where:

o St C 29\ ()

° Adet — {(S/det’l’sdet/) | le E,Sdet c SdEt, / /
st = U caer{s" | (5,1,8") € A, s" € Closure(s')}, s4" € §det gdet” £ ()} ;

e sdet = Closure(sp); and
o sdet ¢ [det — Js ¢ 5% | 5 F.

The two differences between the subset construction technique combining e-closure and the original subset
construction technique are [41]:

1. The initial state of D F'S A is the e-closure of the initial state of N D F'S A, instead of simply the singleton
set containing the initial state of NDF S A; and

2. The successor of a state st € S9€t on action [ € X is the e-closure of the successors of all s € s on
input symbol [, instead of simply the successors of all s € 5% on input symbol L.

2.4.3 A Discussion of Aspects of Subset Construction for Deter minisation

Both the inclusion and exclusion of the empty set, (, from S9 has support in the literature, arising naturally
from the definition of the transition relation. Unlike our formalism, [8,41,69] all express the transition relation
of a nondeterministic FSA as a (partial) function from a state and action to a set of states.

In [8] the determinisation using subset construction procedure is given as an algorithm which does not
consider () to be a member of S9¢. The transition relation of an FSA is given as a partial function, i.e. not all
actions are defined from all states. The issues arising from a partial transition relation in subset construction
are not mentioned or discussed.

The procedure given in [69] does consider () € S?*. The transition function of the nondeterministic FSA
is implicitly defined in [69] as a total function by mapping each undefined state and action pair to (). When the
transition function maps a state and an action to () the state consisting of () appears naturally in the equivalent
deterministic FSA, when performing subset construction. The transition relation of the resulting deterministic
FSA then implicitly maps the state () to itself on the occurrence of every action, although this is not stated
explicitly in [69].

In [41] the transition function is again defined as a total function, mapping to () any state and action pair
not defined in the nondeterministic FSA. Through the same process as above, the state () can appear in the
equivalent deterministic FSA and again, implicitly, the transition function of the deterministic FSA will map
the state () to itself on all actions. However, [41] does discuss this empty state. It points out that an FSA that
does not define a successor for every state on every action is, technically, not a deterministic FSA. Converting it
to a deterministic FSA in the strict sense introduces a so-called dead state, which can be labelled by (), allowing
a single action, leading to a single successor, to be defined for every state on every input.
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Figure 2.2: The language equivalent Deterministic FSA of the simple Nondeterministic FSA in Fig. 2.1.

Although not explicitly discussed in [41, 69], the empty state introduced by subset construction can be
safely ignored. The intuitive reasoning is that this state is a non-accepting state, which leads to itself on
every input symbol. It therefore contributes nothing to the language accepted by the FSA (or conversely the
language generated by the FSA). Therefore, in this report, we choose to ignore the empty state () in our subset
construction, but with sound reasoning.

24.4 Subset Construction using Lazy Evaluation

A lazy approach to subset construction is also presented in [41]. The general idea is to generate the deterministic
FSA starting from the initial state of the nondeterministic FSA, evaluating subsets of states only as needed. This
method therefore only generates the subsets of states (and the corresponding edges) that are actually accessible
from the initial state of the deterministic FSA and thus there is no need to eliminate inaccessible states.

Inspired by [41], an algorithm for producing DFEF'SA from N DF'S A using subset construction with lazy
evaluation can be defined as follows.

1. The initial marking of DEF'SA, sg¢ = Closure(sy), is guaranteed to be accessible, i.e. sg¢ € Sdet.

2. Select a state, s = {sy, s, ..., 5, }, that has been found to be accessible, i.e. s%* ¢ S For each
input symbol, I € X, compute the set of states, s%!' = CLOSURE({s' | (s,1,s') € A}). The state sd’
is accessible, i.e. s%’ € St and (s, [, s%t") e Adet,

3. Repeat step 2 until no more new accessible states of DF'S A are discovered.

Figure 2.2 shows the language equivalent deterministic FSA resulting from applying this algorithm to the FSA
in Fig. 2.1. This lazy evaluation method is used symbolically for determinisation in Chapter 6.

245 Minimisation

Every deterministic FSA can be represented by a language equivalent deterministic FSA with a minimum
number of states. This minimum FSA is unique, up to a relabelling of states (isomorphism) [41]. The process
of obtaining a minimal representation is known as minimisation.

Both [41] and [8] define a process of minimisation based on the notion of equivalence of states in the FSA.
Two states in the FSA are said to be equivalent if and only if they both accept exactly the same set of strings
over the alphabet of the FSA. Formally [41, 58]:

Definition 15 (Equivalence of states).

Let DFSA = (S,%, 46, so, F') be a deterministic FSA. Two states, s,s’ € S, s # s/, are equivalent, denoted
s~ ¢, ifand only if Stringsprsa(s) = Stringsprsa(s’), where Stringsprsa : S — ¥* is a function that
returns the set of strings accepted by a state of DF'S A, defined as:

{c et |d(s,0) e F}, ifs¢F

Stri = 5
ringsprsa(s) {{U €EXT|d(s,0) € FyU{e}, ifse F

8
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Figure 2.3: Refining the partition of states based on distinguishability.

s and s’ are not equivalent, denoted s % ¢/, if and only if Stringsprsa(s) # Stringsprsa(s’).

Thus, a minimised FSA (MFSA) can be formally defined as a DFSA in which there are no equivalent states
(based on [41, 58]).

Definition 16 (Minimum Finite State Automaton).
A deterministic FSA, DFSA = (S, %, 6, so, F'), is a minimum FSA if and only if no two states are equivalent,
i.e. DFSAisasingle state FSA; or Vs € S\ {so}, s is accessible from sp, and Vs, s’ € S, (s # '), s % §'.

Although both [41] and [8] present different algorithms for generating the minimum FSA from a determin-
istic FSA, they have a key underlying element in common: identifying distinguishable states.

Two states are distinguishable if they are not equivalent [41], i.e. if they each accept a different set of
strings. To obtain the minimised FSA, a partition is defined on the set of states and refined so that it divides the
states into disjoint subsets, where each state in a subset is equivalent to every other state in the same subset, and
distinguishable from all other states in all other subsets.

The partition is initially defined to divide the states into two subsets, based on halt state status. Halt states
and non-halt states are immediately distinguishable as halt states can accept the empty string but non-halt states
cannot. Thus, immediately, all halt states are distinguishable from all non-halt states, and vice versa. The
partition is then subsequently refined using the following procedure.

Two states, p and ¢, from the same subset are distinguishable if they either accept different sets of input
symbols, or can be distinguished by some single input symbol in the following way. Suppose p and ¢ both
accept the same input symbol a, leading to p’ and ¢’ respectively. If p’ and ¢’ are distinguishable, then p and ¢
are distinguishable. This process continues until no more pairs of distinguishable states can be discovered, i.e.
no more subdivisions are possible. As an example, consider states p, ¢, p’ and ¢’ as portrayed in a fragment of
an FSA in Fig. 2.3. In Fig. 2.3 (a), the states p’ and ¢’ are in different subsets, indicated by the braces and dotted
lines. Hence, states p and ¢ are distinguishable on action a, and the partitioning of states should be refined to
separate p and ¢ into different subsets. In Fig. 2.3 (b), however, p’ and ¢’ are in the same subset, and thus p and
g are not distinguishable on action a.

The resulting subsets of states are used to formulate the minimised FSA. The arcs of the minimised FSA
arise naturally from the subsets of states, as every state in a subset will accept the same input symbols, and
on acceptance of an input symbol will lead to successor states that all belong to the same subset. Hence, the
subsets of states are treated as single compound states. The initial state of the minimised FSA is the subset
of states containing the initial state of the deterministic FSA. The halt states of the minimised FSA are those
subsets of states composed of halt states of the deterministic FSA. (Note that either all states in a subset are halt
states, or none are.)

Formalising this narrative description from [8], the minimised FSA, M FSA, of a deterministic FSA,
DF S A, is defined as follows.

Definition 17 (Minimised FSA of a Deterministic FSA).
Let DESA = (Sdet, 53, Adet gdet | prdet) e a deterministic FSA. A language equivalent minimum FSA is given
by MEFSA = (S™in, 3, Amin gmin | pmin) where:
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Figure 2.4: The language equivalent Minimised FSA of the Deterministic FSA in Fig. 2.2.
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o S™in C 25™\ () is a partition of the states in S9, (i.e. Vs™in, smin' g gmin gmin oL gmin'
smin . gmin’ — () such that s™i" ¢ ™ if and only if Vsdet sdet ¢ gmin:
1. sfet € Flet = sdet ¢ Fdet; and
2.Vl e X, (sdet ], sdet’y ¢ Adet/ — (sget, I, 54"y € Adet and
iy , 2,
Jsmin ¢ §min gych that s¢¢ and sdet” € s™in’,

o AMiIn — {(szn’ l, gmin ) ‘ szn’ smin' o gmin gnq (Salet7 l, Sdet ) c Adet for some Sdet c Smm7 Sdet c
min/}-

S
o sun ¢ gmin | Sget € si"; and
° szn C Smm ’ Smin c szn s Smin C Fdet

Figure 2.4 shows the language equivalent minimised FSA resulting from applying the minimisation algo-
rithm to the deterministic FSA in Fig. 2.2.

2.5 FSA Tool Support

Manipulation of FSAs, including epsilon removal and determinisation (as separate steps) and minimisation
operations, is ably supported by AT&T’s FSM Library [34]. However, tools from the FSM Library were only
used in support of the work in this report and not used directly.
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Chapter 3

Previous Wor k

This chapter presents an extended and updated literature review from that in [39]. This is based on the corre-
sponding chapter in [35].

When discussing previous work in the area of parametric verification, the precise meaning of ‘parametric’
must be made clear. There is a distinction between parametric systems where the parameter is the humber
of identical instances of an entity within a system, as in e.g. [10, 23, 45, 54, 55, 62, 67, 74] and [65, 86] for
surveys of techniques, and a parameter that influences the operation of an entity or a fixed number of entities.
In the context of our work, ‘parametric’ refers to systems of the latter type. Accordingly, this chapter limits
the discussion of parametric verification literature to work done previously in addressing the verification of the
latter type of parametric system.

This chapter is organised as follows. Section 3.1 introduces relevant literature on the verification of the
Stop-and-Wait and Alternating Bit protocols in a non-parametric setting. Sections 3.2 and 3.3 describe and
discuss two techniques applied to the parametric verification of the Stop-and-Wait Protocol. The approach
described in Section 3.3 has been applied to the Sliding Window Protocol, which we discuss in Section 3.4.
Previous work on developing algebraic expressions for parametric verification of other systems is discussed in
Section 3.5. Finally, our own previous work is discussed in Section 3.6.

3.1 Non-Symbolic Verifi cation of SWP

The simplest Stop-and-Wait Protocol (SWP) [70, 77] restricts its sequence numbers to 0 and 1 and is known as
the Alternating Bit protocol (ABP) [9]. The ABP features extensively in the literature [4,5,9,20, 30,66, 72, 75—
77,79]. Many demonstrate that the ABP will work perfectly over an underlying in-order medium, a medium
that behaves in a FIFO (First-In First-Out) manner and that may also include loss, as discussed below.

The original ABP [9] was designed to work between two terminals (entities) over a half duplex line. Only
one message can be in transit in either direction at any one time, hence (in a sense) this protocol operates over
a FIFO medium, as no overtaking can occur on such a line. An automaton describing the behaviour of each
of the two entities is provided. Given an unbounded number of retransmissions and a lossless (but corrupting)
medium, the authors show that the ABP is infallible, provided all transmission errors can be detected. A proof
of this follows from the proof of infallibility given in [60] for Lynch’s Protocol, a predecessor to the ABP.

The ABP is often used as a case study when developing a new modelling language or a derivation from
an existing modelling language, to demonstrate the use or effectiveness of the new language. This is the case
in [72] where the ABP is used as an example to illustrate a new Timed Rewriting Logic (TRL) for capturing
the static and dynamic aspects of SDL (Specification and Description Language) [43]. This paper defines a
Timed rewriting logic semantics for SDL and uses the ABP to demonstrate this new formal semantics. The
ABP variant used is the original ABP from [9] but operating over a medium that may lose messages but cannot
corrupt or reorder them (i.e. non-lossy FIFO). A timeout mechanism for retransmissions is discussed, which
is not present in [9]. Timing properties relating to the performance of this variant of the ABP are investigated.

11
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The results do not mention a bound on the channels, nor a comparison of the protocol to a service specification.

Another example of the ABP being used as a case study is in [75] and [76] where the ABP is formally
modelled and analysed using Temporal Petri nets (derivations of Petri nets with restrictions on the firing of
transitions based on formulae containing temporal operators.) This paper presents a model of the ABP operating
over channels that allow detectable loss and corruption but not duplication or reordering of data (i.e. lossy
FIFO). A timeout mechanism with unbounded retransmissions, not present in the original ABP [9], is discussed
and incorporated into the model. Retransmissions occur when the medium signals to the sender that loss has
occurred upon the sender sending a message or the receiver sending an acknowledgement. This is a rather
significant modelling decision, as in practice a sending entity will not be able to detect loss in the underlying
medium, nor will the underlying medium inform the sender that a message or acknowledgement were lost. The
ABP is proved correct under the following assumptions: the sender and receiver processes do not halt, and if a
message is sent then eventually it is either delivered without corruption, with corruption, or is lost (progress);
and if the sender sends messages infinitely often, then the receiver will receive uncorrupted messages infinitely
often (fairness). It is proved correct by showing that the Temporal Petri Net possesses certain safety and liveness
properties: The sequence of data items that have been output to the receiver user by the receiving entity at a
given moment is a prefix of the sequence given to the sending entity by the sender user (safety); and any data
item given to the sending entity by the sender user is eventually output to the receiver user by the receiving
entity (liveness).

Afek et al [5] also analyse the ABP in terms of safety and liveness properties. They present the ABP in the
form of two deterministic finite state automata that communicate via a channel. The paper assumes unbounded
retransmission, that the underlying channel is FIFO, and that all messages are either received error free and in
the order sent, or are lost (message corruption is treated as message loss.) They present a protocol that is more
generic than the original ABP, as they allow more than two sequence numbers in the sequence number space.
The reason for this is they present a variant that is self-stabilising, i.e. that will converge to normal operation
in the event of sender and receiver losing synchronisation. Their model guarantees three things: convergence
to stable operation (stabilisation); sequences of data elements written to the output of the receiver during a
working interval are always a prefix of the sequence of data elements read from the input of the sender during
the same interval (safety); and within a finite time one more data elements will be written to the output of the
receiver (liveness).

The Abracadabra Service and Protocol Example [79] describes a protocol that uses Alternating Bit sequence
numbers, Retransmissions on timeout, Acknowledgements, and includes Connection And Disconnection pro-
cedures (ABRACAD), and is one of a graded set of examples used to provide guidelines for the application of
three standardised formal description technigques, namely Estelle [24], LOTOS (Language Of Temporal Order-
ing Specifications) [22] and SDL [43]. The underlying medium used in this example may lose messages but
may not corrupt, reorder, invent or duplicate messages. Retransmissions are bounded by an integer parameter.
Models are created using each of these three formal description techniques, and a subjective assessment of each
method is given by the author. However, no formal analysis results are presented.

Billington et al [20] use a variant of the ABP (the single frame procedures of the D-Channel Link Level
Protocol for Basic Access to the Integrated Services Digital Network contained in draft Recommendation [26])
to demonstrate a software tool called PROTEAN (PROTocol Emulation and ANalysis). A Numerical Petri Net
model was created, using a medium that may lose messages but does not corrupt, duplicate or reorder them.
Retransmissions are used to recover from frame loss. Channel bounds and an explicit maximum number of
retransmissions are parameters of the model. The correctness of the protocol was verified using reachability
analysis to investigate deadlocks (no undesired deadlocks were found) and language analysis to determine
whether the protocol conformed to its service. Incorrect sequences (sequences of actions not specified in the
service language) were discovered in the protocol.

Abdulla et al [4] demonstrate that a number of verification problems (including reachability and safety) are
decidable for systems consisting of finite state processes communicating over unbounded lossy FIFO channels.
The Alternating Bit Protocol with unbounded retransmissions is one example they use. Labelled transition
systems are used to model the ABP and the authors argue the correctness of algorithms to verify the reachability,
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safety and eventuality properties defined. A safety property is stated for the ABP saying that no two send or
receive actions can be performed consecutively by the sender, essentially defining a service for the ABP and
confirming that the ABP conforms to this service.

Reisig [66] develops the ABP in a series of steps as part of a case study on acknowledged messages,
developed incrementally using simple Petri net models to illustrate the principles and operation of the ABP over
FIFO communication channels. The models assume that messages may get lost (only finitely many consecutive
messages may get lost) but are never falsified. Unbounded retransmission of messages, unique (unbounded)
message 1Ds (sequence numbers), and then alternating sequence numbers are progressively introduced. No
formal analysis is conducted. The ABP is also used to illustrate the modelling of protocols using Petri Nets
in [30], and again, no analysis is performed.

Tanenbaum [77] develops the Stop-and-Wait and Alternating Bit protocols from first principles and then
conducts basic analysis on variants of these protocols using finite state machine and Petri net models. Bounded
sequence numbers and unbounded retransmission on timeout are features of the protocols that are developed.

None of this literature addresses the issue of parametric verification of the ABP or SWP, for an arbitrary
maximum sequence number and an arbitrary (rather than unbounded) maximum number of retransmissions.
We now shift our attention to literature with more of a parametric flavour.

3.2 Symbolic Analysisusing TReX

The ABP and another variant called the Bounded Retransmission Protocol (BRP) are used in [3] to demonstrate
a symbolic verification methodology [1]. TReX (Tool for Reachability Analysis of Complex Systems) [6, 78]
was used to implement this methodology in [3]. The content of unbounded lossy FIFO channels is modelled by
(a restricted class of) regular expressions thus providing a symbolic representation of the channels. TReX uses
an acceleration technique [2] to calculate the effect of firing transitions an arbitrary number of times (sometimes
called meta-transitions). This allows a small symbolic state space to be calculated based on the states of the
sender and receiver ABP processes. They verify that the ABP conforms to its service of alternating sends and
receives, using the Aldebaran tool [25]. In the BRP example, the maximum number of retransmissions was not
explicitly modelled as a parameter, but rather as a nondeterministic upper limit, giving rise to a single, infinite-
state model, i.e. the sender could retransmit an arbitrary number of times before deciding that the retransmission
limit had been reached (hence the model is actually modelling unbounded, but finite, retransmission). This
differs from the work in [35, 36, 39] and this report, in which the maximum number of retransmissions is
modelled explicitly as a parameter, and thus giving rise to an infinite number of finite-state systems, one for
each value of MaxRetrans. We also model an arbitrary maximum sequence number as a parameter, rather
than being limited to a maximum sequence number of 1.

3.3 A Compositional Behavioural Fixed Point Approach

Valmari and his co-workers (e.g. [80,82,83]) use a behavioural fixed point method and compositional techniques
for the verification of parametric systems. In [82] a variant of the ABP using limited retransmission, i.e. where
there is an arbitrary bound (e.g. MaxRetrans) on the number of retransmissions, is verified using Chaos-Free
Failures Divergences (CFFD) equivalence [81,83]. The behavioural fixed point method allows the modelling
of MaxRetrans as a symbolic integer parameter. This variant of the ABP is found to behave correctly for
an unbounded number of retransmissions provided there is a finite upper bound to the number of consecutive
messages and acknowledgements that may be lost in the channel.

The following comparison is taken from [17,18]. There are several differences with the work presented
in [35, 36, 39] and this report. Perhaps the most significant is that the channels are limited to a capacity of one,
whereas the channels considered in our work are unbounded. Valmari [82] considers this to be a more difficult
problem. Valmari’s method relies on defining a separate counter process which needs to be synchronised
(using parallel composition) with the sender logic, which has 18 states. The counter itself is a recursive parallel
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composition of counter cells. The receiver is a relatively straightforward 6 state process. The acknowledgement
channel is given as a 3 state process, but the data channel is more complex and not given explicitly in the paper.
To obtain the model, all these processes are synchronised with parallel composition. In contrast, the CPN model
presented in Chapter 4 (from [35, 39]) integrates all these aspects in the one model, and extends the model to
include unbounded FIFO queues and sequence numbers with an arbitrary maximum sequence number as a
parameter. However, our model does not have explicit communication with the users (but relies on the send and
(non-duplicate) receive transitions to be considered as synchronised communication with the user) and does not
consider reporting errors to the user. There is no technical reason to prevent extension of our model to include
these features, however our aim is to verify the protocol itself and thus explicit modelling of communication
with the user is unnecessary for our purposes.

3.4 The Sliding Window Protocol

Previous work in a similar vein involves verification of the Sliding Window protocol [73], an extension of the
SWP allowing multiple outstanding messages at the sender. The Sliding Window protocol reduces to the SWP
when both sender and receiver window sizes are 1. Kaivola [48, 49] examines the Sliding Window protocol for
various window sizes, unbounded retransmissions, arbitrary channel capacity and modulo (wrapping) sequence
numbers. The compositional technique from [80, 82, 83] is used, in conjunction with abstraction, to replace
components of the system with simpler ones, but which still preserve the externally visible behaviour and all
the properties to be verified. Each channel is modelled by the composition of a one-place buffer with itself
n — 1 times, and with a one-place lossy buffer to model loss, to give a channel with total capacity of n, however
it is proved that the results are valid for channels of any capacity. Data independence principles [68, 85] are
applied and the analysis covers both finite and infinite sequences of input data. The Sliding Window protocol is
verified only for small concrete values of both the maximum sequence number parameter and the sending and
receiving window sizes. In contrast, our work has considered only the simplest version of the Sliding Window
protocol, i.e. the SWP, but it verifies the SWP for every possible concrete value of the maximum sequence
number and maximum retransmission parameters (rather than unbounded retransmission), relies on patterns in
the reachability graph rather than a compositional approach, and does not consider data explicitly.

A less recent but still relevant result by Knuth [51], referenced by Kaivola [48], also deals with verification
of link level protocols in a very general sense, incorporating both the SWP and sliding window protocols. The
main thrust of the paper is that for unbounded retransmissions and channels with a limited (but measurable)
amount of re-ordering of messages and acknowledgements, it is possible to define a lower bound for the maxi-
mum sequence number parameter to guarantee correct operation of the protocol, in the sense that every message
sent by the sender will be uniquely and correctly identified by the receiver. In contrast, our work provides a
symbolic treatment of the SWP over channels that do not reorder, and as mentioned previously, models the
maximum number of retransmissions parameter explicitly. It thus provides verification results for every con-
crete value of this parameter, rather than unbounded retransmissions which are impractical in the event of, for
example, a broken link.

3.5 Algebraic Expressionsfor Other Systems

There are two notable pieces of work dealing with the development of algebraic expressions to represent the
reachability graphs of infinite families of systems. The first is documented in [19,40]. The Data Transfer service
of the Transmission Control Protocol (TCP) has been modelled using a Coloured Petri net, parameterised by
the capacity of the medium. The reachability graph of this parametric system grows exponentially in the size of
the medium, which in general is unbounded. This results in an infinite family of automata representing TCP’s
data transfer service language. Closed form algebraic expressions were formulated, in terms of the medium
capacity parameter, to represent the family of reachability graphs of the Data Transfer Service CPN. Once
the initial state and halt states were designated, the resulting family of automata was proved to be minimum
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and deterministic. Thus no further automata reduction was required. The key differences with our work are
that these expressions deal with a service specification, not a protocol specification, the Data Transfer service
CPN is parameterised in a single parameter only, the parametric reachability graph can be mapped directly to a
parametric minimised deterministic FSA without the need for FSA reduction techniques, and that no attempt is
made to verify TCP against the service.

The second use of algebraic expressions, in an approach developed in parallel with our work [58,59], is in
the specification and analysis of the service of the Capability Exchange Signalling (CES) protocol, developed
by the Telecommunication Standardization Sector of the International Telecommunication Union (ITU-T) as
part of ITU-T recommendation H.245 [44], Control protocol for multimedia communications. In [58,59], a
model of the CES service is created, parameterised by the capacity of the service. Recursive formulae for
the parametric reachability graphs are discovered and proved correct for the CES service for two cases: when
the service provides for in-order delivery which may be lossless or lossy. In the lossless case, the recursively
defined parametric reachability graph maps directly to a recursively defined finite state automaton that is both
minimum and deterministic (as was the case for TCP). Also, closed-form expressions for this parametric reach-
ability graph are presented in [58]. In the lossy case, however, when mapping to a recursively defined FSA,
some transitions map to ¢, the empty move, and the resulting parametric FSA is neither deterministic nor mini-
mum. It was confirmed that a similar recursive formula for a language equivalent e-free parametric FSA can be
derived from the recursive formula for the parametric reachability graph, demonstrating that similar structural
regularities found in the family of reachability graphs occur after e removal. Furthermore, it was shown that
the equivalent deterministic parametric FSA can also be represented by a recursive formula. One difference
between the work in [58] and our work is that, for the lossy service case, [58] develops parametric reachability
graphs and finite state automata that are defined recursively, whereas in our work the parametric reachabil-
ity graph and finite state automaton presented in Chapters 5 and 6 are defined using closed-form algebraic
expressions, not recursively defined expressions (although closed-form expressions are derived later). A key
difference is that the epsilon removal step is performed explicitly, rather than being combined with determini-
sation through the use of epsilon closures (as described in Chapter 2). Another key difference is that, as with
the work in [40], the work in [58] deals with a service specification and not a protocol specification, and that
no attempt is made to verify the CES protocol against the service. Finally, our work has involved two protocol
parameters, neither of which are the single medium capacity parameter.

3.6 Our own Previous Work

This section summarises our own previous work, including that which is not included in [36-39].

In our previous work [15] we summarised a protocol verification methodology based on CPNs [46] and
finite state automata. This methodology uses state space methods and has been applied successfully for finite
state systems, for small values of parameters. Techniques such as partial orders, symmetry and equivalence,
and packed state spaces [31,64,81], and more recently the sweep-line method [16,27,53,61], for alleviating the
state space explosion problem [81] help to extend the method to larger ranges of parameters, but cannot handle
large or unbounded values.

In [14, 15], the methodology is illustrated using a Stop-and-Wait Protocol model with two parameters:
the maximum sequence number, MaxSeqNo; and the maximum number of retransmissions, MaxRetrans.
This model resembles the model presented in Chapter 4. From a modelling point of view, the values of these
parameters may be chosen arbitrarily. We would thus like to prove that the SWP class is correct for any values
of MaxSegNo > 1 and MaxRetrans > 0. This becomes impossible using finite state techniques, as we need
to consider an infinite number of increasingly larger finite state spaces. For FIFO channels (either lossy or
lossless), a hand proof in [15] shows that the number of messages in the message channel (and the number of
acks in the acknowledgement channel) has a least upper bound of 2MaxRetrans + 1, for any positive value
of MaxSegNo, and any non-negative value of MaxRetrans. For reordering channels, a hand proof of the
unboundedness of the message and acknowledgement channels was developed in [13-15] using the semantic
model of High-level Petri Nets [42]. For other properties, such as that the protocol conforms to its service
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of alternating send and receive events, the standard methodology was used to verify this property for selected
parameter values in the range 0 < MaxSegNo < 1024, 0 < MaxRetrans < 4, but no general result was
obtained, for either lossless channels [15] or lossy channels [13, 15].

In [17,18] we have used a symbolic verification tool called FAST (Fast Acceleration of Symbolic Transition
systems) [32] to analyse the SWP. Like TReX, FAST also uses accelerations (meta-transitions) to perform
symbolic analysis of infinite state systems, to encode an arbitrary number of iterations of sequences of actions
within the system. Models are represented in FAST using counter systems. These are automata extended with
vectors of integer variables and whose transitions are labelled with Presburger-linear functions. In essence,
FAST views the problem as a labelled transition system that uses tuples of integers to represent the state and
Presburger functions to represent changes of state [7,33]. In [18] a methodology was described for converting
CPNs into counter systems and the SWP CPN model from [13, 15] was revised to make it easier to convert to
a counter system and analyse using FAST. We were able to symbolically verify a number of properties of our
SWP model for arbitrary MaxRetrans and for MaxSeqNo from 1 to 5 in [17, 18], with the results extended
to arbitrary MaxSeqNo but with MaxRetrans=0 in [17]. The verified properties included: conformance to
the property of alternating send and receive events; in-sequence delivery of data; no loss or duplication of
data; no deadlocks; and a lowest upper bound on the total number of messages and acknowledgements of
2MaxRetrans+1 thus validating the hand proof given in [15] for this range of parameter values. A further
result presented in [17] was an automatic proof of the form of the markings of the parametric reachability graph
(the algebraic expressions for the markings) as presented in [36,37], in MaxSegNo only, with MaxRetrans=0.
This complemented the manual proof already performed in [36, 37].

Progress was made toward parametric verification of the Stop-and-Wait Protocol (prior to and concur-
rently with [17, 18]) in [36, 37], when considering the SWP with no retransmissions. Algebraic expressions
representing the family of reachability graphs were developed in the MaxSeqNo parameter only, (i.e. with
MaxRetrans=0). These expressions for the parametric reachability graph in MaxSeqNo were then used to
parametrically verify the conformance of the SWP to its service of alternating send and receive events, for all
values of MaxSegNo.

Further progress was made in [38, 39], in which some of the core results of [35] were presented. The al-
gebraic expressions for the parametric reachability graph of the SWP were extended to incorporate both the
MaxSeqNo and MaxRetrans parameters. Incorporation of the MaxRetrans parameter increased the com-
plexity of the expressions considerably. As mentioned in Chapter 1, an indication of the increase in complexity
can be gauged by the size of the reachability graphs: the number of nodes and arcs grow linearly in the MaxSe-
gNo parameter but quartically in the MaxRetrans parameter. Verification of a number of properties from the
parametric reachability graph were sketched in [38] and carried out in [39]. However, neither [38] nor [39]
proved conformance of the SWP to its service of alternating send and receive events in both parameters, as we
do in this report.
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Chapter 4

The Stop-and-Wait Protocol CPN M odel

The SWP is modelled using Coloured Petri nets [46,47,52], a form of Petri net in which tokens are arbitrarily
complex data values. This model is the same as the one presented in [35,38,39], a variant of the model presented
in [36, 37]. The following description is based on text from [38]. For a more detailed description of the model,
the reader is referred to [35, 39].

The CPN diagram is shown in Fig. 4.1 along with all the declarations used in the inscriptions of the CPN
diagram in Fig. 4.2. The software tool, Design/CPN [29], was used to produce these figures. The inscription
language is a variant of Standard ML [71]. The two parameters MaxRetrans and MaxSeqNo can be seen at
the top of the declarations in Fig. 4.2.

The channels are modelled as lists manipulated by the arc inscriptions as First-In-First-Out (FIFO) queues
in places mess_channel and ack_channel. Transitions mess_loss and ack_loss model loss, both in the
network (buffer overflow in a router) and by discarding messages and acknowledgements with transmission
errors (checksum failures). Loss can occur anywhere in the message and acknowledgement queues, not just
from the head. This is done via nondeterministic binding of variables sn and rn and the function Contains
in the guard of each loss transition, to ensure that sn and rn are only bound to values that are present in the
channels. The removal of the message is via function Loss in the arc inscriptions.
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Figure 4.1: A CPN of the Stop-and-Wait Protocol operating over an in-order medium.

= if(sn=n) then true el se Contains(queue, sn);

val MaxRetrans = O;
val MaxSegNo = 1;
color Sender = with s_ready | wait_ack;
color Receiver = with r_ready | process;
color Seq = int with 0..MuxSegNo;
color RetransCounter = int with 0..MxRetrans;
col or Message = Seq;
col or MessList = list Message;
var sn,rn Seq;
var rc Ret ransCount er ;
var queue MesslLi st ;
fun Next Seq(n) = if(n = MaxSeqNo) then 0 el se n+l1;
fun Contains([],sn) = fal se
| Contains(m: queue, sn)
fun Loss(m: queue, sn) =

Figure 4.2: Declarations of the CPN shown in Fig. 4.1.

i f(sn=m then queue else m:Loss(queue, sn);
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Chapter 5

Par ametric Reachability Graph

In this chapter we present the parametric reachability graph of our infinite family of Stop-and-Wait Protocols.
This chapter presents the work from [35], a substantially more mature version of the work originally presented
in [38,39]. We begin in Section 5.1 by introducing the notational conventions used in the marking and arc
notation developed in Section 5.2. In Section 5.3 we take a closer look at the markings we wish to represent,
and define a set of classes of marking, which we take advantage of in the definition of our parametric marking
and arc notation in Section 5.4. We then establish formulas for determining special sets of markings called
downward-closed sets, directly from the parametric notation, in Section 5.5. Finally, the parametric reachability
graph is presented in Section 5.6.

5.1 Notational Conventions

In the following work, we shall use M S and M R as shorthand for the parameters MaxSeqNo and MaxRe-
trans respectively. In this report, the notation [M) is used to represent all markings reachable from marking
M. The notation M [be) is used to indicate that the binding element, be, is enabled by marking M.

We can define a Reachability Graph (RG) as follows:

Definition 18 (Reachability Graph). The RG of a CPN with initial marking M and a set of binding elements
BE, is a labelled directed graph RG = (V,A) where

1. V = [M,) is the set of reachable markings of the CPN; and

2. A={(M,(t,b),M") € VxBExXV|M]|(t,b)) M’} isthe set of labelled directed arcs, where M (¢, b)) M’
denotes that the marking of the CPN changes from M to M’ on the occurrence of binding element
(t,b) € BE, where t is the name of a transition and b is a binding of the variables of the transition to
values.

The Stop-and-Wait protocol CPN in Figs. 4.1 and 4.2 is parameterised by MaxSegNo and MaxRetrans.
We explicitly denote this parameterised CPN and its RG by CPNyrsary and RG(ysmr) = (Vs mr),
Ams,mr)) Where M S =MaxSeqNo and M R =MaxRetrans.

In addition, the following notational conventions are used throughout the remainder of this report:

e i/ is used to represent j repetitions of the message (or acknowledgement) with sequence number i in the
message (or acknowledgement) channel;

e @)s is used to represent modulo M S + 1 addition; and

e O)g is used to represent modulo M .S + 1 subtraction.
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5.2. Marking and Arc Notation

5.2 Marking and Arc Notation

In order to introduce our notation, it is necessary to prove that every marking of every place is a singleton
multiset, in all reachable markings of the CPN. We can do so from the structure of the CPN model:

Lemma 1. For all reachable markings of C' PNy 1Ry, €ach place in the CPN diagram contains exactly one
token, i.e. VM € Viyswmr), |M(senderstate)|=|M (receiver state)| = |M(send seqno)| =
|M (recv_seq_no)| = |M(mess_channel)| = | M (ack_channel)| = | M (retrans_counter)| = 1.

Proof. Proof is by direct inspection of the CPN in Figs. 4.1 and 4.2. Every transition in the CPN diagram in
Fig. 4.1 has both an incoming arc and an outgoing arc to every place with which it interacts. This net structure is
independent of the values of the parameters. Each incoming arc removes exactly one token and each outgoing
arc produces exactly one token. The value of the token may be affected by the parameter values (i.e. the
MaxSeqNo parameter, through function NextSend defined in the declarations in Fig. 4.2) but the parameter
values do not affect the number of tokens removed or produced. We systematically examine each of the places
below.

sender_state |My(sender_state)| = |1‘s_ready| = 1, hence this lemma holds for the initial marking.
The marking of this place can only be changed by the send_mess, timeout_retrans and receive _ack
transitions. The occurrence of these transitions either replaces one value by another (the send_mess
and receive_ack transitions) or does not change the marking (the timeout_retrans transition). Hence
VM € [My), |M(sender_state)| = 1.

receiver_state |My(receiver_state)| = |1‘r_ready| = 1, hence this lemma holds for the initial mark-
ing. The marking of this place can only be changed by the receive_mess and send_ack transitions.
The occurrence of either of these transitions replaces one value by another. Hence VM € [My),
| M (receiver_state)| = 1.

send_seq_no |My(send_seq-no)| = |1‘0] = 1, hence this lemma holds for the initial marking. The
marking of this place can only be changed by the send_mess, timeout_retrans, receive _ack and re-
ceive_dup_ack transitions. The occurrence of these transitions either replaces one value by another
(the receive_ack transition) or does not change the marking (the send_mess, timeout_retrans and
receive_dup_ack transitions). Hence VM € [M,), |M (send_seq-no)| = 1.

recv_seq._no |My(recv_seq_no)| = |1‘0| = 1, hence this lemma holds for the initial marking. The marking
of this place can only be changed by the receive_mess and send_ack transitions. The occurrence
of these transitions either replaces one value by another (the receive_mess transition in the case of
receiving a new message) or does not change the marking (the receive_mess transition in the case of
receiving a duplicate message and the send_ack transition). Hence VM € [M), | M (recv_seq.-no)| =
1.

mess_channel |My(mess_channel)| = [1‘[]] = 1, hence this lemma holds for the initial marking. The
marking of this place can only be changed by the send_mess, timeout_retrans, mess_loss and re-
ceive_mess transitions. The occurrence of any of these transitions replaces one value by another. Hence
VM € [My), |M(mess_channel)| = 1.

ack_channel |Mj(ack_channel)| = |1‘]]| = 1, hence this lemma holds for the initial marking. The mark-
ing of this place can only be changed by the send_ack, ack_oss, receive_ack and receive_dup_ack
transitions. The occurrence of any of these transitions replaces one value by another. Hence VM €
[My), | M (ack_channel)| = 1.

retrans_counter |My(retrans_counter)| = |1‘0] = 1, hence this lemma holds for the initial marking. The
marking of this place can only be changed by the timeout_retrans and receive_ack transitions. The
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5.2. Marking and Arc Notation

occurrence of these transitions either replaces one value by another, or does not change the mark-
ing (when no retransmissions of the currently outstanding message have occurred). Hence VM €
[My), | M (retrans_counter)| = 1.

Hence, this property holds for all places in all reachable markings, thus the lemma is proved. O
We can define a function that converts a singleton multiset to its basis element:

Definition 19 (Singleton Multiset to Element (based on [40]).
Let Bysg, be the set of all singleton multisets over a basis set A : Byrs, = {{(a,1)} | a € A}. Afunction that
converts a singleton multiset to its basis element is given by f. : Byrs, — A, where f.({(a,1)}) = a.

A corollary of Lemma 1 is that f. can be applied to the marking of any place in any reachable marking of
CPNys,mr)- Given Lemma 1, we can develop a notation for markings that can be used to uniquely identify
every marking in RG yrs,arr) for all values of the parameters.

5.21 Marking Notation

A marking of a CPN can be represented as a set of pairs, with one pair for each place, as:

M = {(p,mp) | p € P}

where mp € uType(p), Type(p) is the type (colour set) of place p, and uT'ype(p) is the set of multisets over
the type of place p.

In [35] this set representation was derived from the definition of a High-level Petri Net Graph [42], but
for the purposes of this report it suffices to understand informally that the marking of our SWP CPN can be
represented as a set of pairs.

For the case where |mp| = 1, i.e. mp = 1‘g where g € T'ype(p), we have a singleton multiset. It is possible
to represent a singleton multiset by its basis element, e.g. 1‘g can be represented by g. Lemma 1 guarantees
that for all reachable markings, every place in our SWP CPN model is marked by a singleton multiset. Hence,
this allows us to represent a marking of our system by a simpler set of pairs:

M = {(p,g) | p € P}, where g € Type(p)

This set of pairs contains exactly one pair for each place, and hence a marking can be represented by a vector
of the markings of each of the places of the net:

M = (M (sender_state), M (receiver_state), M (send_seq-no), M (recv_seq-no)

’ 5.1
M (mess_channel), M (ack_channel), M (retrans_counter)) G

Because of Lemma 1, M (sender_state), M (receiver_state), M (send_seq-no), M (recv_seq-no), and
M (retrans_counter) can be represented simply by the value of the token in each of their respective places. We
can introduce variables that run over the values of these tokens:

s_state € Sender,

r_state € Receiver,

ssn,rsn € Seq, and

ret € RetransCounter, respectively.

The marking of the message channel, M (mess_channel), and acknowledgement channel,
M (ack_channel), cannot be represented as easily. In [17, 18] the marking of the message and acknowledge-
ment channels were each encoded into four integer variables. In this report we present a similar encoding for
the message and acknowledgement channel markings, but using only two integer variables for each, as well as
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5.2. Marking and Arc Notation

knowledge of the sender sequence number. Consider the possible content of the message channel. Intuitively,
it may contain zero or more instances of the currently outstanding message as well as zero or more instances of
retransmissions of the previous message. Similarly, the acknowledgement channel may contain zero or more
instances of the acknowledgement for the currently outstanding message, as well as zero or more instances of
old duplicate acknowledgements of the previous message. We state the following lemma regarding the content
of the message channel.

Lemma 2. The content of the message channel can be represented by:
M (mess_channel) = 1‘[(ssn S5 1)™?ssn™"|

where mo, mn € N are the number of instances of the previous (old) message (with sequence number ssn© g
1) and currently outstanding (new) message (with sequence number ssn), respectively.

Proof. Consider that we start with an empty message channel. The maximum number of messages with a
given sequence number n that can be inserted into the message queue is the original (send_mess occurs)
plus MaxRetrans duplicates (by MaxRetrans occurrences of timeout_retrans) giving M (mess_channel) =
1 [n™E+1], At this point the sender must stop and wait until it receives an acknowledgement (receive ack)
for the n-message. The minimum number of n-messages that need to be received and acknowledged (i.e.
when no loss occurs) is one, leaving MaxRetrans n-messages in the message queue. When this acknowledge-
ment is received, the retransmission counter is reset to zero and the n-messages that were considered ‘new’
are now considered ‘old’ because the sender sequence number has incremented to n @5 1. At this point,
(MaxRetrans+1) (n © s 1)-messages can be sent, giving M (mess_channel) = 1‘[nM% (n @y 1)MEH,
Because of the FIFO property of the communication channels, the remaining MaxRetrans n-messages must
be removed (by loss or receipt) before the first (n @ s5 1)-message can be received and acknowledged, allowing
messages with sequence number n @, 2 to be placed in the channel. Thus before any new message can be
sent, there can only be messages with a single sequence number (the “old” sender sequence number, ssn& ;1)
in the channel. Hence the channel content can be represented by [(ssn ©s 1)™°ssn™"] and the lemma is
proved. O

Similarly, for the acknowledgement channel:

Lemma 3. The content of the acknowledgement channel can be represented by:
M (ack_channel) = 1‘[ssn®(ssn @ g 1)™"]

where ao,an € N are the number of instances of the acknowledgement of the previous message and the
currently outstanding message, respectively.

Proof. The proof is similar to that of Lemma 2, except that we are dealing with acknowledgements in the
acknowledgement channel, not messages in the message channel, with sequence numbers of ssn and ssn@® 51
instead of ssn ©js5 1 and ssn, respectively. O

In [35,39] it was proved that this representation is sufficiently expressive to capture the channel content of
all reachable markings. Thus from Equation (5.1), the marking of the net can be represented by the vector

M = (s_state,r_state, ssn,rsn,[(ssn Oprs 1) ssn™"], [ssn® (ssn @prs 1)), ret)

and hence we can see that a marking of the CPN can be characterised by 9 variables, plus the two parameters.
We are now ready to define our marking notation.

Definition 20 (Marking Notation).
éﬁf&%f}smte) (ssnursn), (mojao,mn.anret) "EPTESENtS @ marking of the SWP CPN model from Figs. 4.1 and 4.2,
where the superscript is a pair of the parameter values of the SWP CPN and the subscript encodes the marking

description, such that:
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5.2. Marking and Arc Notation

s_state € Sender is the state of the Sender, i.e. either ready or waiting for an acknowledgement;
r_state € Receiver is the state of the Receiver, i.e. either ready or processing a message;

ssn € Seq is the sender sequence number;

rsn € Seq is the receiver sequence number;

mo € N is the number of old messages in the message channel, i.e. the number of instances of the pre-
viously acknowledged message (with a sequence number equal to the previous sender sequence number,
ssn &5 1) in the message channel;

ao € N is the number of old acknowledgements in the acknowledgement channel, i.e. the number of
instances of the acknowledgement of the previous message (acknowledgements with a sequence number
equal to the sender sequence number, ssn) in the acknowledgement channel;

mn € N is the number of instances of the new (or current) message in the message channel, i.e. the
number of instances of the currently outstanding message (with a sequence number equal to the sender
sequence number, ssn) in the message channel;

an € N is the number of new (or current) acknowledgements in the acknowledgement channel, i.e. the
number of instances of the acknowledgement of the currently outstanding message (acknowledgements
with a sequence number equal to the next sender sequence number, ssn @ jrg 1) in the acknowledgement
channel; and

ret € RetransCounter is the number of times the currently outstanding message has been retransmit-
ted;

where the marking of each place is given by:

mess_channel) =

(
(
(retrans_counter) =
(
(ack_channel) =

M
M
M
M

M (sender_state) = 1‘s_state M (receiver_state) = 1‘r_state
send_seq-no) = l'ssn M(recv_seq-no) = 1‘rsn
1'ret

1“[(ssn ©prs 1) ssn™"]
1[ssn® (ssn @prg 1))

In Definition 20 we retain the square brackets around the content of the message and acknowledgement channels
to remind us that the channel content is represented as a list, rather than a string, in the CPN model.

The maotivation behind the particular grouping of the subscript variables is an attempt to reflect one logical
grouping that could be made, dividing the variables into: 1) sender and receiver state; 2) sender and receiver
sequence number; and 3) channel content description. The retransmission counter is grouped into the channel
content description because of its intimate relationship with the channel content.

As an example, consider the marking represented by M (34

the marking of CP N3 4y:

M (sender_state) =
M (send_seq-no) =
M (mess_channel) =
M (retrans_counter)

where MS =3 and MR = 4.

(wait_ack,r ready),(2,2),(2,1,2,0,1)° 11IS COrresponds to

1‘wait_ack M (receiver_state) = 1‘r_ready
12 M(recv_seq-no) = 12
141,1,2,2] M(ack_channel) = 12]

111
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5.2.2 Arc Notation

We now look to define arc notation analogously. Each arc in RG (/5 ) takes the form (M, (¢, ), M') where
M and M’ are markings in Vi 1) @and (¢,0) € BE. The state information of the source marking, M, along
with information about the binding element, (¢, ), allows every arc in RG (55,1 r) t0 be uniquely identified.
This follows from the definition of the arcs of an RG in Definition 18 and the transition rule for CPNs [46]
as the marking of the CPN changes from the source marking to the destination marking on the firing of the
enabled binding element.

In many cases, the binding of variables that will enable a specific transition in a marking can be determined
from that marking. For example, consider the send_mess transition and a marking,

éﬁf{%ﬁmdw7(070)7(070’07070), that enables send_mess. From the enabling rules of CPNs [46], send_mess
will only be enabled in this marking if the variable sn is bound to 0 and queue is bound to [], which we can
determine by looking at the source marking.

Pursuing this idea, we examine the binding of variables of each transition, t € T', given a reachable marking,
M = M %i;?if}smte)7(Ssn’mn%(mo’ao’mn’m’ret), such that M [t) (¢ is enabled in M for some binding of its
variables). In [39] it was demonstrated that the enabling of each transition and its subsequent firing is invariant
with respect to the concrete values of the sequence numbers involved, provided that the relative values of all
sequence numbers involved is preserved. This was formalised in the context of HLPNG’s in [35]. Hence, we

can state the following:
e M[send_mess) with the binding (queue = [(ssn ©prg 1)™° ssn™"], sn = ssn).

e M [timeout_retrans) with the binding (queue = [(ssn ©prs 1) ssn™"], sn = ssn,rc = ret), with
rc < MR.

e M receive_mess) with the binding:

— (queue = [(ssn ©prs 1)™71 ssn™"] sn = ssn ©prs 1,70 = rsn), if mo > 0; or

mn—l]

— (queue = [ssn ,sn = ssn,rn = rsn), if mo = 0and mn > 0.

These two possible enabled bindings are due to the fact that we may or may not have old messages in the
channel, and our marking notation specifies that old messages come before new messages in the (FIFO)
channel.

e M [send_ack) with the binding (queue = [ssn® (ssn Gars 1)), 7 = rsn).

e M |receive_ack) with the binding (queue = [(ssn®rs1)* 1], sn = ssn,rn = ssn®asl,re = ret).
Recall that »n must equal sn ©prs 1 from the guard. The guard prevents this transition from being
enabled if there are any old acknowledgements in the channel (i.e. ao must equal zero) because our
marking notation specifies that old acknowledgements come before new acknowledgements in the (FIFO)
channel.

e M{receive_dup_ack) with the binding (queue = [ssn®~1 (ssn ®yg 1)%%],sn = ssn,rn = ssn).
Recall that »n cannot equal sn & 1 from the guard. Our marking notation specifies that old acknowl-
edgments have sequence number ssn and that the number of old acknowledgements is given by ao.
Hence, ao must be greater than zero for this transition to be enabled.

e M[mess_loss) with the binding:

- (queue = [(ssn Sprs 1)™° ssn™?], sn = ssn Sprs 1), provided mo > 0; or

- (queue = [(ssn Sprs 1)™° ssn™"], sn = ssn), provided mn > 0.

These two possible enabled bindings arise because loss of a message can occur from anywhere in the
message channel, hence either an old message or a new message can be lost.
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e Mack_loss) with the binding:

- (queue = [ssn® (ssn @ps 1)*"],rn = ssn), provided ao > 0; or

- (queue = [ssn® (ssn Dprs 1)), rn = ssn Gprs 1), provided an > 0.

These two possible enabled bindings arise because, like messages, loss of an acknowledgement can occur
from anywhere in the acknowledgement channel, hence either an old or a new acknowledgement can be
lost.

Hence, for transitions send_mess, timeout_retrans, receive_mess, send_ack, receive_dup_ack, and
receive_ack, we can reconstruct the corresponding enabled binding element from the source marking and
transition name only. (In the case of receive_mess, the specific enabled binding element is determined by the
value of mo in the source marking.)

However, as can be seen, this is not the case for the mess_loss or ack_loss transitions. Taking mess_loss
as an example, if there are both old messages (mo > 0) and new messages (mn > 0) in the message channel,
then it is not possible to determine from the transition name and source marking whether an occurrence of
mess_loss will result in loss of an old message or loss of a new message. The same situation exists for the
ack_loss transition. For these two transitions, one extra piece of information is needed to be able to reconstruct
the corresponding enabled binding element: whether it is an old message (or acknowledgement) or a new
message (or acknowledgement) that is being lost. We differentiate these two cases by appending old or new to
the transition name. Hence, we can define a set of augmented transition names, AT Names, where:

AT Names = {send_mess, timeout_retrans, receive_mess, send_ack, receive_ack,
receive_dup_ack, mess_loss_old, mess_loss_new, ack_loss_old, ack_loss_new}

that encode the enabled binding elements for a source marking, given that the corresponding transition is en-
abled in that source marking. A simple surjective mapping, T'ransM ap, can be defined to map from augmented
transition names to transitions:

Definition 21 (Augmented Transition Name to Transition Name).
A surjective mapping, TransMap : AT Names — T, from augmented transition names to transition names,
is given by:

atn, for atn € {send_mess, timeout_retrans, receive_mess, send_ack,
receive_ack, receive_dup_ack},

mess_loss, for atn € {mess_loss_old, mess_loss_new},

ack_loss, for atn € {ack_loss_old, ack_loss_new}.

TransMap(atn) =

The mapping from source markings and AT N ames to enabled binding elements is defined formally below.

Definition 22 (Reconstruct Enabled Binding Element).

Given a marking, M, that enables a transition, ¢ € T, a function, ReconstructBindingFElement, which
maps from A and an augmented transition name (whose corresponding transition is enabled in A1) to the
corresponding enabled binding element, according to Table 5.1, is given by

Reconstruct BindingElement : Vgypset X AT Names — BE
where Viypser X AT Names = {(M,atn) | M[TransMap(atn))} and
Reconstruct BindingElement(M, atn) = (t,b)

where (¢,b) is a binding element from column 2 of Table 5.1 corresponding to the source marking M and an
augmented transition name from column 1 of Table 5.1.
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Table 5.1: A mapping from an augmented transition name, atn, to its corresponding enabled binding element,

: : A (MS,MR)
given a source marking, M = M (s.state,r state),(ssn,rsn),(mo,aomm,an,ret)’ that enables T'ransM ap(atn).
Augmented
Transition Name, Corresponding Enabled Binding Element,
atn € AT Names Reconstruct Binding Element(M, atn).

send_mess (send_mess, (queue = [(ssn ©prs 1)™° ssn™"|, sn = ssn)).
timeout_retrans | (timeout_retrans, (queue = [(ssnSyrs1)™° ssn™"], sn = ssn,rc = ret)).
receive_mess | (receive_mess, (queue = [(ssn Oprg 1)™~ 1 ssn™"], sn = ssn Oy 1,
rn = rsn)), provided mo > 0; or
(receive_mess, (queue = [ssn™ Y, sn = ssn,rn = rsn))
provided mo = 0 and mn > 0.

send_ack (send_ack, (queue = [ssn® (ssn @prs 1), rn = rsn)).
receive_ack (receive_ack, (queue = [(ssn @arg 1) 1], sn = ssn,rn = ssn Dy 1,
rc = ret)).
receive_dup_ack | (receive_dup_ack, (queue = [ssn%~! (ssn @y 1), sn = ssn,
rn = ssn)).

mess_loss_old | (mess_loss, (queue = [(ssn Sars 1)™° ssn™"], sn = ssn S5 1)),
provided mo > 0.

mess_loss_new | (mess_loss, (queue = [(ssn ©prg 1)™° ssn™™], sn = ssn)),

provided mn > 0.

ack_loss_old (ack_loss, (queue = [ssn® (ssn @prs 1)), rn = ssn)), provided ao > 0.
ack_loss_.new | (ack_oss, (queue = [ssn® (ssn @ars 1)), rn = ssn @as 1)),

provided an > 0.

We are now ready to define our arc notation.

Definition 23 (Arc Notation).
(MS,MR)
atn,(s_state,r_state),(ssn,rsn),(mo,ao0,mn,an,ret
M(MS,MR)

(s_state,r_state),(ssn,rsn),(mo,ao,mn,an,ret)’

) represents an arc, (M, (t,b), M’), in RG 15,0 r), With
e source marking, M =

e binding element, (¢,b) = ReconstructBindingElement(M, atn); and

e destination marking, M, given by M {(t, b)) M’, where M’ is given by the transition rule.

; idantifi (3.4)
As an example of arc notation, the arc identified by a_ d_mess,(s_ready,r ready),(2,2),(1,1,0,0,0)

(M, (t,b), M'"), where:

is the arc,

_ (3:4)
M = (M(s,ready,r,ready),(2,2),(1,1,0,0,0) ’

(t,b) = (send-mess, (queue = [1],sn = 2)), and

1 _ s34
M = M(wait,ack,rj‘eady),(2,2),(1,1,1,0,0))

which corresponds to the occurrence of the send_mess transition, with binding (queue = [1], sn = 2)), from

marking M((ffiady’”mdy)’(2’2)7(1,170’0’0), i.e. the sender is sending a message with sequence number 2 from a
marking in which the sender and receiver are both ready, the receiver is expecting a message with sequence
number 2, there is one old message (with sequence number 1) in the message channel, and there is one old
acknowledgement (with sequence number 2) in the acknowledgement channel.

Note that the notation presented in Definitions 20 and 23 is more expressive than required for the repre-
sentation of all markings and arcs in RG(yrs,arr) because not all relationships between the variables s_state,

r_state, ssn and rsn, or between the variables and the parameters A/.S and M R, have been specified.
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5.3. Classifying Markings

5.3 Classifying Markings

When duplicate messages and acknowledgements can exist (i.e. when MaxRetrans > 0) there are more
possible combinations of sender and receiver state than when MaxRetrans=0. While it is possible to partition
the set of nodes of RG 5/ 17y based on sender and receiver sequence number and an informal concept of the
‘class’ of marking, as was done in [36], it is worth looking more closely at the possible combinations of sender
and receiver state for the general case of MaxRetrans > 0. This has been done in [39] and more formally
in [35].

Table 5.2 captures the possible combinations of, and relationships between, the sender state, receiver state,
sender sequence number and receiver sequence number that are missing from the general marking and arc
notation in Definitions 20 and 23. Each combination is given a ‘class’ as shown in column 5. There are two
possible major states for each of the sender and receiver (shown in columns 1 and 2 respectively) and for two
combinations of major state there are two alternatives for sender and receiver sequence number (columns 3 and
4), giving six classes in total. An explanation of each class follows:

e Class 1: This may correspond to the initial state, where the sender has yet to transmit the first message
and the receiver is ready to receive (sender and receiver are ready, ssn = rsn = 0), or to the sender
having just received an acknowledgement for the most recent outstanding message while the receiver is
ready to receive the next message (sender and receiver are ready, ssn = rsn =1,0 <i < MS).

e Class 2: These are markings where the sender is waiting for an acknowledgement for the currently
outstanding message and the receiver is in its ready state (sender is waiting, receiver is ready, ssn = i).
They may be of one of two sub-classes based on the sequence number of the receiver:

— Class 2a: the receiver has not yet received the currently outstanding message (rsn = 1); or

— Class 2b: the receiver has received at least one instance of the currently outstanding message
(rsn =i @5 1), be it the original or a duplicate, has sent an acknowledgement (that has not yet
been received by the sender) and is back in its ready state.

e Class 3: These are markings in which the sender is waiting for an acknowledgement for the currently
outstanding message and the receiver is currently processing a message (sender is waiting, receiver is
processing, ssn = 7). Such states may be of one of two sub-classes based on the receiver sequence
number:

— Class 3a: the message being processed by the receiver is a duplicate of the previously acknowl-
edged message caused by retransmissions at the sender (rsn = 4); or

— Class 3b: the message being processed by the receiver is the currently outstanding message (rsn =
1 Prms 1).

e Class 4: The sender is ready to send a new message but the receiver is processing a duplicate of the
previous message (sender is ready, receiver is processing, ssn = rsn = i).

As is proved in [35,39], it turns out that all reachable markings of C'P N, 5 1/ g) fall into one of these 6 classes.
The classification function can be formally defined as follows.

Definition 24 (Classification Function).
A function, Cllass s, Which classifies the set of reachable markings according to Table 5.2, is given by

Classps : Vv(MS,MR) - {17 2a,2b,3a, 3b, 4}

which maps each marking, M € V(yss arr), to one of the 6 classes given in Table 5.2.
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Table 5.2: Classification of markings into Classes of markings based on the state of the sender and receiver.

M (sender_state) | M (receiver_state) | M(send_seq.no) | M(recv_seq.no) | Classys(M)
1's_ready 1'r_ready 1'sn 1'sn 1
1'wait_ack 1'r_ready 1‘sn 1‘sn 2a
1‘wait_ack 1'r_ready 1sn 1'sn ®pys 1 2b
1'wait_ack 1'process 1'sn 1'sn 3a
1'wait_ack 1'process 1sn I'sn®ps 1 3b
1's_ready 1'process 1'sn 1'sn 4

5.4 Parametric Marking and Arc Notation

The classes defined in Table 5.2 provide additional restrictions on the values of the variables in the tuples
(s_state, r_state),(ssn, rsn) and also allow the information contained in these tuples to be represented in a
more compact form, i.e. by a single pair (class, ssn). This makes the notation less cumbersome to use. Using
this more compact representation, we present the definition of our shorthand marking and arc notation. Sets of
markings and sets of arcs are also defined using this shorthand notation.

Definition 25 (Shorthand Marking Notation).

A reachable marking, M € V(s mr), 1S uniquely represented by M((d]\ifs]‘fi)) (mo,ao,mn,an,ret) where the
superscript contains the parameter values of the SWP CPN and the subscript contains the markmg description,
such that class = Classyrs(M), and the parameters M .S and M R and the variables ssn, mo, ao, mn, an
and ret are as given in Definition 20.

Definition 26 (Shorthand Arc Notation).

. MS,MR
An arc, (M,(t,b), M") € Asmr), IS represented by a((ztn,(class),ssn),(mo,ao,mn,an,ret) where class =
Classpyrs(M), and the parameters M .S and MR and the variables atn, ssn, mo, ao, mn,an and ret are
as given in Definition 23.

Definition 27 (Shorthand Sets of Markings).

1. V%ffiii {M e.V(MS’MR) | Classyrs(M) = c_las_s,M(send,seq,no) = l‘ssn} repr.esents the
set of markings in which the sender sequence number is given by ssn, and the sender and receiver states

and receiver sequence number are given by the class as specified in Table 5.2.

2. V;%SMR ={M € Viusur) | M(send_seq.-no) = 1‘ssn} represents the set of markings in which

the sender sequence number is given by ssn.

Definition 28 (Shorthand Sets of Arcs).
MS,MR
L Afiansony =

(class,ssn)

M, (t,b),M') € Asmr) | Classys(M) = class, M(send_seq.no) = 1‘ssn}
represents the set of arcs where each arc’s source node, M, is in v (MSME)

(class,ssn)*

MSMR
2. A = {(m

Ss8N

,(t,0), M") € Axms,mr) | M(send_seqno) = 1ssn} represents the set of arcs

with source nodes in ng,\fs MR)

5.5 Downward-Closed Setsof Markings

Using the ideas and terminology from [3] we define the set of downward-closed markings of a given reachable
marking, M. These are sets containing markings that are identical but for the content of the channels. For

28



5.6. The Parametric Reachability Graph

any given marking, M’, in the downward-closed set of A, all identical markings which have as their channel
content a substring of the channel content of M/’ are also present in the set.

To illustrate, consider a marking M where M (mess_channel) = 11, 1, 2] and M (ack_channel) = 1‘[2].
The downward-closed set of M thus contains all the markings with every combination of message channel
content € {[1,1,2],[1,1],[1,2],[1],[2], ]} and acknowledgement channel content € {[2], [] }, but with identical

markings for all other places (12 markings in all). We formalise this in the following definition.
Definition 29 (Downward-Closed Sets of Markings).

The downward-closed set of a marking, M (% fé],\fsi)),(mo,ao,mn,an,ret) € Vims,mr), IS given by the function
DownwardClosed : V. — 2V where:

2 (MS.ME) )
(class,ssn),(mo,ao,mn,an,ret)

o (MS,MR) / / / /
= {M(claswsn)’(mo,,ao,,mn,ﬂn,’ret) | 0 < mo” <mo,0 <aod <ao,0 <mn' <mn,0<an <an}

DownwardClosed(

The function DownwardClosed can be extended to sets of markings:

Definition 30 (Downward-Closed Set of a Set of Markings).
The downward-closed set of a set of markings, Vo € Viarsarr), is given by the function DC' : 2V 9V
where:

DC(V,) = U DownwardClosed(M)

MeV,
_ (MS,MR) (MS,MR) /
- {M(class,ssn),(mo’,ao’,mn’,an’,ret) | (class,ssn),(mo,ao,mn,an,ret) € Va’ 0 <mo < mo,

0<ad <ao,0 <mn’ <mn,0<an’ <an}
We say that a set V, is downward-closed iff VM € V,,, DownwardClosed(M) C V.

Because a downward-closed set of a marking contains exactly those markings which are identical except for
having fewer messages and/or acknowledgements in the channels, DownwardClosed(M) can be calculated
for M € Viarsarry by firing the mess_loss and ack_loss transitions repeatedly and in every possible order
until both the message and acknowledgement channels are empty.

5.6 TheParametric Reachability Graph

We now specify the markings and arcs of RG (515, r) Using the notation from Definitions 25, 26, 27 and 28
by specifying allowable ranges of the five variables, mo, ao, mn, an, and ret. These variables can only take
non-negative values, i.e. mo, ao, mn, an,ret € N,

56.1 Setsof Markings

All of the markings of RG yss /Ry are described in Table 5.3, by evaluating the expressions in this table
forall 4, 0 < i < MS. The first column gives the name of the set of markings in shorthand marking set
notation. Column 2 defines the set of markings by specifying the allowable ranges of variable values. If a
variable is restricted to a specific value, e.g. 0, we write this directly in the label of the marking. Note that
markings of class 3a and class 4 (rows 4 and 6) only exist when M R > 0, as is reflected in the condition
0 <mo+ao < MR — 1. Hence, V(g]ff;’MR) = yMSMR) _ {} when M R = 0. We can define the set of all

. b (471’)
states with the same sender sequence number:

Definition 31 (Markings with the same sender sequence number).
The set, V;.(MS’MR), denotes all markings in RG yrsarry With sender sequence number equal to i, i €
{0,1,..., M S}, where:

y(MSMR) _ 1, (MSMR)

(MS,MR)
f (1,0) UV,

(MS,MR)
2a0) YV

s UV MSMR) | {,(MSMR) |1 (MS,MR)

(3a,i) (3b,1) (4,9)
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5.6. The Parametric Reachability Graph

(MS,MR)
‘/(class,i)

Table 5.3: VMSME) — | ,for 0 <i< MS and Class = {1,2a, 2b, 3a, 3b, 4}.

classeClass

| Name | Set Definition \
V(INZ,[S’MR) {M(MS’MR) ) | 0 <mo+ao < MR}

MS MR (IJ\%(AW}(;%M’O’O’O
Vo SR g (T )| 0<mo+ao < MR,0 <mn <ret+1,0<ret < MR}

(2a,1) (2a,i),(mo,a0,mn,0,ret

v (M5, ME) {M(MS’MR) 9 |0<ao < MR,0<mn<ret,0<mn+an <ret+1,

(2b,1) (2b,1),(0,a0,mn,an,re
0 <ret< MR}
MS MR MS MR
((Sa,i) ) {M((gw),(m;ao’mmo’ret) |[0<mo+a0< MR—-1,0<mn <ret+1,
0 <ret< MR}

V(gl\fg’MR) {Mggi’%}?o mnan,ret) |0<a0 < MR,0<mn+an <ret,0 <ret < MR}

(MS.MR) (MS,MR)
V(4,z') {M(4,i),(mo,ao,0,0,0) |0<mo+ao<MR—1}

5.6.2 Setsof Arcs

All of the arcs of RG (yrs arr) are described in Tables 5.4 to 5.9 by evaluating each of these tables for every
i, 0 < i < MS. There is one table of arcs per row of Table 5.3, describing the set of outgoing arcs of
the corresponding set of markings. We can define the set of all arcs with source markings having the same
sequence number:

Definition 32 (Arcs with source markings that all have the same sender sequence number).
The set, AZ(.MS’MR), denotes the set of arcs with source markings in VZ.(MS’MR), where:

AgMS,]VIR) _ AMSMR) | ((MSMR) | A(MSMR) | A(MSMR) | A(MSMR) | 4(

MS,MR)
(1,4) (2a,i) (2b,i) (3a,i) (3b,1) (4,i

i)
Each row in each arc table defines a set of arcs, with one row for each transition with at least one enabled

binding element in the corresponding set of markings from Table 5.3. The sets AMSMB) gng A(MSME)
(3a,t) (4,9)
are only defined for MR > 0, i.e. when the sets VMSMR) gnq 1/ (MSME) 5r6 not empty. Each table of

. ) . . (3a,d) . 4,i) .
arcs contains 5 columns. The first column identifies the rows in each table with a row number, for ease of

reference. The second column gives the name of the set of arcs being described, in shorthand arc notation.
The set of source markings for each row’s arcs are not explicitly represented in this table, as they can be easily
derived from the shorthand arc notation according to Definition 26 in Section 5.4. The third column gives
the binding elements of the arcs defined by each row. The fourth column gives the destination marking of
each arc. This source marking can be derived by using the transition rule for CPNs [46]. The fifth column

gives additional restrictions to the allowable values of the (mo, ao, mn, an, ret) variables, which already have
(MS,MR)

restrictions based on the corresponding set of source markings. For example, the set of arcs, A (10) , sShown
in Table 5.4 corresponds to all arcs with source nodes in V(%S’M B and so the values of mn, an and ret are

(MS,MR)

(10) due to the restrictions imposed in the definition of V(lMS’MR).

equal to zero for all arcs in A (10)

5.6.3 TheParametric SWP Reachability Graph

We now state the theorem for our parametric reachability graph over both parameters. The correctness of this
theorem has been proved in [35, 39].

Theorem 1. For M'S € Nt and MR € N, RG(ys,mr) = (Vims,mr)s Agus,vr)) Where

MS,MR MS,MR
Virsry = U v/ Vand Aqyrsarm) = U Al )
0<i<MS 0<i<MS
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MS,MR - . . MS,MR
Table 5.4: The set of arcs, Agl 0 ), with source markings in V((1 B ),
Arcs | Binding Element | Destination Marking | New Restrictions
MS, MR — 1. ol o MGS, MR
_E,end,mess,)(l,z’),(mo,ao,O,O,O) Send’mess<queue ~ [(7' OMs 1) ]’ S=e> M((2a,i)¢(m¢z,ao,1,0,0) none
MS,MR 1. mo — MS,MR)
2 rzness,loss,%ld,u,i),(mo,ao,o,o,o) mess_loss<queue = (i ©ns 1)), sn=i Ons 1> M(il,i),(mo;l,ao,O,O,O) mo > 1
MS,MR - 1 1 — — MS,MR
3 r(eceivefmeﬁs,(l,i)7(7no¢ao,070,0) receive_mess<queue = [(i Ons 1)™" ], smi Oms 1, M=i> M((4,i)¢(7rlo;1,ao,0,0,0) mo 2 1
MS,MR .y — MS,MR
4 a;(ack,loss,old),(1,1‘),(mo,ao,0,0,0) ack loss<queue = [i*’],rn=i> ((1,1'),(mo,)ao—1,070,0) a0 =1
MS,MR . Eryy— - MS,MR
5 receive_dup.ack, (1,i),(mo,a0,0,0,0) recelve,dup,ack<queue— [Z ]’ Sh=e, =e> M(l,i),(mo,ao—l,O,O,O) ao > 1
MS,MR . . . MS MR
Table 5.5: The set of arcs, AE% B ), with source markings in V((Qa " )
Arcs I Binding Element \ Destination Marking | New Restrictions
MS, MR - — 1. o mn — MS, MR
1 at(imeom,retr)ans,(Qa,i),(mo,ao,mn,o,ret) timeout_retrans<queue = [(7‘ Oms 1) ¢ ]r =1, IC=ret> (<2a7i),(mg,ao’mn+17077‘5t+l) ret < MR
MS,MR — (s mo mn . MS,MR
2 ar(neSS,IOSS,(zld,(Qa,i),(mo,ao,mn,(),ret) meSS,IOSS<qUeUe— [(2 Sums 1) ¢ ]’ =i Oms 1> M((Qa,i),(mgfl,ao,mnﬁ,ret) mo > 1
MS,MR — /s mo ~mn —: MS,MR)
3 ariness,loss,riew,(2a,i),(mo,ao,mn,0,ret} meSS,IOSS<qUeUe— [(Z OMms 1) ¢ ]’ Sn=1> M(E2a,7l),(m(;,ao,mnfl,o,'r‘et) mn 2 1
MS,MR H — (s mo—1 mn — — MS,MR
4 a’l&eceive,mes)s,(20,,1'),('mu,ao,mn,o,'r'et) recelve_mess<queue = [(7' Owms 1) ¢ ]‘ S=i Oms 1, m=i> (S(a,i),(mo;l,ao,mn,o,r'et) mo > 1
MS,MR . 1 e MS,MR
5 Eeceivefmes;s,(2a,i),(0,ao,mn,0,ret) receive_-mess<queue = [Zmn },sn—z, m=.> ((3b,i>,(0,)a,o,mn—1,0,ret) mn > 1
MS,MR S E— MS,MR
6 ack_loss.old,(2a,i),(mo,a0,mn,0,ret) aCk,lOSS<qUeUe— [Z ]’ m=:> (2a,3),(mo,a0—1,mn,0,ret) ao 2 1
(MS,MR) - — [;a0—1 s (MS,MR)
7 receive.dup.ack,(2a,:),(mo,a0,mmn,0,ret) receive_dup_ack<queue = [i |, sn=i, rn=i> M(Qa’i)7(m07a071’mn107m) ao>1
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MS,MR) . . . MS,MR
Table 5.6: The set of arcs, AE% 0 ), with source markings in V((% 0 )
Row | Arcs | Binding Element [ Destination Marking | New Restrictions
(MS,MR) . — [;mn — e (MS,MR)
1 t(imeout,retr;:lns,(2b,i),(O,ao,mn,an,ret) tlmeOUt’retrans<queue_ [7’ ]’ sn=i,rc=ret> M(2(b,i),(0,ao>,mn+1,an,ret+1) ret <MR
MS, MR —rmn . MS,MR
2 Eness,loss,r;ew,(Zb,i),(o,ao,mn,an,ret) mess_loss<queue = [Zm ]’ sn=e> ((vai)q(O,fl)O,mn—1,anﬂ“et) mn 2 1
MS,MR P — remn—1 . . MS,MR
3 r(ﬁ}sjegej?%&(2b7i)’(0,aojmn?amm receive_mess<queue = [i ], sn=i, =i Sus 1> M((;i\l??ﬁgo,mn_1,an,ret> mn > 1
4 ?JC\??’SE%@M)7(07a0’mn7anyret) ack_loss<queue = [i*° (i ®ars 1)*"], m=i> M((%?g)’,]&)éz)o—l,mn,an,’ret) ao > 1
° ?%,g);]svirg)vv,<zb,i>,(o,ao,mn,an,ret) ack_loss<queue = [*° (i 691:15 1)), m=i &ps 1> (&?}\(?}%&mnyan,l,m} an > 1
s H — [;a0— - an — — , M
6 receive_dup-ack, (2b,3),(0,a0,mn,an,ret) recelVe,dUp,aCk<qUeUe— [Z (Z Ous 1) L S=e, =e> (2b,3),(0,a0—1,mn,an,ret) ao > 1
MS,MR - — . an_ . — MS,MR
7 feceive,ack?(Qb,i),(0,0,m.n,an,'ret) rece|Ve,aCk<qUeUe— [(7’ Dms 1) 1]’ sn=¢, =i Gus 1, rc=ret> ((1,i®1»1 1>),(mn,an—l,0,0,0) an > 1
MS,MR) _ . . . MS,MR
Table 5.7: The set of arcs, AE?)a B ), with source markings in V(ga ) ), for MR > 0.
Row | Arcs I Binding Element [ Destination Marking | New Restrictions
(MGS,MR) - — /- - — (MS,MR)
1 t(imeout,retr)ans,(Sa,i),(mo,ao,mn,o,ret) timeout_retrans <queue = [(7’ SHVE] 1)mo Zmn}’ sn=z,Ic=ret> (3((1,1'),(mo,c)to,,mn+1,0,ret+1) ret < MR
MS,MR . mo _mn — MS, MR
2 r(n;{sg,l;)\;sétild,(S(L,i),(mo,ao,mn,o,ret) meSS,IOSS<qUaJe— [(Z Swms 1) 1 ]1 =1 Sms 1> M((a;\(/l[,é)}éﬁs—l,an,m.n,O,Tet) mo 2 1
3 '{'ﬁfg”'?\ﬁ{)'ew’““’i)"(m"’ao’m”’o’m) mess_loss<queue = [(i ©ars 1) i™"], sn=i> M((;Eé)’}éﬁz?ao,mnfl,o,ret) mn > 1
: a?zcér’?’si}c}gv<3a’i>v<m0»a0vmnv0m6t) ack-loss <queue = [z‘“’],lrn:z> ((gfgf’éj}éﬁ?a%l’mn’o’ret) 0=
5 r(e]s[eg/,e]{glg)),ack,(iia,i),(nLo,ao,nLn,O,'ret) rece|Ve,dUp,aCk<qUaJe: [Zuo ]’ Sn=e, M=u> M((C}llféj}é}'ég,auf1777”%0:7'575) ao Z 1
) — [sa0 — El L
6 send.ack, (3a,%),(mo,a0,mn,0,ret) send’aCk<queue_ [l ]’ rmn=.> M(Qa,i),(mo,ao+1,7an,O,7‘et) none
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MS,MR . - - MS,MR
Table 5.8: The set of arcs, Aggbf)’ ), with source markings in V((Sb 5 )
[ Row | Arcs I Binding Element [ Destination Marking | New Restrictions
MS,MR - — [smn e MS,MR
1 t(imeout,retr;ns,(:ib,i),(O,ao,mn,anmet) tlmeOUt*retranS<queue_ [Z }‘ sn=i, rc=ret> M((3b,i),(O,a)o,mn+1,an,ret+1) ret < MR
(MS,MR) T omn] e (MBS, MR)
2 mess_loss_new, (3b,%),(0,a0,mn,an,ret) mess’loss<queue_ [Z ]’ Sn=1> M((3b,i),(0,a)o,mn71,an,'ret) mn 2 1
(MS,MR) ~ a0 /- — MS,MR
3 a’ack,loss,old,(Sb,i),(O,ao,mn,an,r'et) aCkJOSS<qUeUe— [Z ° (7, Dms 1)an}, mn=:> ((Sb,i)7(0,a)of1,mn,an,ret) ao 2 1
MS,MR . X — MS,MR
4 ;Ck,loss,ne\)lv,(3b,71),(0,a0,mn,an,ret) aCk,lOSS<qUeUe— [Zao (Z Dums 1)(”1}’ m=i Sus 1> (3b,3),(0,a0,mn,an—1,ret) an > 1
5 fetiiiﬁ)ﬁck’(3b7i>’(07a0’mn’an7m) receive_dup_ack<queue = [i®*~! (i Gars 1)*"], SN=i,rn=i> M((;Lbl,f)’,](v{)i)o—l,mn,an,ret) ao > 1
6 ggei;iié?(:}b,i),(0,0,mn,an,'ret) receive_ack<queue = [(i ®ars 1)*" '], sn=i,in=i & s 1, rc=ret> fﬁ;’fﬁ%,(mn,anq,o,o,o) an > 1
7 (MS,MR) d_ack a0 . an — (MS,MR)
asend,ack,(Sb,i),(O,ao,mn,an,'ret) send.ack<queue = [Z (Z Dms 1) ]’ M=t ®ms 1> M(Zb,i),(O,ao,mn,an+1,ret) none
MS,M . . . MS,MR
Table 5.9: The set of arcs, AE4 Z‘)g R), with source markings in V(El ) ), for MR > 0.
[ Row | Arcs | Binding Element | Destination Marking | New Restrictions
MS,MR — i ol MS,MR
1 éend,mess,)(zl,i),(mo,ao,0,0,0) send_mess<queue = [(i Onrs 1)"°], sn=i> M(<3a,i),(m<3,ao,l,0,0) none
MS,MR v mo . (MS,MR)
2 a’r(ness,loss,czld,(4,i),('nw,ao,0,0,0) mess_loss<queue= [(i ©ns 1)), sn=i Ops 1> M 43) (mo=1,a0,0,0,0) mo > 1
(MS,MR) . — (MS,MR)
3 Qack loss.old, (4,1) ,(mo,a0,0,0,0) ack loss<queue = [i*’], m=:> (4,9),(mo,a0—1,0,0,0) a0 =1
MS,MR - ~rao— — MS,MR
4 r(eceive,dup)ﬁck,(4,i),(mo,ao,0,0.,0) recelve,dup,ack<queue— [Z 1}’ Sh=e, M=1> M((4,i),(m07)110—170«070) a0 >1
MS,MR — r.ao . MS,MR
5 gend,ack,(i,i),(mo,ao,o,o,o) send_ack<queue = [¢*°], rn=i> M<<1,i),(mo,)ao+1,o,o,o> none
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5.6. The Parametric Reachability Graph

and all nodes and arcs are defined in Tables 5.3 t0 5.9.
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Chapter 6

Parametric Language Analysis

In [35,39] a number of properties were proved correct directly from the algebraic expressions for RG (/s arr),
hence proving them correct for every instance of the infinite class of Stop-and-Wait Protocols. These properties
included the size of the RG, absence of unexpected dead markings, absence of livelock, absence of unexpected
dead transitions, and the channel bounds.

The next step in the protocol verification methodology [15] is to consider conformance of the SWP to the
Stop-and-Wait property of alternating Send and Receive events. The work presented in this chapter is taken
from [35].

6.1 The Stop-and-Wait Service Language

The protocol language comprises all sequences of service primitives (user-observable events) exhibited by the
protocol. The Stop-and-Wait service is only concerned with the sending and receiving of data. The acknowl-
edgement and retransmission mechanisms (including sequence numbers) are not visible to users of the protocol.
Thus the set of service primitives is defined as SP = {Send, Receive} and the Stop-and-Wait Service lan-
guage is defined as:

Definition 33 (Service Language).
The Stop-and-Wait Service Language, Lg, of alternating send and receive events is given by the regular
expression (Send Receive)* Send T where Send | represents O or 1 repetitions of the Send primitive.

This service language is illustrated using a Finite State Automaton (FSA) in Fig. 6.1. The service language
specifies sequences of alternating send and receive events, which may end with a Send or a Receive event.
Because the service should specify more than just sequences of events, the Stop-and-Wait service language is
sometimes referred to as the Stop-and-Wait Property of alternating send and receive events. When the Stop-
and-Wait protocol is operating correctly, one message will be received for every original message sent. It may
seem unusual at first glance that sequences ending in Send are allowed by the service. This indicates that the
last Send in a sequence may not be followed by a corresponding Receive if the last message that was sent
and all retransmissions are lost. This corresponds to the situation where the sender gives up trying to get the
message to the receiver on the basis that the link is down. Dealing with this situation is the job of a management
entity which is not part of the Stop-and-Wait Protocol, and so is not reflected in the service language - the sender
simply stops. Were the underlying medium lossless, the service could well be specified as (Send Receive)*,
as the expected behaviour would not include the possibility of loss of a message and all retransmissions. This
may also be the case over a lossy medium if unbounded retransmission was considered, given suitable fairness
assumptions about loss in the channel. Neither of the last two situations are considered in this report.

In this chapter the protocol language of the SWP is derived from the parametric RG of Theorem 1, allowing
the protocol language of the infinite class of SWPs to be represented parametrically. Obtaining such a paramet-
ric expression for the protocol language enables the conformance of the SWP to its service of alternating send
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6.2. Obtaining a Parametric Representation of the Protocol L anguage

Q=0

Figure 6.1: An FSA of the Stop-and-Wait Service Language.

and receive events to be verified for all values of the MaxSegNo and MaxRetrans parameters. We state the
property of conformance of the SWP to its service language in the following theorem.

Theorem 2. The Stop-and-Wait protocol, as defined by the CPN in Figs. 4.1 and 4.2 conforms to the Stop-and-
Wait service of alternating send and receive events, i.e. £Lp = Ls = (Send, Receive)* Send T, for all values
of the MaxSeqNo and MaxRetrans parameters.

This theorem is proved progressively throughout this chapter, and is structured as follows. We begin in
Section 6.2 by obtaining a parametric Finite State Automaton from RG (/5,1 r) that represents our protocol
language. We then calculate a parametric e-closure of selected parametric markings in Section 6.3, for use in the
parametric determinisation procedure combining e-removal with lazy subset evaluation, which is undertaken in
Section 6.4. Finally, in Section 6.5, we perform a minimisation procedure on the deterministic version of our
parametric FSA and compare the result with the Stop-and-Wait service of alternating send and receive events.

6.2 Obtaining a Parametric Representation of the Protocol L anguage

By interpreting the RG as a Finite State Automaton (FSA) and relabelling binding elements as either service
primitives or epsilon (empty) moves, standard algorithms [8,63] can be used to obtain the minimal deterministic
FSA of the protocol language.

In accordance with the methodology presented in [15] we begin by defining a mapping from the binding
elements of CPN(yss, 1) t0 Service primitives or e:

Definition 34 (Mapping from Binding Elements to Service Primitives).
Let Prim : BEsmr) — SP U {e} be a mapping from the set of binding elements of C'PN (/5 /R t0
either a service primitive name or to ¢, where

e BE(ys,0mr) s the set of binding elements that occur in CP Ny, 1r); and
e SP = {Send, Receive};

such that, for 0 <i < MS,0 <x < MR, and (t,b) € BE(ys,nmr)-:

Send, if (¢,b) = send_mess <queue = [(i ©prs 1)*], sn = i>,
Prim((t,b)) = ¢ Receive, if (¢,b) = receive_mess <queue = [i*], sn = i,rn = i>,
€, otherwise.

The mapping Prim will map all occurrences of the send_mess transition to the primitive Send and only
those occurrences of receive_mess corresponding to acceptance of a new message (sn = rn) to the primitive
Receive. All other binding elements (including occurrences of receive_mess corresponding to detection and
discarding of a duplicate) are mapped to e.

All that remains to interpret RG' (5153 r) @S @ FSA s to define the initial and halt states. We define the ini-
2 (MS.MR)

tial state of the FSA as the initial marking of CPN(y/sa/r), 1.6 Mo = (1.0).(0,0.0,0,0)°

We have an arbitrary
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6.3. Epsilon Closures

number of messages to send from the sender to the receiver, and so we define a legitimate halt state as any state
in which I € N messages have been transmitted and successfully acknowledged, so that both the sender and
receiver are in their ready states and there are no messages or acknowledgements in the channel. This corre-
sponds to the markings MMSME) ) forall 0 < i < M (incorporating the initial marking). We also include

(1,4),(0,0,0,0,0
. . . MS,MR MS,MR
the dead markings of RG yrs ag) in the set of halt states, i.e. M((2 (0, 0)0 O.MR) and Mi% 00, O)O 0MR for

all 0 < i < MS (this set of dead markings is proved correct in [35]). In line with our definition of the SWP
service, these dead markings represent expected halt states of the protocol when operating over a lossy medium.
We are now ready to define the FSA associated with RG' (/5,1 R)-

Definition 35 (FSARG(MS,MR>)-
The FSA associated with RG' (yrs,mr) = (Viars,mr), As,mry) OF CPNiars, v ry, With initial marking Mo,
is FSARG ys.army = (Vrsmr): SP, Aus amry, Mo, Flars vr)) Where

e SP = {Send, Receive} is the set of service primitive names of interest (the alphabet of the FSA);

o Aosmry =AM, Prim((t,b)), M" | (M, (t,b), M') € Ans,mr)} is the set of transitions labelled by
service primitives or epsilons for internal events (the transition relation of the FSA); and

MS MR) (MS,MR) (MS,MR) , : :
 Fusmr) = {M 1.0,0,00.00) M(20,1),(00.0,0018) M(2n,i) (000015 | 0 = @ < MS}is the set of final

states.

The states of F'SARG 5 05, are the nodes of RG (y5 1 k), given by Table 5.3. The arcs of FSARrG 5 1n)
are given by Tables 5.4 to 5.9 by applying Prim to each binding element (arc label). The arcs defined by row
1 of Table 5.4 and row 1 of Table 5.9 correspond to binding elements that map to the primitive Send. The arcs
defined by row 5 of Table 5.5 correspond to binding elements that map to the primitive Receive. All other arcs
have binding elements that map to e.

In the remainder of this chapter, we will often refer to edges in F'SAgc,,, ., by the corresponding arc in
RG (ps,mr)- In particular, we will refer to the transition or binding element that labels the corresponding arc
in RG (5,0 r)- This provides a way of easily identifying the edges whose labels are mapped to € by Prim.

6.3 Epsilon Closures

Before proceeding with FSA reduction we calculate symbolically the e-closure of all markings in

yMIMEB) ang v (MSMB) of Taple 5.3. As will become evident, we do not need to determine symbolic

(2a,7) (3b,7)
expressions for the e-closure of markings in V((MS ME) V((ijg MER) V(]ff) MR) o V(%S’MR). This is due to

the lazy subset evaluation technique for determinisation [41] used in Section 6.4.

To calculate the e-closure of a marking, M, we use the following method. The first step is to explore the RG
along arcs whose labels map to e via Prim to create a spanning of markings reachable by one or more e moves.
This creates a subgraph of F'SArc ,, ) Whose edges are e moves and M is the origin. The second step is
to show that all markings reachable by 0 or more e moves are actually covered by the subgraph we created, so
that the set of nodes spanned by this subgraph is actually the e-closure of M.

As a final step, we determine the set of outgoing edges from the markings in the e-closure that are not
labelled by ¢, i.e. are labelled by service primitives. These sets of edges follow directly from the proofs of the
e-closures and the relevant arc tables, and are thus correct by construction. These are used in the determinisation
procedure in Section 6.4.

6.3.1 Thee-closureof Nodesin V(QMg ME)

Recall from row 2 of Table 5.3 that V((QMS ME) {M((Qj\ff Nﬁ)mmn’o,mw |

MR,0 < mn < ret + 1}. Table 5.5 defines all outgoing arcs from markings i

0<mo+ao < MR,0 <ret <

in V((QMS) MR) pow 5 defines
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arcs whose action maps to the service primitive Receive. The remaining rows define arcs whose actions map
to e. Note that although rows 4 and 5 both correspond to an occurrence of the receive_mess transition, row 4
corresponds to reception of an old duplicate and thus maps to an e move, unlike the arcs defined by row 5.

We now begin exploring from a marking, M MEME) e VIMSME) Erom the enabling rules of

(2a,i),(mo,a0,mn,0,ret) (2a,i)

CPNs, transition receive.mess (row 4 of Table 5.5) is enabled by any marking
MMSME) if mo > 0. This leads to a marking MMEME) e VIMIME) Erom this

(2a,i),(mo,a0,mn,0,ret) (3a,i),(mo—1,a0,mn,0,ret) (3a,i)
marking, send_ack (row 6 of Table 5.7) is always enabled, leading to a marking
M((zj‘jf)](vﬁ) Laot1,mn0ret) < V(MS MR) " The net result is one fewer old message in the channel, and one
more old acknowledgement Th|s repeated transition sequence can occur mo number of times, i.e. until there
are no more old messages in the channel. This generates two sets of markings, V, (class 2a markings) and V;,
(class 3a markings), the elements of which are all reachable from M MEME) by the occurrence of

9. (2a,t),(mo,a0,mn,0,ret)
0 or more € transitions:

(MS,MR)

Vo = {M 2a,1),(mo—x,ao+x,mn,0,ret) | O<z< mo}
= (M) it aotum ey | 0 =m0 —.a0' = a0 + 2,0 < = < mo} (6.)
and
(MS,MR)
Vo = {MSaz ),(mo—1—=z,a0+x,mn,0,ret) ’ 0<x<mo—1mo> 0}
{M((é\ngﬁ ao! mnO,ret) | mo' =mo—1—x,a0 =ao+ 2,0 <x<mo—1,mo>0} (6.2)

Again, technically, V,, and V}, define parameterised families of sets, one instance of each for each marking
in VAMSME) 01 each allowable combination of parameter values. However, we omit this detail from the name

(2a,i)
of the sets for notational simplicity.

Equation (6.1) can be simplified by eliminating z, provided the relationship between mo’ and ao’ induced
by x is preserved. Summing the expressions for mo’ and ao’ gives mo’ + ao’ = mo + ao, which captures the
relationship between mo’ and ao’ induced by z. Given this, = can be eliminated from the expressions for mo’
and ao’ by observing that as x varies from 0 to mo, the value of mo’ varies from mo to 0 and the value of ao’
varies from ao to ao + mo. This is captured by the expressions 0 < mo’ < mo and ao < a0’ < mo + ao.
However, only one of these is required to fully define the values of mo’ and ao’, because of the expression
mo’ + ao’ = mo + ao. The variable = can be eliminated from Equation (6.2) in a similar way, resulting in the
following expressions for V,, and Vj,:

={M 2]\5? J‘(/fo) a0’ mn,0 ret) | mo’ + a0’ = mo + ao,0 < mo’ < mo} (6.3)

and
V, = {M((gj\j%]{[ni)f ao! mm,0,ret) | mo’ + a0’ =mo+ao—1,0 < mo <mo—1,mo >0} (6.4)
The sets V, and V}, are illustrated in the context of V((QMS; ME) and V(gawg ME) by Fig. 6.2. On the left
is V(%S’MR) and on the right is V(gfg’MR). The nodes explicitly shown within V((QMS) ME) constitute Va
and the nodes explicitly shown within V((;f S’M R) constitute V. The relationship between the class 2a and

class 3a markings, by the repeated firing of receive_mess followed by send_ack used to generate V,, and
V, is illustrated by the arcs going forwards and backwards from V((MS) ME) V(gMS) ME) in the centre of
the diagram. As can be seen in this diagram, every time receive_mess occurs, the number of old messages
decreases by one, and every time send_ack occurs, the number of old acknowledgements increases by one.
The transition timeout_retrans is enabled by those markings in 1, and V;, in which the maximum number

of retransmissions has not yet been reached, i.e. ret < MR (row 1 of Table 5.5 and Table 5.7 respectively).
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mo’=mo-1
ao’=ao+1
mn’=mn

ao’=ao+1
mn’=mn
mo’=mo-2
ao’=ao+2
mo’=mo-3
V, | _| a0’=ao+2 Vi

ao’=ao+mo-1
mn’=mn

| | ao’=ao+mo-1

mo’=0
ao’=ao+mo
mn’=mn

(MS,MR)
‘/(Sa,i)

/

(MS,MR)
(2a,t),(mo,a0,mn,0,ret)

(MS,MR)
Vv(2a,i)

Figure 6.2: The markings, represented by mo, ao and mn, reachable from M
repeated successive firings of receive_mess followed by send_ack.

through
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This transition is enabled and can occur up to M R—ret number of times consecutively from each such marking,
i.e. until the maximum number of retransmissions is reached. From Row 1 of both Table 5.5 and Table 5.7,
firing timeout_retrans from each marking in V,, and V, results in the following sets of markings reachable by
0 or more e moves:

= (Moo | M MSMEB) €V,,0<y<MR—ret} (6.5)

2a,1),(mo’ ,ao’ ;mn+y,0,ret+y) (2a,i),(mo’ a0’ ;mn,0,ret)

(MS,MR) | M(MS7MR) €V, 0<y< MR —ret} (6.6)

3a,i),(mo’ ,a0’ mn+y,0,ret+y) (3a,i),(mo’,ao’ ;mn,0,ret)

Vi = {M]
Substituting (6.3) and (6.4) into (6.5) and (6.6) respectively gives:

(MS,MR)
(2a,3),(mo’ a0’ ;mn’,0,ret’

VI={M

/ / / /
a )\mo + a0’ = mo+ ao,0 < mo < mo,mn =mn+y,

fret/ = ret + y,o S Yy S MR — T@t} (67)

v/ = {M(MS,MR)

/ / / /
(3a,i),(mo’ a0’ ;mn’,0,ret’) | mo” + a0’ =mo+ao—1,0 <mo <mo—1,mn" =mn+y,

ret' =ret +y,0 <y < MR —ret,mo > 0} (6.8)
Substituting the expression y = ret’ — ret into (6.7) and (6.8) to eliminate y gives:

(MS,MR)
(2a,i),(mo’ a0’ ,;mn’,0,ret’)

V/ = {M

/ / / / /
" | mo’ + a0’ = mo + ao,0 < mo" < mo,mn’ =mn + ret’ — ret,

ret <ret’ < MR} (6.9)

(MS,MR)
(3a,i),(mo’,ao’ ,;mn’,0,ret’)

V) ={M | mo’ + a0’ =mo+ao—1,0 <mo <mo— 1,

mn' = mn + ret’ —ret,ret <ret’ < MR,mo > 0} (6.10)

The sets V; and V; are illustrated in the context of V((M 5; ME) and v,

(3a.i) by Fig. 6.3. From each
marking identified in V,, and V, as illustrated in Fig. 6.2, the timeout_retrans transition can occur repeatedly
until the maximum number of retransmissions is reached. This is shown by the additional markings branching
out from the left of those from V,, and from the right of those from V4. As can be seen in this diagram, the
value of mn/’ increases for each occurrence of timeout_retrans, until it reaches its maximum possible value of
mn' = mn + MR — ret, at which point it is no longer enabled.

Transitions mess_loss (rows 2 and 3 of Table 5.5) and ack_loss (row 6 of Table 5.5) allow all markings in
the downward-closed set of each marking in V/ to be reached. Similarly, rows 2, 3 and 4 of Table 5.7 allow the
same for V. Applying Definition 30 to (6.9) and (6.10) to obtain the downward-closed sets of all markings in
V, and V}/ gives:

(MS,MR)

V” = DC(V’)
. (MS,MR) (MS,MR) / 1" / 11 / " /
{M(Qa i),(mo a0’ ;mn’ ,0,ret’) ’ (2a,i),(mo’ a0’ ;mn’ ,0,ret’) < VCL’ Mo’ < mo’, a0’ < a0, mn’ < mn }
MS MR
{M( ) | mo” < mo,ad” < aod,mn” < mn',mod + ad’ = mo + ao,

(2a,i),(mo’ a0’ ;mn'’ ,0,ret")

0 <mo <mo,mn =mn+ret' —ret,ret <ret’ < MR} (6.11)

V' = DO(VY)

(MS, MR) (MS,MR) / 1 / 1/ / " /
{M(?)a 1),(mo’ a0’ ;mn'’ ,0,ret") ’ (3a,i),(mo’,ao’ ;mn’,0,ret’) = V}? » Mo < mo , G0 < ao,mn’ < mn }
MS,MR " / 11 / " / / /
{M((:,)M mo) a0 mn? 0 ret’) | mo” <mo',ad” < ao',mn"” < mn',mo" + a0’ =mo+ ao — 1,

0 <mo <mo—1,mn' =mn+ret’ —ret,ret <ret' < MR,mo > 0} (6.12)
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— .
represent timeout_retrans
,,,,,, - « - I
T T ////'/ B
mo’=mo mo’=mo mo’=mo
a0’=ao - ----- a0’=ao < a0’=a0
mn’=mn+MR-ret mn’=mn+1 mn’=mn
- mo’=mo-1 mo’=mo-1 mo’=mo-1
a0’=ao ao’=a0 @~~~ -~ ao’=ao
mn’=mn mn’=mn+1 mn’=mn+MR-ret
mo’=mo-1 mo’=mo-1 mo’=mo-1
ao’=ao+1 - ----- ao’=ao+1 < ao’=ao+1
mn’=mn+MR-ret mn’=mn+1 mn’=mn
mo’=mo-2 mo’=mo-2 mo’=mo-2
ao’=ao+1 » ao’=ao+tl - - --- P a0’=ao+1
mn’=mn mn’=mn+1 mn’=mn+MR-ret
mo’=mo-2 mo’=mo-2 mo’=mo-2
ao’=ao+2 - - --- a0’=ao+2 a0’=ao+2
mn’=mn+MR-ret mn’=mn+1 mn’=mn
mo’=mo-3 mo’=mo-3 mo’=mo-3
%4 a0’=ao+2 » ao’=ao+2 [ ----- P a0’=a0+2 %4
| | | mn’=mn mn’=mn+1 mn’=mn+MR-ret
| | | -
| | |
I I I I I I
| | | | | |
| | |
| | |
mo’=1 mo’=1 mo’=1 | | |
ao’=ao+mo-1 |- ----14 ao’=ao+mo-1« ao’=ao+mo-1
mn’=mn+MR-ret mn’=mn+1 mn’=mn
- mo’=0 mo’=0 mo’=0
ao’=ao+mo-1 ao’=ao+mo-1- - - — — — ao’=ao+mo-1
mn’=mn mn’=mn+1 mn’=mn+MR-ret
mo’=0 mo’=0 mo’=0
a0’=a0+mo - ----- ao’=ao+mo (¢ a0’=a0+mo
mn’=mn+MR-ret mn’=mn+1 mn’=mn |
- / \
(MS,MR) V(Ms,MR)
V(2a,i) / \\ /(3(1,@)
\ _ T~ /
,,,,,, A I — [
. . . MS,MR MS,MR . . . .-
Figure 6.3: The markings from Véa o ) and V((M o ), represented by mo, ao and mn, reachable from the markings in Fig. 6.2 through repeated firing
b 9

of timeout_retrans.
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The variables mo’, a0’ and mn’ can be eliminated in (6.11) and (6.12) by substituting the inequalities
mo” < mo', a0’ < ao’ and mn” < mn’ wherever mo’, a0’ and mn’ appear, giving:

Vc:/ _ {M(MS,MR)

/! /! // " /
(24,4),(mo’" a0 mn” 0,ret!) | mo” + ao” < mo+ ao,0 < mo” < mo,mn” < mn+ ret’ —ret,

ret <ret' < MR} (6.13)

V! — {M((MS,MR)

/! /! /!
3.0, (mo/" a0l mn'" O.ret’) |mo” + ao” <mo+ao—1,0 <mo” <mo—1,

mn” < mn +ret’ —ret,ret <ret’' < MR, mo > 0} (6.14)

We do not attempt to visualise V" or V;” in the same level of detail as V;, V3, V, and V} in Figs. 6.2 and 6.3,
as it becomes a complex three-dimensional lattice of markings. Instead, we take a more abstract view and
illustrate the coverage of V" and V} over Vi(MS’MR) in Fig. 6.4. The shaded region in v MSME) represents

(2a,t)
V" and the shaded region in V((;(\f S’M R) represents V. Naturally, the coverage will depend on which specific
(MS,MR)

(MS,MR)

initial marking, M(Qa,i),(mo,ao,mn,o,ret) (the large red circle), is chosen. For example, if M(2a,i),(MR,O,1,0,O) is
chosen as the initial marking, then all of V&[S’MR) is covered by V.

2 (MS.MR)
(2a,i),(mo,a0,mn,0,ret)"

At this point we conjecture that V UV} is the e-closure of a marking We must

ensure that there are no additional markings reachable via e moves:

Lemma 4. Any marking M’ € Viams, Ry reachable via an e move from a marking M € V) u V) is also

contained in V/ UV, ie. VM € VI UV M S M = M' e V'uV/
Proof. For M((Qj\j;.g)’ﬂ(/ﬁ),/ a0l mn Oret!) € V! at most 6 outgoing e moves are defined by Table 5.5 and mapping
Prim. They are treated systematicalfy below. The following relies heavily on Equations (6.13) and (6.14) and
references are made when appropriate.

(MS,MR)
(2a,i),(mo” ;a0 ;mn'’ ,0,ret’

mess_loss_old (row 2) is enabled by M

(MS,MR)
(2a,i),(mo” —1,a0"” ;mn’' ,0,ret’)"

) € V! if mo” > 0. Its occurrence results in
a marking M

(MS,MR)
(2a,2),(mo’ ,a0" ;mn'’ ,0,ret’

mess_loss_new (row 3) is enabled by M
in a marking M MEMEB)

(2a,i),(mo’ ,ao" ;mn''—1,0,ret’)"

) € V" if mn” > 0. Its occurrence results

(MS,MR)
(2a,i),(mo’ a0’ ;mn'’’ ,0,ret’)

ack_loss_old, receive_dup_ack (rows 6 and 7) are enabled by M

(MS,MR)
(2a,i),(mo’” ;a0 —1,mn’ ,0,ret’)"

e V' if ad” >

0. Its occurrence of either results in a marking M

All three of these resulting markings are identical to their source marking, M ((QM S’MR),, P N €V

. a,i),(mo’ a0’ ;mn'’’ ,0,ret’) a

except for either one less old message, one less new message, or one less old acknowledgement. Because

V! is a downward-closed set, and the actions resulting in these three markings correspond to loss, then by

the definition of a downward closed set (Definition 30) all three resulting markings are also elements of the
downward-closed set, V..

The remaining two outgoing e moves require more careful treatment:

timeout_retrans (row 1) is enabled by M((Qj\jf)’]‘({ri),, aol! i Oret’)
results in a marking M((éf%]‘({ri),, a0l " 41,0,ret/+1)" From the inequalities in Equation (6.13), (mn” +
1) < mn+ (ret’ + 1) — ret, and ret < (ret’ + 1) < M R because of the restriction that ret’ < M R.

These do not violate the inequalities given in Equation (6.13) when substituting (mn” +1) and (ret’ +1)
for mn' and ret’ respectively into Equation (6.13). Hence M (MS,ME) ev/.

(2a,i),(mo” ,ao" ;mn''4+1,0,ret’+1)

e VI if ret/ < MR. Its occurrence
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2 (MSMR) 2 (MSMR) (MS,MR)
(1,4),(MR,0,0,0,0) (2a,i),(MR,0,1,0,0) (3a,i),(MR—1,0,1,0,0)

2 (MS.MR)

(2a,i),(fmo,a0,mn,0,ret)

(M3,MR) “«--
M(?a 1),(0,MR,1,0,0) !
(MS,MR) (MS,MR)
(2a,i) (3a,i)
A MSMR) A MSMR) (MS,MR)
(3b,i),(0,M R,0,0,0) (2b,i),(0,M R,0,1,0) (4,3),(M R—1,0,0,0,0)

(MS,MR)
Vias)

. represents receive_mess « represents send_ack

Figure 6.4: The coverage of V" and V}/” over V;(MS,MR).

(MS,MR)

receive_mess (row 4) is enabled by M e V" if mo” > 0. Its occurrence results

(2a,2),(mo’ ;a0 ;mn'’ ,0,ret")
in a marking M(%f)%@/—1,ao//,mn~,0,ret')- From the inequalities in Equation (6.13), we can determine
that (mo” — 1) + a0o” < mo+ ao —1,and 0 < (mo” — 1) < mo — 1 because of the restriction that
mo” > 0. These match the corresponding inequalities in Equation (6.14) when substituting (mo” — 1)
for mo” in Equation (6.14). By inspection, the other inequalities from Equation (6.13) are the same as

corresponding inequalities in Equation (6.14). Hence M (MESMER) eV

(3a,i),(mo’” —1,a0" ;mn’’ ,0,ret’)

For MMSME) € V) at most 6 outgoing e moves are defined by Table 5.7 and mapping

(3a,i),(mo’ a0’ ;mn'’ ,0,ret")
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Prim. They are treated systematically below. Again, the following relies heavily on Equations (6.13) and
(6.14) and references are made when appropriate.

(MS,MR)
(3a,i),(mo’ ;a0 ;mn'' ,0,ret’)

mess_loss_old (row 2) is enabled by M
marking M MM E)

(3a,i),(mo” —1,a0"” ;mn’ ,0,ret’)"

e V" if mo” > 0. Its occurrence leads to a

. (MS,MR)
mess_loss_new (row 3) is enabled by M(Sa,i),(mo”,ao”,mn”,O,ret’)
(MS,MR)

(3a,i),(mo" a0’ ,;mn'’ —1,0,ret’)"

e V" if mn” > 0. Its occurrence leads to
a marking M

ack_loss_old, receive_dup_ack (rows 4 and 5) are enabled by M((é\jzs)%i),, a0/ " 0 ret’)
(MS,MR)

(3a,3),(mo’ a0 —1,mn’ ,0,ret’)"

e V) ifad” >

0. Its occurrence of either leads to a marking M

All three of these resulting markings are identical to their source marking, M((éws’MR)/, P N €V

. a,i),(mo’ a0’ ,mn'’’ ,0,ret")

except for either one less old message, one less new message, or one less old acknowledgement. As was seen

previously, because V" is a downward-closed set, and the actions leading to these three markings all correspond

to loss (receive_dup_ack has the same effect as ack_loss_old), then by the definition of a downward closed
set (Definition 30), all three resulting markings are also elements of V.
The remaining two outgoing e moves require more careful treatment:

timeout_retrans (row 1) is enabled by M((éf%]‘éi),, adl’ n” Oret’)
results in a marking M((éf%](vﬁ),, a0/ ' +1,0,ret!+1)" From the inequalities in Equation (6.14), (mn” +
1) < mn+ (ret’ + 1) — ret, and ret < (ret’ + 1) < M R because of the restriction that ret’ < MR.

These do not violate the inequalities given in Equation (6.14) when substituting (mn” +1) and (ret’ +1)

for mn’ and ret’ into Equation (6.14). Hence M&fi%ﬁ) 1 a0t ' +1,0,ret/+1) € V.

e V' if ret’ < MR. Its occurrence

send_ack (row 6) is enabled by all markings in V. Its occurrence leads to a marking
M MSME) From the first inequality in Equation (6.14), mo” + (ao” + 1) < mo + ao.

(2a,i),(mo’” ;a0 +1,mn’ ,0,ret’)"

This matches the correspondlng inequality in Equation (6.13) when substituting (ao” + 1) for ao” in
Equation (6.13). By inspection, the other inequalities from Equation (6.14) are the same as correspond-
ing inequalities in Equation (6.13). Hence MMEME) e v/l

(2a,i),(mo’ ,a0’’ +1,mn’" ,0,ret’)

All successors of all markings in V,” UV} reachable by an e move have been explored, and all are contained
inV/uVvy ie {M | M-S M,MeV/UV/} CV/”UV Thus the lemma is proved. O

M(MS’,MR)

(MS,MR)
(2a,),(mo,a0,mn,0,ret) Vi

Corollary 1. The e-closure of a marking €

(2a,1) !
Closure(M((zj\;[f) Mﬁ)ao 0 Tet)) is given by the union of the parameterised sets V" and V" defined by Equa-

tions (6.13) and ( 14) respectlvely, i.e. (replacing double primes with single primes):

(MS,MR) o g(MS MR)
Closure(M(Qa,i),(mo,ao,mn,o,ret ) { 2az (mo’,a0’ ;mn’ ,0,ret’)

0 <mo <mo,mn <mn+ret' —ret,ret <ret' < MR}

/ /
| mo’ 4+ a0’ < mo + ao,

(MS,MR)
3a,i),(mo’ a0’ ,mn’,0,ret’)

U{M | mo’ + a0’ <mo+ao—1,0<mo <mo—1,

mn’ < mn + ret’ —ret,ret < ret’ < MR, mo > 0} (6.15)

The only transition enabled by the markings in Closure(M ((21\57 f)]y ﬁ){ao’mn’o,ret)) that does not map to ¢

is given by Row 5 of Table 5.5 and maps to the Receive service primitive. From Row 5 of Table 5.5, the
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corresponding set of non-e-labelled outgoing edges from all markings in the above closure is given by:

(MS,MR) B MS \MR) ,
OUtEdges(Closure(M(Za,i),(mo ao,mn,0,ret) )> {( 2a 11),(0,a0’ ;mn’ ,0,ret’)’ Receive,
(MS,MR) (MS MR)
M(3b 1),(0,a0’ ;mn’—1,0,ret’) ) ’ M (2a,),(0,a0’,;mn’ ,0,ret’) € Va//’ mn' > 0} (616)

Substituting V” from Equation (6.13) into Equation (6.16) we obtain:

(MS,MR) B MS MR) -
OUtEdges(Closure(M(2a,i),(mo,ao,mn,0,ret )) {( 2a ,1),(0,a0’ ;mn’,0,ret’)’ Receive,
M((é\gf)’%?o, e —1 Oret’)) | ao’ < mo+ ao,mn’ < mn + ret’ —ret,ret <ret' < MR,mn’ >0} (6.17)

6.3.2 Thee-closureof Nodesin ‘/(311\)415 ME)

Recall from row 5 of Table 5.3 that V(gl‘ff MR) {Mggf ]\g}z()) mman,ret) | 0 < a0 < MR,0 < ret <
MR,0 < mn+ an < ret}. Table 5.8 defines all outgoing arcs from markings in V(gfg’MR)
arcs whose action maps to e.

The transition timeout_retrans (row 1 of Table 5.8) is enabled by all markings M((?f\fg %ii mnan,ret)

c VMSMEB) in \which ret < MR. Its occurrence leads to a marking M{é‘fj%iﬁ) -t an.ret+1) The

net resﬂjft is one extra new message in the channel and a retransmission counter incremented by 1. Tran-
sition timeout_retrans is enabled, and can occur, up to MR — ret number of times consecutively from
M(MSME) ) i.e. until the maximum number of retransmissions is reached. The occurrence of time-

(3b,2),(0,a0,mn,an,ret
out_retrans from M(MS’MR) € V(MS MR) , 0to MR — ret number of times, results in the set of
(MS,MR)

(3b,t),(0,a0,mn,an,ret) (3b,1)
markings, V., the elements of which are reachable from M (3b,i
,1),(0,a0,mn,an,ret)

. All rows define

by 0 or more e moves:

(MS,MR)
{M(3bl ) (O.omntzanreta) | 0 ST < MR —ret}
= {M (MS,MR) ) | mn' = mn + z,ret’ = ret + 2,0 < x < MR — ret} (6.18)

(3b,2),(0,a0,mn’ ,an,ret’

Equation (6.18) can be simplified by eliminating x, by substituting = = ret’ — ret:

Ve= {M(M.S’MR) | mn' = mn + ret’ —ret,ret <ret' < MR} (6.19)

(3b,),(0,a0,mn’ ,an,ret’)

Transition send.ack (row 7 of Table 58) is enabled by any marking

(MS,MR) . : (MS,MR) (MS,MR) .
M(gb,i),(o,ao,mn/,an,ret/) € V.. This leads to a marking M(Qbﬂ)’(oﬂovmn,7(m+17ret,) € V(Qb ) . From this

marking, receive_mess (row 3 of Table 5.6) is enabled, and can occur, provided mn’ > 0, leading to a mark-

ing M((é‘ff; %12) ' —1an-t1ret’)’ This sequence of transitions can occur up to mn’ number of times, finishing

with an occurrence of send _ack, i.e. until there are no more new messages in the channel. This generates two
sets of markings, V; (class 3b markings) and V, (class 2b markings), the elements of which are all reachable

(MS,MR) P
from M(3b7i)7(07a07mn7amet) by 0 or more ¢ transitions:

(MS,MR) | TSR
3b,i),(0,a0,mn’ —y,an+y,ret’) (8b,),(0,a0,mn’ ,an,ret’

Vg = {M ) € Ve, 0 <y < mn'} (6.20)

_ (MS,MR) (MS,MR) /
{M 2b,i),(0,a0,mn’ —y,an+1+y,ret’) ‘ M(3b,i),(0,ao,mn’,Um,ret’) € ‘/07 0< Y < mn } (621)
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Using Equation (6.19) in Equations (6.20) and (6.21) gives:

(MS,MR)
(3b,1),(0,a0,mn' ,an’ ,ret’

Vy = (M

) | mn” = mn’ —y,an’ = an + y,mn’ = mn + ret’ — ret,
ret <ret' < MR,0 <y <mn'}
(8B

(3b,2),(0,a0,mn’" ,an’ ,ret’)

| mn" = mn +ret’' —ret —y,an’ = an+y,ret < ret’ < MR,
0<y<mn+ret —ret} (6.22)

{M (MS,MR)

(2b,1),(0,a0,mn’" an’ ret’) | mn” =mn’ — y,cm’ =an+1+y, mn' = mn + ret’ — ret,
ret <ret’ < MR,0<y<mn'}

—{ 2 (MS.MR)

(2b,3),(0,a0,mn'" ,an’ ;ret’

) | mn” =mn +ret’ —ret —y,an’ =an+1+y,ret <ret’' < MR,
0<y<mn+ret — ret} (6.23)

Equation (6.22) can be simplified by eliminating y, provided the relationship between mn” and an’ induced
by ¥ is preserved. Summing the expressions for mn” and an’ gives mn” + an’ = mn + an + ret’ — ret,
which captures the relationship between mn” and an’ induced by y. Given this, y can be eliminated from the
expressions for mn” and an’ by observing that as y varies from 0 to mn + ret’ — ret, the value of mn” varies
from mn + ret’ — ret to 0 and the value of an’ varies from an to mn + an + ret’ — ret. This is captured by the
inequalities 0 < mn” < mn+ret' —ret and an < an’ < mn+an+ret’ —ret. However, only one of these is
required to fully define the values of mn” and an’ because of the expression mn” +an’ = mn+an+ret’ —ret.
The variable y can be eliminated from Equation (6.23) in a similar way, resulting in the following expressions
for V;and V.

(MS,MR)
3b,i),(0,a0,mn’ ;an’ ret’

Vy = {M ) | mn” +an’ = mn +an + ret’ —ret,0 < mn” < mn + ret’ — ret,

ret <ret’' < MR} (6.24)

_ (M MSMR)

(2b,4),(0,a0,mn”" ,an’ ret’) | mn” +an’ = mn + an + ret’ — ret + 1,0 < mn” <mn-+ ret’ — ret,

ret <ret' < MR} (6.25)

Transition mess_loss (row 2 of Table 5.8) and ack_loss (rows 3 and 4 of Table 5.8) allow all markings in
the downward-closed set of each marking in V; to be reached. Similarly, rows 2, 4 and 5 of Table 5.6 allow the
same for V.. Applying Definition 30 to (6.24) and (6.25) to obtain the downward-closed sets of all markings in
Vg and V, gives:

Vi =DC(Va)
o (MS,MR) (MS,MR) / " " " /
- {M(Sb 1),(0,a0’ ;mn'" ,an’’ ;ret’) | M(3b 1),(0,a0,mn’’ ,an’ ret’) € Vg, a0" < ao,mn”™ < mn”,an” < an }
MS,MR
{M( ) | ao’ < ao,mn” < mn” an” < an’,mn” + an’ = mn + an

(3b,2),(0,a0’ ,mn’" .an’ ;ret’)

+ret’ —ret,0 < mn” < mn +ret’ —ret,ret <ret' < MR} (6.26)

V/ = DC(V,)
(MS,MR) (MS,MR) / " " " /
{M(Qb 1),(0,a0’ ;mn'" ,an’’ ;ret’) | (2b,2),(0,a0,mn" ,an’ ,ret’) = ‘/e’ ao” < ao, mn < mn , an <an }
MS,MR
M ( ) " n | ad < ao,mn” <mn”,an” <an',mn” +an’ = mn+an
(2b,2),(0,a0’,;mn'" ,an’ ,ret’) ) ’ ’

+ret' —ret+1,0 < mn” < mn +ret’ —ret,ret < ret’ < MR} (6.27)
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The variables mn” and an’ can be eliminated from Equations (6.26) and (6.27) by substituting the inequal-

ities mn” < mn” and an” < an’ wherever mn” and an’ appear, giving:
(MS,MR) "
(3b,i),(0,a0’ ,;mn'" ;an’ ;ret’

Vi={M

+an” < mn+ an + ret’ — ret,

0 <mn"” <mn+ret' —ret,ret <ret’' < MR} (6.28)

/
)|a0 < ao,mn

(MS,MR)
(2b,i),(0,a0’ ,;mn'" ;an’ ;ret’

V/ — {M "

e

+an” <mn+an+ret’ —ret +1,

0 <mn"” <mn+ret' —ret,ret <ret’' < MR} (6.29)

) | ad’ < ao, mn

Transition receive_ack (row 6 of Table 5.8) is enabled and can occur from any marking

M((?f\gf)’%lz,mn,,,an,,mt,) € Vj in which a0’ = 0 and an” > 0, leading to a marking
c v (MSMR)

(MS,MR)
(4,i®ps1) "

(4,i®nrrs1),(mn’ ,an’ —1,0,0,0)
marking MMEME) € V! in which a0’ = 0 and an” > 0, leading to a marking
MS,MR)

(2b,i),(0,a0’ ;mn'" an’ ret’)
(MS,MF) V! Th f th i k transition f h enabli
(Litars 1), (mn an’—1,0,00) € ViLioas1): 1HE OCCUITENCE 0 the receive_ack transition from each enabling

marking in V and V] results in the sets of markings V; (class 4) and V, (class 1), respectively:

Also, receive_ack (row 7 of Table 5.6) is enabled by any

o (MS,MR) (MS,MR) / "

Vf - {M(4,i€BMS1),(mn/”,an”71,0,0,0) | M(3b,i),(O,O,mn’”,an”,ret’) € Vd’an > O} (630)
. (MS,MR) (MS,MR) / "

Ve = {M(l,iEBMS1),(mn”’7an”—1,0,070) | M(Qb,i),(O,O,mn”’,an”,ret’) € V;,a’fl > 0} (631)

Using Equations (6.28) and (6.29) into (6.30) and (6.31) respectively gives:

MS,MR " " m " /
Vi = {M((471.@MS1;7(mn/,,7an,,,70’0’0) | an”" =an” — 1,0 < mn™ + an” < mn+ an + ret’ — ret,

0 <mn” <mn+ret' —ret,ret <ret’' < MR,an” > 0} (6.32)

Vg _{ (MS,MR) "

1 !
(1@ nr151),(mn’” an 0,0,0) +an” <mn+an-+ret’ —ret+1,

| an” =an” —1,0 < mn
0 <mn” <mn+ret' —ret,ret <ret’' < MR,an” > 0} (6.33)
Substituting the expression an” = an’”’ + 1 to eliminate an” gives:

Vv :{ (MS,MR) "

/
(4,iDar 1), (mn”” an’™ 0,0,0 <mn-+an+ret —ret — 1,

)|0§mn’”+an

0 <mn” <mn+ret' —ret,ret <ret’' < MR} (6.34)

o (MS,MR) " "
Vo =1

!
(L& ars1),(mn an’ 0,0,0) | < mn+an +ret’' — ret,

0<mn”" +an

0 <mn” <mn+ret' —ret,ret <ret’ < MR} (6.35)

(MS,MR) ;o 1/ (MS,MR)

(i®arsl) is given in Fig. 6.5.
Vi, V.,V and V, are represented by the corresponding shaded portions of Fig. 6.5. V; is a subset of v (MSME)

(3byi) ’

. (MS,MR) . (MS,MR) . (MS,MR) A
V! is a subset of V(%’i) , V7 is a subset of V(4,i@Msl)’ and V, is a subset of V(LZ.@MSI). Markings in Vd’
can reach markings in V/ and vice versa by occurrences of send_ack and receive_mess respectively, while
markings in V; and V, can be reached from markings in which no old acknowledgements exist in V; and V/
respectively by occurrences of receive _ack (i.e. receiving a new acknowledgement). As in Fig. 6.4, the extent

of coverage will depend upon the initial marking, M MEME) chosen.

(3b,),(0,a0,mn,an,ret)’

At this point we conjecture that V; U V! U V; U V, is the e-closure of a marking
MMEMER) ) We must ensure that there are no additional markings reachable via e moves:

(3b,1),(0,a0,mn,an,ret

An abstract view of the coverage of V;, V/, Vy and V, over V
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(MS,MR)
M(u MR,0,0,0,0)

I

(MS,MR)
M (30,2),(0,a0,

-(MS,MR) MS MR)
V(Sb,i) 2b i)
1/ (MS.MR)

<+— represents receive_mess

Figure 6.5: The coverage of V;, V!, Vy and V, over V,

M(MS MR)

"}a-..

ll

— represents send_ack

(1,4),(M R,0,0,0,0)

1/ (MS.ME)
1 i®asl)

—

(4,i® 1)

(MS,MR)
‘/ti@Msl

represents receive _ack

(MS,MR) (MS,MR)
U V;EBMsl
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Lemma 5. Any marking M' € V(g 1 r) reachable via an e move from a marking M € V; UV, UV UV, is
also contained in VUV, UV, UV, ie. YM € VJUV!UV; UV, M S M' = M' e VUV UV; UV,

11

Proof. For M (MSME) ., € V; at most 7 outgoing e moves are defined by Table 5.8 and mapping

(36,2),(0,a0’ ;mn'" .an’ ;ret’)

Prim. They are treated systematically below.

. MS,MR
mess_loss_new (row 2) is enabled by M ((3,)71)’ (O’QZ),?mn,,,’an,,,m,)
(MS,MR)

(3b,i),(0,a0’ ,;mn'""—1,an’ yret’)"

e Vif mn™ > 0. Its occurrence results in

a marking M

. (MS,MR) TP
ack_loss_old and receive_dup_ack (rows 3 and 5) are enabled by M(gbﬂ.)7(0’a0,’mn,,,7an,,’mt,) e V;ifao' >
. . . (MS,MR)
0. Its occurrence of either results in a marking M (3b,1). (0,00 —1,mn”" an’" ret’)
. (MS,MR)
ack_loss_new (row 4) is enabled by M(3b’i)7(0700,7mn,,,m,,7m,)
(MS,MR)
(3b,i),(0,a0’ ,mn’" an’ —1,ret’)"

e Vyifan” > 0. Its occurrence leads to a

marking M
All three of these resulting markings are identical to their source marking, M ((éZ S%ﬂ,’mn,,,’m,,’m,) S Vd’,
except for either one less new message, one less old acknowledgement, or one less new acknowledgement.
Because V; is a downward-closed set, and all three markings are the result of an action corresponding to loss,
then by the definition of downward-closed sets (Definition 30), all three resulting markings are also elements
of V.
The remaining outgoing e moves are a little more complex. treatment:

timeout_retrans (row 1) is enabled by M{ﬁf{%ﬁ} " an? ret!)
A (MS.MR)

in a marking (3b,0).(0.00" " +1,an’ et/ +1)° From the inequalities in Equation (6.28), (mn”" + 1) +
an” < mn+an+ (ret’+1)—ret, 0 < (mn"”+1) < mn+(ret’+1)—ret,and ret < (ret’+1) < MR
because of the restriction that ret’ < M R. These satisfy the inequalities given in Equation (6.28) when

substituting (mn” + 1) and (ret’ + 1) for mn and ret’ respectively into Equation (6.28). Hence

(MS,MR) /
M(3b,i),(0,ao’ ;mn''+1,an’ ret’+1) € Vd'

€ V;ifret’ < MR. Its occurrence results

(MS,MR)
(3b,),(0,a0" mn’" an’ ret’
leads t king M (M SME) From the inequalities in Equation (6.28
currence leads to a marking M ;o' 1) (mn ani—1,0,0,0)- FrOM the inequalities in Equation (6.28),
mn™” + (an” — 1) < mn + an + ret’ — ret — 1. This matches the corresponding inequality in Equa-
tion (6.34) when substituting (an” — 1) for an/” in Equation (6.34). By inspection, the other inequal-

ities from Equation (6.28) are the same as the corresponding inequalities in Equation (6.34). Hence
(MS,MR)

receive_ack (row 6) is enabled by M ) € Vi if ao’ = 0 and an” > 0. Its oc-

(i@ s 1), (mn” an”—1,0,0,0) € VF*
send_ack (row 7) is enabled by all markings in V. Its occurrence leads to a marking
MMESME) From the inequalities in Equation (6.28), mn” + (an” + 1) < mn +

(2b,1),(0,a0" mn'" an’ +1,ret’)"
an + ret’ — ret + 1. This matches the corresponding inequality in Equation (6.29) when substituting
(an” 4 1) for an” in Equation (6.29). By inspection, the other inequalities from Equation (6.28) are the

same as the corresponding inequalities in (6.29). Hence M&fi’%ﬁ, i ant4+1ret’) © V..
For M(MS’MR) " ret?) € V! at most 7 outgoing ¢ moves are defined by Table 5.6 and mapping

b,i),(0,a0’ ;mn

2
Prim. As %efore, we consider them one by one.

(MS,MR)
(2b,i),(0,a0’ ,;mn’" Jan’ ret’)

mess_loss_new (row 2) isenabled by M e V] if mn"" > 0. Its occurrence results in

(MS,MR)
(2b,i),(0,a0’ ,;mn'"'—1,an’ ret’)"

a marking M
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ack_loss_old and receive_dup_ack (rows 4 and 6) are enabled by M((zj\;f;%i)o,’mn,,,m,,’mt,)
A (MS.MR)

(2b,2),(0,a0’ —1,mn’" ,an’’ ;ret’)"

e Vifao >
0. Its occurrence of either results in the marking

. MS,MR
ack_loss_new (row 5) is enabled by M((Qb’i)7(07a2),7mn,,,’an,,”,et,
A (MS.MR)

(2b,i),(0,a0’ ,mn’" an’ —1,ret’)"

) € V! if an” > 0. Its occurrence results in a

marking
All three of these resulting markings are identical to their source marking, M ((2]\5 3%12, i an’” ret’) e vV,
except for either one less new message, one less old acknowledgement, or one less new acknowledgement.
Because V/ is a downward-closed set, then by the definition of downward-closed sets (Definition 30), all three
resulting markings are also elements of V..
The remaining three outgoing e moves require more careful treatment:

timeout_retrans (row 1) is enabled by M((é\;[f)%ﬁ, ' an? ret!)
2 (MS.MR)

in a marking (9b.4).(0.0" i+ Lan? ret! +1): From the inequalities in Equation (6.29), (mn”" + 1) +
an” < mn+an+(ret’+1)—ret+1,0 < (mn”"+1) < mn+(ret’+1)—ret,and ret < (ret’+1) < MR
because of the restriction that ret’ < M R. These satisfy the inequalities given in Equation (6.29) when
substituting (mn” + 1) and (ret’ + 1) for mn and ret’ respectively into Equation (6.29). Hence

MS,MR
M((Qb,i),(O,aB)’ ;mn’’+1,an" ret’+1) € Ve"

e V! if ret’ < MR. Its occurrence results

receive_mess (row 3) is enabled by A7)

(2b,9),(0,a0’ ;mn’"’ ,an’ ;ret’
a marking M&fi%@, 1 ant et} From the inequalities in Equation (6.29), (mn” — 1) + an” <

mn+an+ret’ —ret,and 0 < (mn” — 1) < mn + ret’ — ret because of the restriction that mn" > 0.
These satisfy the corresponding inequalities in Equation (6.28) when substituting (mn’" — 1) for mn"
in Equation (6.28). By inspection, the other two inequalities from Equation (6.29) are the same as the
corresponding inequalities in Equation (6.28). Hence M MSME) evy.

(3b,2),(0,a0’ , mn’""—1,an" ;ret’)

) € V! if mn” > 0. Its occurrence results in

. . (MS,MR)
receive_ack (row 7) is enabled by M 51, (000" mn ant” et

currence results in a marking M((lj\fgﬁg7(mn,,,7an”71’07070). From the inequalities in Equation (6.29),

mn” + (an” — 1) < mn + an + ret’ — ret. This matches the corresponding inequality in Equation
(6.35) when substituting (an” — 1) for an” into Equation (6.35). By inspection, the other two rele-

vant inequalities from Equation (6.29) match the corresponding inequalities in Equation (6.35). Hence
(MS,MR) v
(1,5®arrs1),(mn’ ,an’ —1,0,0,0) € g:

) € V! if ad’ = 0 and an” > 0. Its oc-

For M((ffé’ffﬁ% (i an 0.0,0) € V; at most 4 outgoing e moves are defined by Table 5.9 and mapping

Prim, substituting ¢ ®,ss 1 for . Three of them correspond to loss events:

(MS,MR)

mess_loss_old (row 2) is enabled by M(4,z‘e>Ms1),(mn’”,an'",0,0,0

. , (MS,MR)
inamarking My ;e 1) (mn—1,an,0,0,0)

) € Vyif mn™ > 0. Its occurrence results

ack_loss_old and receive_dup_ack (rows 3 and 4) are enabled by M(%gﬁ%,(mnw,an/",o,o,o
(MS,MR)

(4,i®nms1),(mn" ,an’"~1,0,0,0)"

) € Vi ifan”
0. Its occurrence of either leads to a marking M

Both of these resulting markings are identical to M %g’M If) o € V; except for either one less old
SUVYOMS )7(77’7,’!1 ,an 707070) .

message or one less old acknowledgement. From Equation (6.34), we can see that V is already a downward-

closed set, without needing to apply the DC' operator. Hence, because V; is a downward-closed set, from the

definition of downward closed sets (Definition 30), both of these resulting markings are also elements of V.

The fourth outgoing e move corresponds to send_ack:
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6.3. Epsilon Closures

send_ack (row 5) is enabled by all markings in V. Its occurrence results in a marking

((%g’fs]g,(mn'//,an/”+1,o,0,o)' From the inequalities in Equation (6.34), 0 < mn” + (an” + 1) <
mn + an + ret’ — ret. This matches the corresponding inequality in Equation (6.35) when substituting

(an”" 4 1) for an”” in Equation (6.35). By inspection, the other two inequalities from Equation (6.34) are

the same as the corresponding inequalities in Equation (6.35). Hence M((%éﬁgg7(mn,,,7an,,,+1707070) eV,

(MS MR) A (M5 MR)
In a nearly identical fashion to M, ;0" 1) i anim 0.0 0) €V My e o), (mn an0,0,0) € V, also has

at most 4 outgoing € moves, defined by Table 5.4 and mapping Prim, substituting i & ;s 1 for . Three of the
outgoing e moves also correspond to loss, with destination markings remaining in V,, and the arguments put
forward as to why this is the case are identical to the corresponding three outgoing ¢ moves from V7, hence
are not repeated. The only other outgoing e move corresponds to receive_mess on row 3 of Table 5.4. This

- . (MS,MR) ; " i i
transition is enabled by M(l,i@Ms1),(mn’”,an’”,0,0,0) € Vg if mn" > 0. Its occurrence results in a marking
(MS,MR)

(i ars ). (mn'—1an 0.0.0)" From the inequalities in Equation (6.35), 0 < (mn” — 1) +an” < mn+an +
ret' —ret —1land 0 < (mn' — 1) < mn + ret’ — ret because of the restriction that mn’’ > 0. These satisfy
the corresponding inequalities in Equation (6.34) when substituting (mn’’ — 1) for mn” in Equation (6.34).
By inspection, the remaining inequality (on ret) from Equation (6.35) matches the corresponding inequality in
Equation (6.34). Hence M(%g’]f‘fj;(mn/,,717%,,,70’070) € Vr.

All successors of all markings in V; U V) U V; U V; reachable by an e move have now been explored, and
all are contained in V,; U V] U V; U V. Thus the lemma is proved. O

Corollary 2. The e-closure of M ((éf’ g%ﬁlvmmwet), Closure(M((éZ g%igmmwet)), is given by the union of
the parameterised sets V; U V! U Vy U V, defined by Equations (6.28), (6.29), (6.34) and (6.35) respectively,

i.e. (replacing double and triple primes with single primes):

(MS,MR) s (MSMR) /
Closure(M@b,i),(O,ao,mn,an,ret)) {M 3b,i),(0,a0’ ;mn’ ,an’ Tet’) | ao” < ao,
mn’ +an’ <mn+an +ret’ —ret,0 < mn’ < mn +ret’ —ret,ret < ret’ < MR}
(MS,MR)

U {M 9b.3).(0.00/ i an ret!) | ao’ < ao,mn’ +an” < mn+an +ret’ —ret +1,

0 <mn' <mn+ret’ —ret,ret <ret' < MR}

(MS,MR) / / /
u{ (Litbass 1), (mn! an’,0,0,0) | mn' +an’ < mn+an+ret’ —ret — 1,

0 <mn <mn+ret' —ret,ret <ret' < MR}

U {M(MSME) 1000 | mn' + an’ < mn + an + ret’ — ret,

(1,®ms1),(mn',an’,

0 <mn <mn+ret' —ret,ret <ret’ < MR} (6.36)
The only transitions enabled by the markings in Closure(M((;‘fg ](\g”z) m.an Tet)) that do not map to e are
given by Row 1 of Table 5.4 and Row 1 of Table 5.9. They both map to the Send service primitive. From Row
1 of Table 5.4 and Row 1 of Table 5.9 the corresponding set of non-¢-labelled outgoing edges from all markings
in the above closure is given by:

OutEdges(Closure(M(M,S’MR) )) ={(M (MS,ME) Send,

18),(0,a0,mn,an,ret) i®Dpsl),(mn’,an’,0,0,0)’

3b 0 4 1), /an’,0,0,0
(MS,MR) )] (MS,MR)
(3a,i®prs1),(mn’,an’,1,0,0) (4,5®nrr51),(mn’,an’,0,0,0)

(MS,MR) (MS,MR)
UM ignrs1),(mnan,0,0,0) SN Miog 1) (mnt an1,0,0))

(MS,MR)
‘ M(lﬂ'@Ms1),(mn’,an’,0,0,0) € Vg} (6.37)

S Vf}
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6.4. Determinisation

Using the restrictions required for V; and V,, from Equations (6.34) and (6.35) in Equation (6.37) gives:
OutEdges(CZOSUT@(M&?S’%?O nan Tet))) =

(MS,MR) (MS,MR) / '
{( (4,2‘@Ms1),(mn',an',0,0,0)7Send M(ga,i@Ms1),(mn',an',1,0,0)) | mn' + an” < mn +an
+ret’ —ret — 1,0 <mn’ < mn +ret’ —ret,ret < ret' < MR}

(MS,MR) (MS,MR)
U {( (1,5®arrs1),(mn’,an’,0,0,0)° Send M(Qa i®prsl),(mn’,an’,1,0,0)

+ret’ —ret,0 < mn' < mn+ret’ —ret,ret < ret’ < MR} (6.38)

) | mn' +an’ < mn+an

6.4 Determinisation

Now that we have expressions for the e-closures that we require, determinisation of the FSA interpretation of
RG (s Ry F'SARG 5.0y 10 ODtaIN an equivalent deterministic FSA, DEF'SARG ;5 1,5 USING lazy subset
construction, proceeds as described in [41] using the formalism from Section 2.4.

Recall from Section 2.4 that a deterministic FSA, DFSA, can be defined as
DFSA = (S%,%, A%t sget, Fet). The initial state of DFSARG, 5, 15 the e-closure of the initial

marking of F'SARG 5 ) 1-€- Closure(M(%f’(]gfé 0,0)): Closure(M((%f’(j\O/[é%% 0,0))» Which we denote Co,
(MS,MR)

equals {M 1.0).(0,0,0, 00)} as there are no outgoing e edges from the initial state of F'SArG ;g ). This is
readily ewdent from the initial marking of C PN,/ 1), @ only the send_mess transition (corresponding to
the Send service primitive) is enabled in the initial marking, regardless of the value of the parameters /.S and
MR. Thus

Cy = sd = Closure(sy) = Closure(M((%‘)g(]gézO 0,0) )= {M((ljvés ]\(;[é% 0 0)} (6.39)

Furthermore, Cy € Sdt.
Proceeding with lazy subset evaluation, the single state in C'y has only one outgoing non-e arc defined.

This corresponds to row 1 of Table 5.4 which maps to the Send service primitive. It leads to the state
M((Qj\j*g)%%) 1,0,0)" Note that no old duplicates can exist in the underlying channels at this point, because this is
the first message being sent and thus no messages have been sent previously.

(MS,MR) (MS,MR)

The e-closure of M(2a70)7(0’0’170’0) is given by evaluating Equation (6.15) for M(2a’0)7(070’1’070), which we
denote Cy:
C, = C’losure(M((%"SS%IRI’O’O)) = {M((é\i”gs]’\éfg,,m,,’mn,,7077,et,) | 0 <mo” +ad” <0,0<mo” <0,

0<mn” <1+ret',0<ret < MR} (6.40)

There are no class 3a markings because there are no old messages (mo = 0) and hence mo % 0. Simplifying
Equation (6.40) and dropping the primes gives:

Cr = {M o3 0t 0wery | 0 < mn <1+ 7et,0 < ret < MR} (6.41)

This result makes sense intuitively, as from the initial state we can get to any state in which the original
message plus up to M R retransmissions have been sent, and then may have been lost. Thus C; € S and
(sdet, Send, Cy) € Adet, sdet and €, are illustrated in Fig. 6.6. sd° is shown as a large red circle within
y MSMEB) , Which leads to the successor C; € v IMSME) ia the Send primitive. The set C; covers only

(1,0) (2a,0)
some of the markings in V(Mg ME) and so has been depicted to reflect this.

From Table 5.5 and Equation (6.17) the only outgoing non-epsilon edges of states in C; are edges labelled
by Receive, corresponding to row 5 of this table. From the expression on this row the successor of a state
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6.4. Determinisation

B (MS,MR)
Co = {M(LO),(MR,O,O,O,O)}

(MS,MR) (MS,MR) /,
‘/'(26170) Vv(3a,0)

(MS,MR)
W%m

(MS,MR)
W%m

1/ (MS.MR)
0

Figure 6.6: Construction of a deterministic FSA using subset construction with lazy evaluation, showing the

initial state, sgd, and its only successor, C.
but this successor only exists if mn > 0, and thus the direct

(MS,MR) . (MS,MR)
M 2a,0),(0,0,mn,0,ret) 1S _M(3b,0),(0,0,mn—1,0,_ret)
successors of all states in C are captured in Vj:

(MS,MR)
’ M(Za,O),(O,O,mn,O,ret) € Cl’ mn > O}

1 (MSMR)
Vi =AM (3,01, (0,0.mn—1,0,et)
={ (36,0.(0.0mn—1,0.ret) |0 <mn <ret+1,0<ret<MR}

A [(MS.MR)
According to the procedure in Section 2.4 the successor of C1 is the union of the e-closures of all markings
in V,, i.e. CLOSURE(V}). However, rather than calculate the e-closure of all states in V}, let us investigate
(MS,MR) . _ _
M(gb,o),(o,o,o,o,o) eV, i.e.whenmn —1=ret =0.

the e-closure of the state
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6.4. Determinisation

(MS,MR)

(MS,MR)
(36,0),(0,0,0,0,0) M

(36,0),(0,0,0,0,0)* Which we

The e-closure of M is given by evaluating Equation (6.36) for

denote Cs:
Cy = Closure(M((é\gg)%% 0,0,0) )= {Mggg Nélz)o mm,an,ret) | a0 < 0,0 < mn+an < ret,
0 <mn <ret,0 <ret < MR}
U {Mé\gosj\(/f)i)omman,ret) |ao < 0,0 <mn+an <ret+1,0<mn <ret,0 <ret < MR}
U{M Msérwnf)anQO,O) |0 <mn+an <ret—1,0<mn <ret,0 <ret < MR}
U {M((%S%f)an,O,O,O) | 0 < mn+an < ret,0 < mn < ret,0 < ret < MR} (6.42)

Now that concrete values for mo, ao, mn, an and ret have been given, the inequality 0 < mn" < ret’ from
the third set in the union in Equation (6.42) becomes redundant. This is because the inequality mn"’ + an” <
ret’ — 1 limits the range of values of mn” to 0 < mn”" < ret’ — 1 (recall that mn”" > 0,an” > 0 is
implicit). The inequality 0 < mn’ < ret’ from the first and fourth sets in the union in Equation (6.42) is
also redundant. Equation (6.42) can be further simplified by the realisation that for the third set in the union,
mn + an’’ < MR — 1 covers all possible values of mn” and an’ given by the inequalities mn””’ + an™ <
ret’' — 1,0 < ret’ < MR (again, mn”’ > 0 and an/” > 0 is implicit). The same is true of mn"’ + an” < MR
for the inequalities mn"” + an” < ret’,0 < ret’ < MR in the fourth set in the union. Given that ret’ plays no
other part in the definition of the third and fourth sets in the union, ret’ can be eliminated from these two sets.
Applying these simplifications to Equation (6.42) gives:

_ {M(évb[g)]\(/[o}?))mn,an,ret) |0 <mn+an <ret,0 <ret < MR}
u{M, é\gg)%%)mn,an,ret) |0 <mn+an <ret+1,0 <mn <ret,0 <ret < MR}
U{M Ms(jli]:)an,o,o,o) [0 <mn+an<MR-1}
UM MS(AT/,Ij)an,O,QO) | 0 <mn+an < MR} (6.43)
We show that Closure(M((é\Zosj%%),o,o,o)) = CLOSURE(V3,) in the following lemma.

Lemma6. Co = CLOSURE(V4,).

Proof. The class 3b markings in C5 span all allowable combinations of the variables mn, an and ret from the
definition of class 3b markings in Table 5.3, for the case ao = 0. Given that there are no old acknowledgements
in any of the states in V}, and that from Equation (6.36) the number of old acknowledgements of the argument
marking only affects the number of old acknowledgements in the markings of its e-closure (a0’ appears only in
the inequality ao’ < ao) then Cy must include all possible class 3b markings from the e-closure of any marking
in V..

The argument is the same for the class 2b markings in Cs. All allowable combinations of the variables
mmn, an and ret from the definition of class 2b markings in Table 5.3 are present in C. An identical argument
on the number of old acknowledgements holds for the class 2b markings as did for the class 3b markings.

The argument for the class 4 and 1 markings in C's is even simpler. C contains class 1 and class 4 markings
that cover all possible class 1 and 4 markings as defined in Table 5.3 for i = 1. It is therefore not possible to
have excluded any class 1 or class 4 marking from C5, and hence Cs must include all class 1 and class 4
markings in the e-closure of any marking in V},.

Hence, because MMSME) € V4, we conclude that CLOSURE (V},) = C5 and thus the lemma is

(3,0),(0,0,0,0,0)
proved. O

Corollary 3. Cy € S and (Cy, Receive, Cs) € A%t
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(3b,0)

—{M

(MS,MR)
(1,0),(MR.0,0,0,0

Send

Ch

3

Receive

(MS,MR)

MS,MR)

VO(MS,MR)

Figure 6.7: Construction of a deterministic FSA showing the addition of C5, the successor of C; from Fig. 6.6.
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6.4. Determinisation

This result is illustrated in Fig. 6.7. Note that although the set C's comprises states from yMSME)

(20,0) ’
V((?fg) ME) V((lj\f)s ME) and V(MS ME) , the states in all four of these subsets in Fig. 6.7 are part of the sin-

gle successor state of (. Hence in Flg 6.7, the four shaded subsets representing C» are connected via solid

lines with no arrowheads. Note that to reflect Equation (6.43), the depiction of the subsets of C's in Y MSME)

(3,0)
y(MSMR) 3 (MS MR)

and VISME) 46 not cover all of the markings in (36,0) (26.0) , Whereas the subsets of C5 in

(2b,0)
V(]V[S MR) 204 V(MS MR) 4o
'Izhe only outgomg non-e arcs from states in C's are from the class 1 and class 4 markings, corresponding to
the Send primitive, and are given by Row 1 of both Table 5.4 and Table 5.9. In the CPN these correspond to
the send_mess transition, able to occur from all class 1 and class 4 markings. All outgoing arcs from class 2b
and 3b markings in RG (55,1 r) Map to e moves (and hence their destination states are also in Cs).
Because CLOSURE(Vy) = (3 then OutEdges(Cy) = OutEdges(CLOSURE(Vy)) =

OutEdges(Closure(M((é‘gg)A{)}?O 0 0))) Hence, evaluating Equation (6.38) for M((;\zigj%%),op,o) gives all out-

going non-e arcs from the markings in Cs.

As an aside, we need not have chosen the marking M

(3b,0),(0,0,0,0,0)
any M((;‘:g)%%)mno ret) € V}, provided mn = ret. The reason for this can be seen in Equation (6.36). The

number of new messages in a class 3b or 2b marking become the number of old messages in a class 1 or 4 mark-
ing, because of the incremented sender sequence number. Provided the closure passed to OutEdges contains
a class 3b and class 2b marking with the maximum allowable number of old messages, then all allowable class
1 and class 4 markings (with sender sequence number equal to 1) will be covered. The condition mn = ret
implies that no new messages have yet been lost, and we can still retransmit another M R — ret times, thus a
class 3b and 2b marking with the maximum allowable value of mn = M R can be reached. Because it is only
the class 1 and class 4 markings from C5 that have outgoing non-e arcs, then this guarantees that all outgoing
non-e arcs from markings in Cy, are obtained.

For consistency, however, we retain the choice of Closure(M ((é\l{, gﬁ,]\({)%),o,o,o)) as the argument to Out E'dges.
The resulting arcs, given by Equation (6.38), have successor states given by V;:

(MSME)  for this purpose. We may have chosen

MS,MR
V; ={s"| (s,Send,s’) € OutEdges(Closure(M((3b 0),(0, 0)0 0 0)))}

={ ((:ggéMAfg)l)(mnanloo)\O§mn+an§ret—1,0§mnSret,OgrethR}
U {M((Zj\j‘ggﬁ?l) (mnan,1,0,0) | 0 < mn+an < ret,0 < mn < ret,0 < ret < MR} (6.44)

Performing similar simplifications to those performed in Equation (6.43), Equation (6.44) can be simplified
to become:

— (M (MS,MR)

(3a,1),(mn,an,1,0,0) |mn+anSMR*17MR>O}

(6.45)
{M(MSMR) 0.,0) | mn +an < MR}

2a,1),(mmn,an,1,

According to the procedure in Section 2.4 the successor of Cs is the union of the e-closures of all markings
inVj,i.e. CLOSURE(V;). Let us leave the concrete domain at this point. We are now in a situation where we
can have both old messages and old acknowledgements in the channels, and we can see from Fig. 6.7 that C'y
spans all markings in V((MS ME) and V(MS ME) " Consider the set of states given by V{;. ;, when replacing the
sender sequence number 012 1byiin Equatlon (6.45):

_ (MS,MR)
V(k’” - {M(3a i),(mo,a0,1,0,0) ’ 0<mo+ao< MR- 1} e
(MS,MR) (6.46)
U{M(z ),(m0,a0,1,0,0) |0 < mo+ao < MR}

for each 7,0 < i < MR. This gives a family of sets of markings, each identical to V; apart from the sender
sequence number. When i = 1 we have V. ;) = Vj.
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In order to discover the e-closure of V{; ;, CLOSURE(V/;;), we use a similar procedure to that used
to discover the e-closure, C. We select an appropriate single marking in V/; ;), calculate its e-closure, and
demonstrate that it covers all possible markings that could be in the e-closure of any marking from V. ;). The

marking we have selected is the marking M ((%7314;;27071’070), because it has the most number of old messages,

least number of new messages, and least number of retransmissions out of all markings in V{;, ;), and so intuition

suggests that its e-closure will span more markings than any other marking in V ;).

The e-closure of M((Zj\ff%% 0.1,0,0) is given by evaluating Equation (6.15) for M

in a set of markings (specified in terms of <) which we denote C'3 ;)

(MS,MR)

(2a,i),(M R,0,1,0,0)’ reSU“ﬁIng

C(dl - {Mé\jkj)]‘(/jwi)aomn()ret ’05m0+a0SMR’OSmOS MR,0 <mn <1+ ret,
0 <ret < MR}
U{M(;‘gf)]z/lﬂi?aomnOTet ‘0 <mo+ao < MR—-1,0<mo<MR—-1,0<mn<1+ret,

0<ret< MR, MR >0} (6.47)

where the appearance of i in the subscript shows that C 3 ;) is parametric. Simplifying Equation (6.47) to
remove redundant inequalities gives:

C(3,) *{Mé\ji]\({ri)aomn()ret |0<mo+a < MR,0<mn<1+ret,0<ret < MR}
UM |0 <mo+ao<MR—1,0<mn<1+ret,0<ret< MR} (6.48)

3a,i),(mo,a0,mn,0,ret)

where we drop the redundant M R > 0 term. By inspection, this e-closure covers every class 2a and 3a marking
defined in rows 2 and 4 of Table 5.3, for i € {0, 1, ..., M S}, i.e.

1 A(MS,MR) (MS,MR)
Ca,) = V(za,z‘) U V(3a,z') (6.49)
Lemma7. C;) = CLOSURE (Vi ;).

Proof. From Tables 5.5 and 5.7 and the mapping Prim, the destination marking of every outgoing e-labelled
arc with its source marking in C'3 ;) is also in C(3 3, i.e. CLOSURE(C'3;)) = C(3,). The only outgoing arcs
of states in C'(3;) that have destinations that are not in C3 ;) are labelled by the Receive service primitive,
specifically, the arcs defined in row 5 of Table 5.5. They correspond to the occurrence of the receive_mess
transition, moving from a class 2a to a class 3b marking.

Because V/;, ;) contains only class 2a and 3a markings with a sender sequence number of 4, then closure of
all markings in Vy, ;, CLOSURE(V{;, ), will contain only class 2a and 3a markings with a sender sequence

number of i. Because C'3 ;) is the e-closure of M((MSI)]Z\% 0.1,0,0) € Vik,s) and C(3 ;) contains all class 2a and

3a markings with a sender sequence number of 4, the lemma is proved. O

Corollary 4. From Lemma 7 wheni =1, C(3 1) € Sdet and hence (Cs, Send, Ciy) € Adet,

We illustrate this result in Fig. 6.8, which shows C'3 1) covering all markings in V((MS)MR) and V((MS)MR),

and the arc from Cs to C'3 ;) labelled with the Send service primitive.
As stated in the proof of Lemma 7, the only outgoing non-e edges from states in C'3 ;) are labelled by Re-
ceive, corresponding to the receive_mess transition occurring from a class 2a marking

(row 5 in Table 5.5). Because ('3, = Closwﬂe(M((Qj‘gf)]g\jﬁ2 0.1.0, 0)) this means that
OutEdges(Closure(M, (MS,MR) )) will give the successors of all outgoing non-¢ edges from states

. . (2a,1),(MR,0,1,0,0) .Y : -
in C3,4). By making the appropriate substitutions into Equation 6.17, these are given by V{; ;:
Viiy = {s" | (s,Receive, s") € OutEdges(Closure(M

(MS,MR)
{M(3b 1),(0,a0,mn—1,0,ret)

(MS,MR) | )}

(2a,3),(MR,0,1,0,0 (6.50)

|0<ao < MR,0<mn<1+ret,0<ret < MR}
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(MS,MR)
{M(l,O), MR,0,0,0,0)}
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(MS,MR)
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>
(MS,MR)
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Figure 6.8: Construction of a deterministic FSA showing the addition of C'3 ), the successor of C; from Fig. 6.7.

Vl(]VIS,MR)

uoesiuiwRPrd 9




6.4. Determinisation

According to the procedure in Section 2.4, the successor of C'3 ;) is the union of the e-closures of all
markings in V{; ;. However, we again use the same approach as previously and calculate the e-closure of

M((é‘gg’%ﬁ}]% 000 € Vi) and demonstrate that this equals CLOSURE(V/; ;). The marking we have chosen is
MMSME) as it contains the most old acknowledgements, least new messages and least retransmissions

(3b,i),(0,M R,0,0,0)"
of any marklng in V{y,4), hence intuition suggests that its e-closure will span more markings (successively enable

more e transitions) than any other marking in V/; ;.

The e-closure of M (MS, %%R 0,0,0) is given by evaluating Equation (6.36) for M

in a set of markings (speC|f)|ed in terms of i) which we denote C/4 ;)

(MS,MR)

(3b,4),(0,M R,0,0,0) ESulting

A[(MSMR) ))

Cla,iy = Closure( (3b,),(0,MR,0,0,0

—{Mé\ff)%ilmmmt |0 <ao < MR,0 <mn+an <ret,0 <mn < ret,0 < ret < MR}
u{ ((%g%fzimnmm)|o§aogMR,ogmn+an§ret+170§mngret,oéretSMR}
UM gy |00 an < et~ 1,0 € < et 0 ret < 011 MR > 0}
U { ((%;If\;lj)(mnanooo |0 <mn+an <ret,0 <mn <ret,0 <ret < MR} (6.51)

Simplifying Equation (6.51) to eliminate redundant inequalities gives:

C(4z = {Mé\gf%lzmn’m’mt) |0<ao < MR,0<mn+an <ret,0<ret < MR}
U{M %g%ilmnmret |0<ao< MR,0O<mn+an<ret+1,0< mn< ret,0< ret< MR}
u{M i\{;]ﬁ?g(mnanooo |0<mn+an < MR—-1,MR > 0}
U{M f‘f&if@ ) (mman000) | 0 < mn+an < MR} (6.52)

By inspection, this e-closure covers every class 2b and 3b marking (for sender sequence number = ) and
every class 1 and 4 marking (for sender sequence number = i@, 1) defined in rows 1, 3, 5 and 6 of Table 5.3,
i.e.

(MS,MR) (MS,MR) (MS,MR)
Cla) = V(Qb i) U V(3b ) U V(1 i®arsl)

Lemma8. Cy ;) = CLOSURE (V).

(MS,MR)
Y V(MEBMS 1)

Proof. From Tables 5.4, 5.6, 5.8 and 5.9, the destination marking of every outgoing e-labelled arc with its
source marking in C'y ;) is also in Cy 3, i.e. CLOSURE(C\4;) = C(4,- The only outgoing arcs of states in
Cl4,5 that have destinations that are not in C, ;) are labelled by the Send service primitive, specifically, the
arcs defined in row 1 of Tables 5.4 and 5.9. They correspond to the occurrence of the send_mess transition.
Hence, because V{; ;) contains only class 2b and 3b markings (with sender sequence number = i) and
class 1 and 4 markings (with sender sequence number = ¢ @5 1), then the closure of all markings in
Viviy, CLOSURE(V,;;)), will contain only class 2b and 3b markings (with sender sequence number = i)
and class 1 and 4 markings (with sender sequence number = i ©yss 1). Because Cy ;) is the e-closure of

M((é\z{f)%lj\}z%oom € Vi and it contains all class 2b, 3b, 1 and 4 markings as described, the lemma is
proved. O

Corollary 5. From Lemma 8 when i = 1, C4 1y € S%" and hence (C3 1), Receive, C4 1)) € A%,

This is illustrated in Fig. 6.9. Unlike Cs, C 4 1) covers all class 2b and class 3b markings in Vl(MS’MR),

(MS,MR) (However, both C5 and
respectively.) It is important

whereas C5 only covers some of the class 2b and class 3b markings in V

C(4,1) cover all of the class 1 and class 4 markings, in VI(MS’MR) and V(MS ME)
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Figure 6.9: Construction of a deterministic FSA showing the addition of C'4 1), the successor of C3 1) from Fig. 6.8.
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6.4. Determinisation

to note, for when we construct our parametric deterministic FSA, that C'4 ) (obtained substituting i = 0 into
Equation (6.52)) and Cs are not equal.

As mentioned in the proof of Lemma 8, the only outgoing non-¢ edges from states in C', ;) are from the
class 1 and 4 markings, labelled by Send, and corresponding to row 1 of both Table 5.4 and 5.9.

OutEdges(Closure(M((;ig’%ﬁ/)nw’o’o))) gives exactly these edges, where in fact any marking

M((;\,f,g%?&}z’mn’o’ret) € C4;) could have been used, provided mn = ret, for the same reasons as previ-
ously described. The successor states of these edges, from OutEdges(Closure(M (MS,ME) ), (see

| ) (3b,i),(0,M R,0,0,0)
Equation (6.38)) are given by V{, ;:

Vipiy = {s'] (s,Send,s’) € OutEdges(Closure(M((é‘gg’%ﬁ}Rvo0 0)))}

={ é{?gféﬂi};)l)(mnanloo)|OSmn—i—angret—l,Ogmn§ret,0§r€t§MR}
U {M((zj\jféﬂf,g) (mman 100) | 0 < mn+an < ret,0 < mn < ret,0 < ret < MR} (6.53)

Simplifying Equation (6.53) to remove redundant inequalities gives:
_ (MS,MR)
Vi) = {M(Sa,i@Ms1),(mn,an,1,0,0

(MS,MR)
U {M(Qw.@MS1)7(mn7an7170,0) | 0 <mn+an < MR} (6.54)

)\Oﬁmn+an§MR—1,MR>O}

According to the procedure in Section 2.4, the successor of C'4; is the union of the e-closures of all
markings in V(,, ;. However, as previously, we carefully select one marking in V/, ;) and demonstrate that its

e-closure is equal to CLOSURE(V(,, ;).

The marking we have chosen is M((%féj\i]?l),(MR,O,l,O,O)' The motivation for choosing this particular mark-

ing is similar to the previous cases: we select a marking that will give us the largest e-closure out of all

the markings in V{,, ;. The e-closure of M(g‘fféj\ﬁ)l) (MR,0,1,0,0) is given by evaluating Equation (6.15) for
(MS,MR)

(2a.i®ars1),(MR,0,1,0,0)’ resulting in a set of markings (specified in terms of i) which we denote C'5 ;) (after
dropping the primes):

B (MS,MR)
Cs,i) = Closure(M@a,i@Ms 1),(MR,0,1,0,0))

_ (MS,MR)
= {M(Qa’i@Ms1)7(m0,a07mn’07ret) |0<mo+ao < MR,0<mo<MR,0<mn <1+ ret,
0<ret < MR}
(MS,MR)
U {M(gw.@MS1)7(mo’ao7mn,07ret) |0<mo+a<MR-1,0<mo<MR-1,0<mn<ret+1,

0<ret<MR,MR >0} (6.55)

Simplifying Equation (6.55) to eliminate redundant inequalities gives:

- (MS,MR)
Cs,) = {M(za,i@MS1),(mo,ao,mn,0,ret) |0 <mo+a0 < MR,0<mn<1+ret,0<ret < MR}
U {M((é\gféﬂi]?l) (mosaomn.0.ret) |0<mo+a <MR—-1,0<mn<1+ret,0<ret < MR,

MR > 0} (6.56)

and when replacing ¢ with ¢ © 75 1 in Table 5.3 we have

_ (MS,MR) (MS,MR)
0(572') - ‘/(Qa,iGBMsl) (3a,i®ns1) (657)

Lemma9. Cs ;) = CLOSURE (V)
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6.4. Determinisation

Proof. Because C5 ;) includes all possible class 2a and 3a markings defined by Table 5.3 (with sender sequence
number = i ®ass 1) and from Tables 5.5 and 5.7 and mapping Prim, the only outgoing arcs with destination
states not in V((Qi\f fé]\é g) ((3];4 féjz fi) are labelled by the Receive service primitive.

Hence, because Vip.i) contains only class 2a and 3a markings, then the closure of all markings in Vi)

CLOSURE(V,;3 ), will contain only class 2a and 3a markings with the same sender sequence number of

i®pms 1. Because Cis ;) Is the e-closure of M(%féj\ﬁ)l),(MR,o,l,o,O) € Vip,i) and Cis ;) contains all class 2a and

3a markings with a sender sequence number of ¢ &g 1, the lemma is proved. O

Corollary 6. From Lemma 9 wheni =1, C'5 1) € St and hence (C1),Send, Cqy) € Adet,

This result is illustrated in Fig. 6.10 for C'(5 ;). Note that C 5 ;) covers all class 2a and class 3a markings in

VQ(MS’MR), and that C'3 ) covers all class 2a and class 3a markings in VI(MS’MR). By inspection of Equations

(6.48) and (6.56), we find that C's ;) is equal to C 3 ;¢,,51)- We can now state and prove a lemma that builds
the rest of the structure of our parametric deterministic FSA through lazy evaluation.

Lemma 10. Vi € {O,l,...,MS}, 0(3’,5) S Sdet, 0(4’1‘) € Sdet, (0(37i),RECEive,C(47i)) S AdEt, and
(0(4@, Send, 0(371'@1»451)) S Adet.

Proof. We know from direct construction and Corollary 3 that C, € S9* and from Corollary 4 that when i = 1
is substituted into Equation (6.48), we get C'3 1) € St and (Cy, Send, C)) € Adet From Corollary 5, we
know that when substituting < = 1 into Equation (6.52), we get C4 ;) € Sdet and (C3,1), Receive,Cy 1)) €
A%t \We know that when substituting i« = 1 into Equation (6.56) and i = 2 into Equation (6.48) we get
C(5,1) = C(3,2)- Hence, from Corollary 6, C(3 2 € St and (Ca,1),Send, C3 9)) € Adet,

Repeating the application of Corollaries 5 and 6 for i = 2,3,..., MS we get C(3;),C4,) € St and
{(0(3’2-), Receive, 0(4’2')), (0(471'), Send, 0(3,i€BA451))} C Adet,

The boundary cases where i = M .S and i = 0 are worthy of closer attention. C 4 /s contains the initial
marking, but is a different set of states than C, which only contains M. The successor of C4 /), upon the
occurrence of the Send service primitive, is the set, C'3 o). Hence, C3 ) € Sdet \When MR = 0, Ci0) = C1.
When MR > 0, C39) D C7 and is a distinct set of states from C'; and hence is a distinct state in Sdet,

From Lemma 8 and Corollary 5, when i = 0, we have Cq) € Sdet and (C(3,0), Receive,
Cup) € At The set of states, C(4,0), 1s equal to C2 when MR = 0. When MR > 0, C40) O Cs
and is thus a distinct state in S9*. We know that when substituting i = 0 into Equation (6.57) and i = 1 into
Equation (6.49) we get C5 o) = C(3,1)- Hence, from Corollary 6, (C40,Send, C(3 1)) € Adet Thus the
lemma is proved. O

Lemma 10, along with Cq and C; € S and (Cy, Send, C1), (C1, Receive, C) € A%t means we
have explored all states in S?* and all outgoing arcs of states in S¢, starting from the initial state, using lazy
evaluation. All that remains to complete DF'SARG 5 5,5, 1S designation of halt states.

Halt states of DEF'SARc s ,,r, are those subsets of states of F'SAgc ;4 ., that contain halt states of

FSARGs.0ry- From Definition 35 the halt states of F'SAgc s, Were defined as {M((MS’MR)

1,i),(0,0,0,0,0)°

MS,MR MS,MR . o .
M((2a7i)7(070)70707MR), M((2b7i)7(0707)0707MR) | 0 < i < MS}. sget is trivially a halt state. C; (see Equation
(6.41)) is a halt state as it contains M((QMG’ ﬁ)%RO)OO MR)"
tains M((QJZOS)%%)’O’OMR). C(3,) (Equation (6.48)) is a halt state for each i € {0, 1, ..., M S} because it contains

Mé%,%%i?o,o,wmy Finally, C', ;) (Equation (6.52)) is a halt state for each i € {0,1,..., M S} because it

contains M ((QJZI g%ﬁ)oo MR)" Thus all states of DF'SAgre ;5 ,,r, are halt states.

Our parametric deterministic FSA, DF'SARG ;s 1), 1S thus given by

Cy (see Equation (6.43)) is a halt state as it con-

d d d d
DFSARG(MS,MR) = (S(]\C}S,MR)’ SP, A(]evﬁs,MRy soetv F(]\%S,MR))
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Figure 6.10: Construction of a deterministic FSA showing the addition of C'5 1), the successor of C'4 ;) from Fig. 6.9.
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6.5. Minimisation and Conformance to the SWP Service L anguage

Table 6.1: DF'SARG 5 15y, Where rows 4 and 5 are evaluated for 0 < ¢ < MS.

| Source node | Arc Label | Dest. node | Dest. = Halt? |
Cy Send & true
& Receive Cy true
Cy Send Caa true
Cia Receive Cl true
Cu Send Cs,imus) true

where:

. Sfiﬁs,MR) = {Co,C1,Ca} U{C34),Clu) | 0 < i < MS},

o A%&MR) = {(Cy,Send, C1), (C1, Receive, (), (Co, Send, C(3 1)) }

U{(Cs.5), Receive, Cy ), (Cay, Send, Cz i, 1)) | 0 < i < MSH

° sget = Closure(M((%i’(]g[’g%’o’O)) = (Cp; and

d, . Qd
o F (szts,MR) = S(i/;S,MR)'

DFSARG(MS’MR) is represented in tabular form in Table 6.1 and graphically in Fig. 6.11. By convention,
the initial state is shown highlighted in bold and the halt states (all states) are shown as double circles in
Fig. 6.11. The main loop in the lower half of the figure illustrates the repeated behaviour over all values of i,
0 <i < MS, of alternating Send and Receive events, moving from C'3 ;) to C'4 ;) on a Receive event and
from C4 4 10 C(3i0,,,51) ON @ Send event.

6.5 Minimisation and Conformance to the SWP Service Language

Determinisation has removed the effect of the MaxRetrans parameter on the parametric FSA. However, the
deterministic FSA representing the protocol language is not minimal. This is evident from the example in
Fig. 6.12 for M .S = 2 and arbitrary M R, which represents the language generated by the regular expression
(Send, Receive)* Send T, but which could be represented by a FSA with fewer states.

Following the minimisation procedure described in Section 2.4, from DF'S ARG s ., (@nd Table 6.1) it
can be seen that all states are halt states, so we begin with all states placed in the same subset, i.e. {Cy, C1, Cs,
C3,),Cuy | 0 < i < MS}. States are now divided based on the input symbols they accept, either Send
or Receive, giving us the subset {Co, C2,C(4 ;) | 0 < i < M .S} of states accepting the input symbol Send,
and the subset {C1,C(3;) | 0 < i < MS} of states accepting the input symbol Receive. These subsets
cannot be further divided, as all states in the first subset accept only a Send, leading to a state from the second
subset, and all states in the second subset accept only a Receive, leading to states in the first subset. We choose
the representative ‘1’ to represent the first subset in the minimal FSA and the representative ‘2’ to represent
the second subset. Both are halt states and ‘1’ is the initial state, as the first subset contains the initial state
of the deterministic FSA, Cy. Send and Receive edges are defined accordingly. The resulting minimised
deterministic FSA is given by M FSARG s vm = (S(irsarmy» SP Alifsarry: L F (1% arry) Where:

(MS,MR
¢ S(T,}\%MR) = {1,2};
o Alisar) = {(1,Send, 2), (2, Receive, 1)}; and
o FIN& vry = Siirs ar):
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6.5. Minimisation and Conformance to the SWP Service L anguage

_—>
represents Send

—>
represents Receive
Receive

represents a sequence of Send
and Receive actions

—p
represents Send

—> )
represents Receive

Figure 6.12: An example of the deterministic FSA for MaxSegNo=2. The MaxRetrans parameter has no
effect on the deterministic FSA.

65



6.5. Minimisation and Conformance to the SWP Service L anguage

Table 6.2: The minimised deterministic FSA, MFSARG ysmp) representing the protocol language of

CPN(\s,MR)-
Source node Arc Label Dest. node Dest. = Halt?
1 Send 2 true
2 Receive 1 true

MFSARG \r5.p 19 9iven in tabular form in Table 6.2 and is identical to the Stop-and-Wait Service Lan-
guage FSA shown in Fig. 6.1. Note that this FSA is completely independent of the values of the parameters
MS and MR. In the same way that determinisation removed the effect of the parameter M R, minimisa-
tion has removed the effect of the parameter M.S. M FSARG 5 ,,r, thus represents the protocol language
for all of the members of the infinite family of Stop-and-Wait protocol models, i.e. all positive values of
MS and all non-negative values of MR. MFSARG s,y IS identical to the Stop-and-Wait service of

(Send, Receive)* Send T, This verifies that the SWP does indeed satisfy the Stop-and-Wait property for
all allowable values of the parameters, and thus Theorem 2 is proved.
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Chapter 7

Conclusions and Future Work

This report documents the research acitivites carried out as an extension to the work in [36] and a continuation
of the work in [39]. It represents completion of some of the future work activities identified in [36, 39]. This
report is a further step in the protocol verification methodology for the parametric verification of the infinite
class of Stop-and-Wait Protocols, that of language analysis. This work, incorporating aspects from all three
reports ( [36,39] and this report) has been written up in [35].

In [39] the aglebraic representation of the infinite number of RGs of a parameterised CPN model of the Stop-
and-Wait Protocol was extended to include the maximum number of retransmissions parameter, in addition to
the maximum sequence number parameter. This has represented a significant increase in the complexity of the
algebraic expressions, as can be gauged from the quartic increase in the number of nodes and arcs of the RG in
the MaxRetrans parameter (documented in [39]), in addition to the (only) linear increase in the MaxSegNo
parameter.

The algebraic expressions representing the RGs of the infinite class of Stop-and-Wait Protocols has been
proved correct in [35,39], and from these expressions a number of properties were proved. These included:
an expression for the size of the RG in both parameters; the absence of unexpected deadlock; the absence of
livelock; absence of unexpected dead transitions; and channel bounds. These properties were proved directly
from the algebraic expressions, and thus are proved for all values of the (unbounded) parameters. However, the
language analysis conducted in [36] for expressions in the MaxSegNo paramter only (with MaxRetrans=0)
had not been extended to take both parameters into account.

In this report, we have successfully verified that all instantiations of the Stop-and-Wait Protocol conform to
the stop-and-wait service language. We have derived a parametric FSA directly from the parametric reachability
graph, and performed both determinisation and minimisation directly on the parametric FSA. The parametric
FSA, when determinised and minimised, reduces to a simple, non-parametric FSA describing exactly the ser-
vice language. Hence, our parametric analysis of the Stop-and-Wait Protocol, parameterised with the maximum
sequence number and maximum number of retransmissions, is now complete.

Outstanding future work activities also include the extension of this work to the SWP operating over a
reordering medium, rather than a FIFO medium, and the extension of this work to include windows (i.e. the
Sliding Window Protocol) as a step toward more complex flow control protocol such as TCP’s data transfer
protocol. In addition, we hope to extend the work on SWP to incorporate data independence principles [68,85],
so that properties about data (in addition to properties about sequences of events only) can be verified.

Ultimately, it is desired that the experience gained in doing so would lead to computer support tools that
would partially or fully automate this procedure.
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