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Summary

Trading is a fundamentally important aspect in the realisation of Open Object—based
Distributed Systems (OOBDS), and has been the joint topic of standardisation by the
International Organisation for Standardisation (ISO), the International Electrotechnical
Commission (IEC) and the International Telecommunications Union (ITU-T) as part of their
work on the Reference Model for Open Distributed Processing (RM-ODP).

Trading is an information infrastructure service that allows software entities to advertise, or
exporta service or resource to a trusted third party, known as the Trader. The service or resourc
being exported usually has properties associated with it, which may be static or dynamic. The
Trader maintains a database of exported services which includes the type of service which i
advertised and properties associated with the service.

The application of Trading to Electronic Commerce is an area yet to be explored, where the
services traded are of a commercial nature, and the Trader is used to match clients witl
appropriate service or resource providers. With the potentially widespread use of Traders fo
electronic service location, it is important that the Trading standard is error—free and
unambiguous. Itis also important to ensure that the Trader is as efficient as possible, especial
when interworking with other Traders. One way to ensure correctness of the Trader is to create
formal model which can be analysed to verify that the model behaves as expected under a
conditions.

Coloured Petri Nets (CPNs) have been used to model the RM—ODP Trading standard. This he
resulted in the creation of two models which view Trader interactions at different levels of
abstraction. The first model provides a description of the interactions between the Trader
Importers and Exporters. The second model provides a more detailed description of the interné
logic of the Trader and concentrates on the interworking protocol used by Traders when
cooperating.

Analysis of the Trader models has been performed using Occurrence Graphs (OGS). In certal
scenarios, it was found that the use of OG’s with Equivalence Classes resulted in a significantl
smaller equivalent OG. This was useful when verifying correct behaviour of the Trader,
especially in scenarios involving interworking where the CPN model displays a great deal of
concurrent behaviour.
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As a product of the modelling exercise, a number of omissions and ambiguities in the RM—ODF
Trading standard were detected, especially with regard to the interworking protocol. More
specifically, these omissions relate to:

e an incomplete behavioural specification regarding detection of duplicate Queries,
¢ redundant forwarding of Queries to linked Traders whilst interworking,

e non-—deterministic traversal of the entire linked Traders Offer Space which may result

in an incomplete matching of appropriate offers.

As a consequence of detecting these ambiguities/omissions in the Trading Standard, a numb
of suggestions for improvement to the protocol have been proposed. These suggestions we
incorporated into the CPN model and verified using OGs. Traders were placed in a number o
scenarios and the resultant behaviour analysed using OGs. Using the results from a number
scenarios, conclusions about the behaviour of the Trader model in more complex scenarios hay
been made.

Having verified the Trader interworking protocol, the CPN model was used as the basis for
creating a prototype Trader. This Trader was used in a concept demonstrator which applie
Traders to the provision of a distributed electronic commerce lookup service. The prototype is
implemented using Java and its built—in distributed object facility known as Remote Method
Invocation (RMI).
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Chapter 1

Introduction

This chapter provides context and motivation for the investigation presented in this thesis. |
also includes the study’s aims, scope and structure.

1.1 Motivation

In recent years, it has become increasingly evident that society is becoming “wired”, and
information technologies are finding their way from the business domain into the home. In
particular, the Personal Computer has increased in performance whilst decreasing in real cos
Couple this with continually improving communications infrastructure and service provision by
telecommunications providers [113], and society is poised for the emergence of wide—scale
community networking [91]. This term refers to the widespread use of networked information
technologies by the general community on a metropolitan scale.

Of particular interest to many businesses is the opportunity to implement an Electronic
Commerce strategy, which will provide them with a new medium for conducting business with an
audience ranging from the local to the global community. This raises a new problem for
consumers of these services : the discovery of electronic services and resources [26].

Trading [16] is an information infrastructure service which allows software entities to
advertise, oexporta service or resource to a trusted third party, known as the Trader. The service
or resource being exported usually has properties associated with it, which may be static o
dynamic. The Trader maintains a database of exported services which includes the type of servic
being advertised and its associated properties.

Trading is a fundamentally important part of the realisation of Open Object—based Distributed
Systems (OOBDS) [3] and has been the topic of standardisation by the International Organisatio
for Standardisation (ISO), the International Electrotechnical Commission (IEC) and the



International Telecommunications Union (ITU-T) as part of their work on the Reference Model
for Open Distributed Processing (RM—-ODP) [3].

The RM—-ODP Trading standard was developed to facilitate the dynamic location of resources
or services, such as for example, a printing service in an OOBDS. The application of Trading tc
Electronic Commerce is an area yet to be explored, where the services traded are of acommerc
nature, and the Trader is used to match clients with appropriate service or resource providers

With the possibly widespread use of Traders for electronic service location, it is important that
the Trading standard is error—free and unambiguous. Itis also important to ensure that the Trad
is as efficient as possible, especially when interworking with other Traders.

In order to engineer reliable Open Distributed Systems, there is a need for formal modelling
techniques. Such techniques must be capable of capturing the essence of a system in a man
which is readable and moreover, utilise a mathematical basis that allows the system to be formall
analysed. One way to ensure correctness of the Trader is to create a formal model which can |
analysed to verify that the model behaves as expected under all conditions. Coloured Petri Ne
(CPNs) [66] are a formalism which has been developed for modelling and analysis of concurren
systems. They have a graphical form which is intuitively readable, and an underlying formal
semantics which provides a basis for formal analysis. In addition, a tool—set exists for the
creation, simulation and analysis of CPN models called Desigri*CBR.

1.2 Research Aims

In order to obtain a clear and unambiguous description of the ODP Trader, it is important to
make use of a formal description technique. The principal aim of this thesis is to use the
RM-ODP Trading standard as a specification for the creation of an extendable, executable mod
of the Trader using CPNs. When developing the model, issues including concurrency anc
hierarchical structure will also be addressed.

Having created a CPN model of the Trader, a second aim is to verify this emerging standard
with special emphasis being placed on the interworking protocol used by the Trader. This will
require analysis of its dynamic behaviour using the Occurrence Graph [66] and Occurrence
Graphs with Equivalence Class [68] techniques, both of which are implemented in the
Design/CPNP software package.

Analysis of the model aims to verify the correctness of the Trader, as specified in the ODP
Trading standard. It also aims to identify any ambiguities and errors within the standard, and tc
suggest improvements to the standard in such cases.

Having verified the Trader interworking protocol, the third aim of the thesis is to use the verified
CPN model as a specification for the implementation of a prototype Trader. The prototype aims
to demonstrate the application of Traders to the domain of service location in an electronic
commerce environment.



1.3 Scope

The scope of the investigations is large, ranging from smatrt cities and electronic commerce t
formal modelling, verification and prototyping of an international standard.

Much of the work contained within this thesis deals with modelling and analysis of the ODP
Trader using hierarchical Coloured Petri Nets. In particular, a focus is placed on the Trader’s
ability to cooperate anterworkwith other Traders.

The application of Traders to the domain of a distributed commercial services lookup facility is
investigated. Utilising the CPN model of the Trader and its environment, a mapping from the
CPN model into a prototype implementation using Java as the implementation language is
presented.

1.4 Organisation of the Thesis

The thesis is organised into the following chapters and appendices:

Chapter 2 : Smart Cities and Electronic Commerce
This chapter introduces Community Networking, Smart Cities and the Information
Infrastructure required for the widespread adoption of networked computing by the greater

population. Sections of this chapter are based upon work published in [25].

Chapter 3 : Trading and Open Object—based Distributed Systems

This chapter provides an introduction to Open Object—based Distributed Systems including
standardisation efforts in the area and possible implementation strategies. It also provide
an introduction to the Trading function, explaining the entities which are involved in

service Trading and the mechanisms used to control cooperating Traders.

Chapter 4 : Formal Models of the Trader
This chapter examines existing formal models of the Trader including those utilising Z,
SDL and LOTOS. As part of the investigation, areas for improvement when modelling the

Trader are identified.

Chapter 5 : Coloured Petri Nets and Design/CPN

In this chapter, Coloured Petri Nets are described using a high—level model of Trader
interactions as an example. This chapter also provides an introduction to the
Design/CPNP tool, including an overview of its editing, simulation and analysis features.

A paper based upon the example presented in this chapter has recently been published [3¢

Chapter 6 : Modelling Traders with CPNs

A CPN model of a multi-threaded interworking Trader is presented. The model is



described in significant detail, including a discussion of data and control flows throughout
the model. The work presented in this chapter is based upon evolutionary modelling of the
Trader and has been published at different stages of development [27, 28, 29, 31, 32]. Thi
chapter prepares the reader for formal analysis of the model which is presented in Chapte
7.

Chapter 7 : Analysis of the Trader

The model of the Trader is firstly analysed as a standalone entity which can service multiple
requests concurrently. It is then analysed when interworking with other Traders, using a
series of stopping conditions and a recursive perspective on the propagation of Queries
Occurrence Graphs and Occurrence Graphs with Equivalence classes are used to gener:
the state space of the Trader in a number of scenarios, where equivalence classes are usel

reduce the state space under certain conditions.

Chapter 8 : Creating a Prototype of the Trader using Java

In this chapter, a prototype Trading Environment based upon the CPN model of the Tradel
and its environment is presented. Requirements of the prototype and important desigr
decisions are presented. In addition, a description of the the structure of the Java code |
given, along with an introduction and operating instructions for the test—bed application

domain.

Chapter 9: Conclusions and further work
In this final chapter, the contributions of the thesis are identified and areas for further

research are suggested.

Appendix A: Design/CPN model of the Trader
This appendix contains some elements of the Trader CPN model which were not includec

in Chapter 6.

Appendix B: Source Code listing of Trader Prototype

This appendix contains the Java source code listings of the prototype Trading environment

Appendix C: Prototype Trader Trace Output

This appendix contains trace—level output from a sample run of the Trading Environment.

Appendix D: Some thoughts on Trading Applications and Topologies

In this appendix, a number of application domains for Trading are suggested, including
load balancing in a Distributed Operating System, service location in mobile computing
environments and an Electronic Commerce service location function. This appendix is

based upon work published in a number of papers dealing with possible application



domains of Trading [26, 30, 33, 34]. In addition, some topologies for effective
interconnection of Traders are proposed including hierarchical and tree—based link

structures.

e Appendix E : Publications

This appendix provides abstracts of publications related to the work presented in this thesis

e Appendix F : CD—ROM
This appendix contains the Design/CPN models of the Trading Environment presented in
Chapter 6 and Analysed in Chapter 7. It also contains the prototype’s Java source code,

copy of the JDK1.1 for Linux and the sample Trace output.



Chapter 2

Community Networking, Electronic
Commerce and Information Infrastructure

This chapter investigates the current worldwide phenomenon of community networking and
examines relevant projects around the world. The role of Electronic Commerce is discussed, as
the importance of information infrastructure to the realisation of widespread community
networking.

2.1 Introduction

There are many aspects that are driving today’s information revolution, ranging from the stead
advances in the power of microprocessors [89] to an increasingly information—literate younger
generation [90]. The widespread adoption of networked computers has advanced from th
domain of business into the home. Users are no longer content to use a standalone computer &
are demanding the ability to interact and exchange information with other users. As a
consequence of these driving factors, the concept of community networking is becoming a
reality, as witnessed by several pilot projects around the world.

Community networking provides an opportunity for citizens to interact as they have never done
before. Information and services that are of a local nature can be made available in a simple ar
cost—effective manner. In order to make such an information medium effective, however, it is
important that users have easy access to networked computing. The scale of communit
networking may range from city—wide to municipal to global.

As a consequence of community scale networking, Electronic Commerce (E—Commerce) is
expected to become an increasingly significant aspect of businesses which utilise the rapidl
emerging communication infrastructure being created by telecommunications companies.
Education will benefit from the installation of an advanced information infrastructure, with the
prospect of lifetime learning becoming an imperative [109].



This chapter will show how E-Commerce provides a significant application domain for service
Trading, where the problem of resource location in a distributed system becomes apparent.

2.2 Smart Cities

There are a number of projects underway throughout the world which may be considered to b
“Smart City” projects. In general, such projects are city—wide in scale and aim to provide
significant improvements in services available to residents and businesses located there. The
projects could be considered test—beds for the widespread use of leading edge informatio
technology. It is anticipated that results obtained from Smart City projects will be used in the
widespread adoption of electronic services networking in the community at large. This is the
concept of Community Networking.

Smart City projects range from local government initiatives [92], through to large scale,
long—term city improvements [95]. One of the common driving factors behind these projectsisto
improve the region’s commercial viability through the development and implementation of
advanced information systems and infrastructure. In particular, there are major projects
underway in Silicon Valley, U.S.A [93], Singapore [94], Malaysia[111] and Adelaide, Australia
[95] which aim to provide improved business functionality to the region through the adoption of
E—Commerce initiatives.

2.2.1 Smart Valley Inc.

This project is one of the initiatives of the Joint Venture Silicon Valley Network and aims to
“demonstrate the positive value of the application of technology in education, healthcare, local
government, business and the home” [93]. The Smart Valley Initiative aims to “improve the
economic vitality and quality of life in the greater Silicon Valley region”. The main users of the
regional network are schools, local businesses and members of the community. The Smart Valle
Public Access Network has been created to provide free Internet access in public locations such
schools and libraries.

In 1994, CommerceNet was created by Smart Valley Inc. as a large scale trial of electronic
commerce via the Internet. It is now a separate non—profit organisation and is growing rapidly,
with a large number of affiliated organisations and business members around the globe. Itaimst
promote the use of Internet technologies for electronic commerce through the adoption of pilos
projects and the dissemination of project results to CommerceNet member organisations. Thi
means that members of CommerceNet are able to benefit from other members’ experience in tf
implementation of electronic commerce systems.

2.2.2 Singapore 1T2000

The Singapore IT2000 : Intelligent Island project [94] aims to connect schools, factories,
workplace and homes to a high speed data network by the year 2000, thereby improving
communications and information opportunities for the island’s citizens.



The Intelligent Island project is aimed toward improving the way business is conducted and, in
addition, to providing the people of Singapore with improved living conditions, through the
application of technologies to leisure services such as cable television (CATV) and video on
demand (VOD).

When developing the IT2000 plan, the major economic sectors of Singapore were consulted t
determine their requirements for such a system. The designers obtained information from man
diverse areas of business, thereby allowing the 1T2000 project to provide benefits to more thal
just the traditional users of information technology. Itis expected that this will foster the creation
of many new applications.

2.2.3 The Multimedia Super Corridor

The Multimedia Super Corridor (MSC) is a project currently progressing in Malaysia as part of
its 2020 vision national agenda. It has been described by Wired magazine as a project which wi
attempt to “turn .. jungle into a futuristic, fibered, 30—mile—long technopolis” [110]. A more
official description indicates that the MSC aims to accelerate Malaysia’'s entry into the
Information Age [111].

The project is based upon a greenfaddidor which is 15 km wide and 30 km long, stretching
from downtown Kuala Lumpur to the Kuala Lumpur International Airport which is also under
construction. Within this corridor, two Smart cities are to be Hiitrajayawhich will become
the next administrative capital of Malaysia, &@yberjayawhich will be an “intelligent city with
multimedia industries, R&D centres, a Multimedia University and headquarters for a number of
multinational corporations” [111].

As a driving force behind the MSC, seven mé&jagship Applicationdave been identified,
which include the following: Electronic Government, Multi—-Purpose Card, Smart Schools,
Telemedicine, R&D clusters, Worldwide Manufacturing Webs and Borderless Marketing.

Cyberjaya is planned to accommodate a maximum population of 240,000 people and is to b
constructed over four phases, commencing in 1997 and reaching completion in 2020. It is
intended to be a “sustainable intelligent city tailored to meet the living and business needs o
multimedia developers and users” [112].

2.2.4 The Multi Function Polis

The Multi-Function Polis (MFP) is a joint undertaking of the Australian Federal and South
Australian governments. The project’s long—term aims concern economic, social and
environmental issues with a global rather than local focus. The prime objective of the projectis tc
create a community that is internationally recognised as a model for sustainable developmer
based upon advanced information technology and telecommunications (IT&T) [96].

A 620 hectare urban community development known as “Mawson Lakes” is currently under
construction and is expected to take 10 years to complete. The site includes the Levels campus
the University of South Australia, and the adjacent Technology Park. One of the main aims with



respect to information technology is to “demonstrate the utility of advanced IT&T services in the
home ... measured by efficiencies in running costs and improved quality of life for residents”
[96]. Forthe business community, the MFP aims to “deliver advanced IT&T—enabled services to
businesses and institutions, both off and on the site, that are commercially sustainable and provic
substantial and measurable gains in productivity” [96].

2.3 Community Networking

There is a growing acceptance of community networking as an important contributor to
community well-being [107]. As information technology makes its way into the home, it is
important that there are public electronic places that allow citizens to interact and discuss iSSue
that are important to them. Such a facility can be provided by community networks, where
members of the community can participate in discussions of local significance. In some cases
local government has been responsible for the creation of such electronic resources [92]. In oth
cases, it has been the enthusiasm and hard work of volunteers [97] that has created a pub
information service. In either case, the result is a freely accessible public resource that provide
citizens with a means for obtaining relevant local information, and the opportunity to discuss
matters on a localigtservmailing lists) and global levelUsenetnewsgroups).

As an example of where community networking could be useful, consider the ongoing
installation of two Hybrid Fibre—Coaxial (HFC) cable networks in Australia (see section 2.4 on
Distribution Technologies). The cable network is being strung between existing electricity poles
and has been the subject of widespread objections by members of the community who consider
to be an ugly intrusion on the landscape.

If there was a community network in place, it would be possible for citizens to voice their
opinion on this matter in specialised discussion forums, or directly via e—mail to their local
representatives on the council. Aninformed debate on the matter would allow concerned citizen
a forum to voice their opinions and increase the possibility of finding a solution to the situation.
Without such a forum, the only forms of objection possible are a letter to council and the physical
blockade of workmen attempting to install the network [108]. Unfortunately, little dialogue has
been entered into, and the problem is far from being resolved.

Ironically, with the installation of the HFC network, more users will be connected to a
high—speed data service and community networks will become possible, benefiting the
community as a whole.

2.4 Local loop Transmission Infrastructure

In order to make Smart Cities, Community Networking and E—-Commerce a reality, it is
necessary to provide an advanced communications infrastructure. This includes technolog



which “moves the bits” and also encompasses software that manages the infrastructure ar
provides users with different types of telecommunication services.

There are a number of different technologies that may be used for the provision of date
communications services to consumers. They range from fibre-to—the—-home (FTTH) [103],
which provides the largest available end—user bandwidth, to analogue modems (see section 2.4.
operating over the Public Switched Telephone Network (PSTN). FTTH requires significant
infrastructure investment whereas analogue modems can make use of existing twisted pa
telephone cables. An alternative to FTTH is the installation of a Hybrid Fibre Coax (HFC) system
which requires significant investment, but utilises existing coaxial cable technologies, thereby
reducing the complexity of the end—equipment in the consumer’s premises.

Australia’s two major Telecommunications Network Operators, Telstra [144] and Optus
Communications [146] have been undertaking extensive improvements to the information
infrastructure of Australia. Both companies have installed significant amounts of fibre optic
cable throughout Australia’s capital cities. The immediate application which will utilise this
investment in infrastructure is expected to be Video Entertainment in the form of CATV.

There is a great deal of competition for the telecommunications services market and it will
become more competitive as the number of services offered to consumers increases. In &
attempt to foster the rapid installation of information infrastructure, the MFP project has named
Telstra as the “preferred supplier” for information services in the MFP stage one housing
development [95].

2.4.1 Analogue Modems

At present, the fastest standardised data rate of analog modems is the V.34 bis standard tt
allows full duplex communication at 33.6 Kbps. This is a significant increase over the 2.4 Kbps
modems that were prevalent in the late 1980’s. Proprietary solutions from US Robotics [142] anc
Rockwell [143] have extended this data rate to 56Kbps although neither of these competinc
solutions have yet been standardised. It is possible for users to obtain satisfactory performanc
from 33.6 Kbps modems when used for e-mail and World Wide Web (WWW) browsing. Of
today’s Internet users, 70% consider e—mail and 30% the WWW to be the primary benefit of
Internet connectivity [99]. If local calls remain un—timed, it seems certain that analogue modems
will remain popular even into the 21st century since they are cheap and relatively easy to operat

WebTV Networks launched a new technology known as WebTV [98] in 1996. It consists of the
following components:

e a WWW browser that utilises a proprietary Graphical User Interface (GUI) designed for

use with a remote control,
e image enhancement hardware which reduces flicker on conventional TV sets,
e asmart card slot and

e a 33.6 Kbps modem for communication.

10



The licensing of WebTV to a number of consumer electronics manufacturers has increased th
probability of WebTV becoming a de—facto standard for Internet access using a television. User
are able to browse the WWW, send and receive e—mail and perhaps most importantly, be able
conduct commercial transactions electronically by the use of a smart card.

Most telephone switches are connected to the rest of the telecommunications network viz
fibre—optic backbones that are able to transfer large amounts of digital information at very high
speeds. This means that most traffic is transmitted in a digital form, even if it originated as ar
analogue voice signal.

2.4.2 ADSL

The Asymmetric Digital Subscriber Loop (ADSL) [105] takes advantage of the existing
investment in PSTN infrastructure, namely the copper twisted pair which is connected to mos
premises in the western world. Using a sophisticated compression technique, ADSL is capable
supporting downstream (to the customer) data rates from 608 Kbps up to 6 Mbps and upstreal
data rates ranging from 9.6 to 944 Kbps [106]. The technology is sensitive to the distance
between the telecommunications service provider’s ADSL hub, and the customer premises
equipment.

As indicated by its name, ADSL is asymmetric, allowing data to be transmitted at a greater
downstream rate than upstream. It is common for domestic Internet users to have a greater ne
for downloading information (downstream) than uploading it (upstream). There is also a
technical rationale behind the asymmetrical nature of ADSL since it facilitates the minimisation
of cross talk between multiple wires that have been collected together into a cable.

2.4.3 Cable Modems

The distribution of Cable Television (CATV) takes place over a coaxial cable connected to the
customer premises. The market penetration of CATV is smaller than that of the PSTN twistec
pair, but the use of a cable modem on the CATV connection promises to ultimately provide
consumers with a faster data service than ADSL. Being asymmetrical in nature, cable modem
offer a downstream data rate up to 30 Mbps, and an upstream data rate of 2-3 Mbps. Cab
modems use a shared medium, which means that multiple consumers must share the availat
bandwidth.

Cable modems have appeared in a number of test-beds conducted by companies includir
@Home, Time Warner Cable and BellSouth Corp. In the United States of America (USA),
coaxial cable is laid past 97% of all households [102], with 65% of all households being CATV
customers. In Australia, two individual HFC networks have been under construction since 1997
by Optus Telecommunications and Telstra Australia.
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2.4.4 1SDN

The Integrated Services Digital Network (ISDN) is a purely digital service which operates over
an Integrated Digital Network which is now the major part of the PSTN. It provides consumers
with a 144 Kbps data connection that is split into 2x64 Kbps + 1x16 Kbps (2 Basic and 1 D)
channel. In addition, it is rarely available outside major metropolitan areas. When comparec
with the current data rates offered by analog modems, ISDN offers a marginally increased dat
rate for residential consumers, but is expensive and can be difficult to set up [98].

ISDN has been the subject of standardisation since the mid 1980’s and has failed to claim .
significant share of the market in the USA, UK or Australia, however it is reasonably widespread
in Germany.

2.4.5 Fibre to the Curb/Home

Fibre to the Curb (FTTC) and FTTH [103, 104] are options with the greatest data rate potential
for consumers. In the installation of FTTH and FTTC, labour costs are the greatest, and this cos
is the same regardless of the medium being installed. This means that when a distributio
technology is installed in a new residential development, it is economically viable to install fibre
rather than coaxial cable because it is the digging of the trench and laying of the fibre which is
expensive, rather than the cost of the fibre itself. It is more difficult, however, to get suitably
qualified fibre optic technicians than coaxial technicians.

Greenfields sites such as new housing developments are prime candidates for the installation
FTTH or FTTC, since itis possible to install the infrastructure in common access trenches wher
telecommunications infrastructure is installed.

2.5 Electronic Commerce

The field of electronic commerce is built upon a number of research areas. Of primary
importance is the telecommunication connection that links consumers and service provider:
which must provide users with adequate response times. Also of significant importance is the
existence of a secure electronic transaction protocol, which ensures the privacy and integrity o
electronic transactions.

Having obtained good access and secure transactions, the final step is to match consumers w
service providers. Presently, the most common method of matching consumers with service
providers is the use of search engines on the Internet. As will be discussed, this technique does
satisfactorily scale globally, and does not ensure the correct matching of services to requests.
fact, many users find search engines to be inaccurate and frustrating since they typically provid
many thousands of matches, many of which are not relevant to the query.
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2.5.1 Smartcards

A smartcard is a plastic card of similar dimensions to a credit card, but with one major
difference: the inclusion of an integrated circuit electronic chip which is capable of performing
calculations and storing data. A significant advantage of smartcards for consumers is the abilit
to combine a number of functions into one smartcard [100]. Smartcards have a much higher leve
of security than traditional credit cards, which utilise insecure magnetic strip technology. This
means that smartcards have the potential to hold money, personal medical information or eve
biometric security information. As secure electronic transaction (SET) protocols [101] become
adopted, it is likely that smartcards will be used to perform safe monetary transactions online an
provide users with an electronic wallet.

2.5.2 Entrepeneurial Activity

Perhaps more than any technology of the 20th 