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supplies goods/services

accepts and processes
Payment
Handler

payment for Merchant
Delivery

Handler

receives and pays for

requested goods/services| - E

handles delivery
for Merchant

erchant
Customer Care
rovider

resolves disputes




Phase Event Consumer Merchant

o | _ _offer Request (for Purchase) _____ )
2 Trading Protocol Options (TPO)
Offer «—— 3 TPO Selection
Offer Response
—4 Payment Handler
5 Payment Request
Payment (Protocol Data) Exchange
Payment«— 6 Y ( ) 9
Payment Response
=7 Delivery Handler
Delivery Request
Delivery o—[s Deli R
9 elivery Response

«—— IOTP message exchanges — — — - Outside the scope of Baseline IOTP






<IELEMENT lotpMessage
( TransRefBIK,

SigBIk?,

ErrorBlk?,

( AuthRegBIK |
AuthRespBIk |
AuthStatusBIK |
CancelBIK |
DeliveryReqgBIK |
DeliveryRespBIk |
InquiryReqBIK |
InquiryRespBIK |
OfferRespBIk |
PayExchBIK |
PayReqBIk |
PayRespBIk |
PingReqgBIK |
PingRespBIk |
TpoBIk |
TpoSelectionBlk

)*

)>

(@)

annotation
_—

An IOTP Message is composed of:

1 - Transaction Reference Block,

0 or 1 - Signature Block,

0 or 1 - Error Block,

0 or more - Trading Blocks from

the following list that contains:
Authentication Request Block
Authentication Response Bloc
Authentication Status Block,
Cancel Block,
Delivery Request Block,
Delivery Response Block,
Inquiry Request Block,
Inquiry Response Block,
Offer Response Block,
Payment Exchange Block,
Payment Request Block,
Payment Response Block,
Ping Request Block,
Ping Response Block,
Trading Protocol Options Bloc
TPO Selection Block.

<IELEMENT TransRefBIk
( Transld,
Msgld,
RelatedTo*
)>

l annotation

A Transaction Reference Block
is composed of:
1 - Transaction Id Component
1 - Message I|d Component
0 or more - Related To Compont

(b)



O©CoO~NOUIAWNE

<lotpMessage>
<TransRefBlk ID="M2.1">
<Transld ID='"M2.2'
Version="1.0'
lotpTransld="abc123'
lotpTransType='BaselinePurchase'
TransTimeStamp="2003-01-01T11:30:02Z+0930">
</Transld>
<Msgld ID="M2"'
ResplotpMsg="C1'
xml:lang="english’
TimeStamp="2003-01-01T11:31:28Z+0930">
</Msgld>
</TransRefBIk>
<OfferRespBlk ID='"M2.3">
<Status ID="M2.4'
StatusType="'Offer'
ProcessState="CompletedOKk'
</Status>
<Order ID='"M2.5'
Orderldentifier="Bk658.054678E13'
ShortDesc="1 IOTP BK by Burdett'
</Order>
<Payment ID="M2.6'
OkFrom='2003-01-01T11:32:00Z+0930'
OkTo="2003-01-07T11:32:00Z+0930'
SignedPayReceipt="True'
</Payment>
<Delivery ID="M2.7"'
DelivExch="True'
DelivAndPayResp="False'
</Delivery>
</OfferRespBIlk>
</lotpMessage>






Consumer Merchant

Offer Request

TPO Selection

A 4

Offer Response

<

(a) Brand Dependent Offer

Consumer Merchant

Offer Request

TPO &
Offer Response

(b) Brand Independent Offer

<«—— |OTP message exchanges

Payment
Consumer Handler

Payment Request

Payment (Protocol
Data) Exchange

A
A 4

Payment Response

(c) Payment

Delivery
Consumer Handler

Delivery Request

»
P>

_ Delivery Response

(d) Delivery

— — —» Outside the scope of Baseline IOTP

Consumer

Payment Request

Payment
Handler

Payment (Protocol
Data) Exchanges

A 4

<

Payment Response
_ & Delivery Response

Y

Authenticator

(e) Payment-and-Delivery

Authentication
Request

Authenticatee

Authentication
Response

Y

A

Authentication
Status

(f) Authentication

Y







Consumer Merchant
Offer Request
___________ _> - e = - eeeaa-
TPO :
Offer <
documen TPO Selection
exchange
(Brand Offer Response
Dependent)
Payment
Consumer Handler
Payment Request o
Payment Payment (Protocol .
documen Data) Exchange R .
exchange
| PaymentResponse |- ...l
Delivery
Consumer Handler
DeIivery Delivery Request O
document Delivery Response
exchange EE—— MR
—

4—
- — — —» Transfer outside the scope of Baseline IOTP

Consumer Merchant
Information on what
is being purchased
] Order,Payment,Delivery
) |
"~ Consumer Merchant
T Information on what
is being paid for
=== == >
1. Brand List
Brand Selection R
»
1 Payment Payment
Handler

DT Brand Selection,Payment

Payment Scheme (Exchange)

1<
_____ ;< Payment Receipt
Consumer Merchant
Information on what
is being delivered ’|
b - ROEEEEED
Part 1 i i
g Order,Delivery Delivery
| Handler

Order,Delivery,
Payment Receipt

Delivery Note

Offer
trading
exchange

Payment
— trading
exchange
(*Payment
information
is brand

dependent.)

Delivery
trading
exchange

IOTP message exchanges (in document exchanges), or exchanges of trading components (in trading exchanges)
. Relationship between document exchanges and trading exchanges









Delivery

Consumer Merchant Consumer Payment Consumer
— — Handler — Handler
Offer Request — —
(for Purchase) N Payment Request Delivery Request
TPO Payment (Protocol Data) Exchange Cancel
Cancel Cancel
— — — — — —
(a) (b) (c)
Payment
Consumer Merchant Consumer Merchant He)tlndler
= = = Offer Request = |}
Offer Request (for Purchase)
(for Purchase) | |- = === == == >
———————————— > TPO
TPO TPO Selection
. Offer Response
TPO Selection P
Payment Request
Offer Response Payment (Protocol Data) Exchange
Payment Response
Cancel
> Cancel R
— — — — —
(e)

(d)



Event No.

N o g b

Consumer

<

Merchant
TPO

TPO Selection & Warning Error

A 4

Offer Response

&
<

Payment Request

Payment Handler

Transient Error

A

Payment Request (retransmitted)

CANCELLED

Payment Response

A

Delivery Request

Delivery Handler

Hard Error

»
P

&
<

* Time, as specified by MinRetrySecs (MRS), has elapsed.

CANCELLED


















Purchase Purchase
starts starts

Purchase

Offer Offer
Payment Delivery
y
Delivery Payment

A
Purchase Purchase
completes completes

(a)

(b)

Payment-and-Delivery

[Payment Request

[Delivery Request

Payment
Data

[Payment Receipt

Advance
Payment?

Payment

Delivery
|

[ Delivery Response
I

Purchase
completes

(c)

Purchase
completes

(d)

Purchase
starts
A
Offer
y
Payment
y

Delivery

Timeout,
Continue?
no
Purchase
completes

(e)



















Layer 7

Layer 6

Layer 5

Layer 4

Layer 3

Layer 2

Layer 1

Open System A Open System B
Protocols

Application Application

Presentation Presentation

Session [ s s s s s s s eaaaeee e Session

Transport

----------------------
Data Link [ = =« e e e e e e e e a e Data Link

Physical

Transport

Physical



(N+1)-layer

(N-1)-layer

(N+1)-layer

(N)-layer &
layers below

service

(N)-service-user / primitive \ (N)-service-user

deliver

submit

—__(N)-SAP

(N)-service-access-point

(N)-service

A

(N)-entity

peer entity

A

(N-1)-service

submit

(N)-SAP

deliver

(N)-service-provider







I0TS User

I0TS-primitivel.req

I0TS-primitivel.cnf

I0TS Provider

IOTS User

I0TS-primitivel.ind
—

IOTS-primitivel.res

IOTS User

I0TS-primitive2.ind

I0TS Provider

I0TS User

IOTS-primitive2.ind
——————>



(N+1)-layer

(N)-layer

(N-1)-layer &
layers below

| (N)-service-user | | (N)-service-user |

(N)-SAP (N)-SAP

(N)-service-provider

(N)-protocol
| (N)-protocol-entity |< --------------- >| (N)-protocol-entity |

(N-1)-SAP (N-1)-SAP

(N-1)-service-provider




TN

USER REQUIREMENTS j

Structuring

[ ARCHITECTURAL DESIGN j

| Applied to each layer of Defining Service
the protocol architecture

SERVICE SPECIFICATION

I
I _’I
l I . Performance
Verification Synthesis .
| Evaluation
| \
| PROTOCOL SPECIFICATION
I
Conformance Automatic Implementation
| Testing
I
I

TARGET IMPLEMENTATION j




-

( Service State Space

|

;>[ Service Validation

( Service Language ( Protocol Language )

\ /

( Language Comparison )

verification against service

IETF RFC 2801

Protocol Definition

-

I
I
I
| ( Protocol Model
I
I

)

)
:

)

)

Protocol State Space

-

( Protocol Analysis

verification of properties






L Service Definition )4
! :
( Service Model )1 ----- .
¥
( Service State Space J
( Defined-Local Service Language ) ( Projected-Local Service Language )

\ /

I
I
I
| ( Language Comparison } -------------------
I
I
I

‘ Debugging
( Validated Service Model )
'l‘ Service Validation

((Global) Service Language J










Delarations#1 PayExchange#2

Consumer

Payment_Handler

PHandler#4



[5s]

Consumer

Ll

lotpMQ

h

IS
= Payment_Handler

1]
Crrrocon)

PHToCon )«

N

lotpMQ




IDLE q
SndPayReq_C [«

WAIT g™\ [TransRefBIk,PayReqBIK] ]
PROCESS q
It SndPayExch_C [« ~
WAIT g™ [TransRefBlk,PayExchBIk] ]
[ s=WAIT orelse s=PROCESS ]
S q
SndCancel_C |«
CANCELLED g™ [TransRefBlk,CancelBIk] ]
IDLE |y [ s=COMPLETED orelse s=CANCELLED ]
s ) m:q
Consumer Discard_C [«
State a
WAIT [TransRefBlk,PayRespBIk]::q
RcvPayResp_C
COMPLETED q
WAIT [TransRefBIk,PayExchBIK]::q
N RcvPayExch_C [« —(_ PHToCon ) [F][n]
PROCESS q otpMQ
[ s=WAIT orelse s=PROCESS ]
S [TransRefBlk,CancelBIK]::q
RcvCancel_C [«
CANCELLED q
PROCESS q
SndPayResp_P |«
COMPLETED g™ [TransRefBlk,PayRespBIk] ]
PROCESS q
A SndPayExch P |« (_PHToCon ) [¢][ou]
WAIT g™ [TransRefBlk,PayExchBIk] ] 10tpMQ
[ s=WAIT orelse s=PROCESS ]
S q
SndCancel_P [«
CANCELLED g™ [TransRefBlk,CancelBIK] ]
IDLE K [ s=COMPLETED orelse s=CANCELLED ]
s N miq
PHandler Discard_P I
State 4| a
IDLE [TransRefBlk,PayReqBIk]::q
RcvPayReq P [«
PROCESS q
WAIT [TransRefBlk,PayExchBIk]::q
N RcvPayExch_P [«
PROCESS q IotpMQ
[ s=WAIT orelse s=PROCESS ]

s [TransRefBIk,CancelBIk]::q
RcvCancel P [«

CANCELLED q













2

Consumer: 1'WAIT

PHandler: 1'IDLE

ConToPH: 1'[[TransRefBlk,PayReqBIK]]
PHToCon: 1]

1

Consumer: 1'IDLE
PHandler: 1'IDLE
ConToPH: 17
PHToCon: 1]

4
Consumer: 1'WAIT
PHandler: 1'PROCESS
ConToPH: 1]
PHToCon: 17]

7

Consumer: 1'WAIT

PHandler: 1'COMPLETED

ConToPH: 1]

PHToCon: 1°[[TransRefBIk,
PayRespBIK]]

15

Consumer: 1'COMPLETED
PHandler: 1'COMPLETED
ConToPH: 1°]

PHToCon: 1'[]

10

Consumer: 1'CANCELLED

PHandler: 1'COMPLETED

ConToPH: 1'[[TransRefBIk,
CancelBIK]]

PHToCon: 1°[[TransRefBIk,
PayRespBIK]]

123:10->19
| Discard_C:{s=CANCELLED,q=[],
|

19

Consumer: 1'°CANCELLED

PHandler: 1'COMPLETED

ConToPH: 1'[[TransRefBIk,
CancelBIK]]

PHToCon: 1]

137:19->26
| Discard_P:{s=COMPLETED,q=[],

26

Consumer: 1'°CANCELLED
PHandler: 1'COMPLETED
ConToPH: 17

PHToCon: 1'[]

I SndCancel_C:{s=WAIT,

I g=[[TransRefBIk,
PayReqBIK]]}

116:7->15
I RevPayResp_C:{g=[]}

™~

=

N
—_— gS)

e
Lo
N
IS}

113:6->13 !
| RevPayExch_C:{g=[]} !

142:23->4
| RevPayExch_P:{g=[]} !

25 31
11 11
17 22 21
11 21 21
16
22
N 11
8:0

6

Consumer: 1'WAIT

PHandler: 1"WAIT

ConToPH: 1°]

PHToCon: 1'[[TransRefBIk,
PayExchBIK]]

13

Consumer: 1'PROCESS
PHandler: 1"WAIT
ConToPH: 1'[]
PHToCon: 1]

23

Consumer: 1'WAIT

PHandler: 1"WAIT

ConToPH: 1'[[TransRefBIk,
PayExchBIK]]

PHToCon: 1]

143:23->28
| SndCancel_P:{s=WAIT,q=[]}

28

Consumer: 1'WAIT

PHandler: 1'CANCELLED

ConToPH: 1'[[TransRefBIk,
PayExchBIK]]

PHToCon: 1'[[TransRefBIk,
CancelBIK]]

150:28->30
|RevCancel_C:{s=WAIT,q=[]}

30

Consumer: 1'CANCELLED
30 PHandler: 1'CANCELLED
1

ConToPH: 1'[[TransRefBIk,
PayExchBIK]]
PHToCon: 1'[]

155:30->11
| Discard_P:{s=CANCELLED,q=[],

11

Consumer: 1'°CANCELLED
PHandler: 1'CANCELLED
ConToPH: 17]

PHToCon: 1']]







(i
#Nodes: 1

I #Arcs: 0
—_——
l£
( _~2: _~|
| #Nodes: 1
#Arcs: 0_/I
s N \

(&~ (TTT T TR g T T ,
| #Nodes: 1 | #Nodes: 4 |
HAres:0_ | #Arcs: 4

1
#Arcs: 0
/
- — — ) VAR - — =
(=2 Y g (-3 ) T ~11:
| #Nodes: 1 | #Nodes: 1 | #Nodes: 1 #Nodes: 1 ——> #Nodes: 1
HAres: 0  HArcs: 0 HAres: 0 _H#Arcs: 0 #Arcs: 0
1 1
1] |1 /
1l 1 [g=r> 1 [gY> 1 (e |A/ 1
1 | #Nodes: 1 I—D] #Nodes: 1 I<1—| #Nodes: 1
H#ArCs: 0 HAres: 0 \ #ArCs: O_I
1 1
JH VAR — = [ VAR J VAR [ VAR
(26 | ( or (s 1 (e 0 )
| #Nodes: 1 | | #Nodes: 1 1| |#Nodes: 1 1 | #Nodes: 1 1 | #Nodes: 1
s 0 | #Arcs: 0 HAICS: 0_ #ArCs: 0_ #rcs:0_|
1
A v !
(T I e YEa (o2~
| #Nodes: 1 | | #Nodes: 1 | | #Nodes: 1 1
\ H#Arcs: 0 \H#Arcs: 0 \H#Arcs: 0 ﬁ/
1 \_ [ |
> #Nodes: 1 |
\ #ATCS: 0_
~28: y -5
#Nodes: 1 \ q #Nodes: 1 F J

#Arcs: 0 #Arcs: 0






Consumer
—

[TransRefBlk, PayReqBIK]

ConToPH PHToCon

Payment
Handler
]

i

| [TransRefBlk, PayReqBIK]

[TransRefBlk, PayRespBIK] |

|
UTransRefBIk, PayRespBIK]

&

&

— —_
(a)
Payment
Consumer ConToPH PHToCon Handler
[ —  — |

[TransRefBIk, PayReqBIk]

I?I

) [TransRefBlk, PayReqBIk]

[TransRefBlk, CancelBIk]

[TransRefBlk, PayRespBIk]

I
| [TransRefBIk, PayRespBIK]

| [TransRefBlk, CancelBIK]
|

==
(c)

|

=]

Payment
Consumer ConToPH PHToCon Handler
— ]

[TransRefBlk, PayReqBIk]

[TransRefBlk, CancelBIk]

I?I

| [TransRefBlk, PayReqBIk]

|
| [TransRefBlk, CancelBIk]

I
|
&

|
&

—  —
(b)
Payment
Consumer ConToPH PHToCon Handler
—  —

[TransRefBIk, PayReqBIk]

[TransRefBlk, CancelBIK]

I?I

[TransRefBlk, PayReqBIK]

[TransRefBlk, CancelBIk]

[TransRefBlk, CancelBIK]

[TransRefBlk, CancelBIK]

o |

&
(d)

]




FSA-(b)
FSA-(a)






epsilor

- text for
) o statistics
i S
FSA
text for



Consumer

deliver submit

Merchant

deliver

Payment
Handler

Delivery
Handler

submit deliver

I0TS Provider

submit

deliver

submit
















Consumer

TradingOffer.req

TradingOptions.ind

TradingOptions.res

TradingResult.ind

I0OTS Provider

Merchant

TradingOffer.ind

«—
TradingOptions.req

TradingOptions.cnf

TradingResult.req

(a) Consumer's selection response required

Consumer

TradingOffer.req

TradingOptions.ind

TradingResult.ind

I0TS Provider

Merchant

TradingOffer.ind

«—
TradingOptions.req

TradingResult.req

(b)) Consumer's selection response not required







Consumer

PayInvoke.req

PayResult.ind (fail)

PayRetry.req

PayResult.ind (ok)

(a) with a payment retry and no payment data exchange

IOTS Provider

Payment Handler

Paylnvoke.ind

«—
PayResult.req (fail)

PayRetry.ind

«—
PayResult.req (ok)

Consumer

PaylInvoke.req

PayData.ind

PayData.res

PayResult.ind (ok)

I0TS Provider

Payment Handler

Paylnvoke.ind

PayData.req

PayData.cnf
—>

«—
PayResult.req (ok)

(b) with a payment data exchange and no payment retry




Consumer

—>]
Delivery.req

Delivery.cnf

I0TS Provider

Delivery Handler

Delivery.ind

Delivery.res

(a) Delivery provided by the Delivery Handler.

Consumer

Paylnvoke.req

Delivery.req

PayResult.ind

Delivery.cnf

IOTS Provider

Payment Handler
PaylInvoke.ind

Delivery.ind

PayResult.req

Delivery.res

(b)) Delivery provided by the Payment Handler.






Authenticator

Authentication.req

Authentication.cnf

AuthResult.req (ok)

IOTS Provider

Authenticatee

Authentication.ind

Authentication.res

AuthResult.ind (ok)
>

(a) successful authentication on first attempt

Authenticator

Authentication.req

Authentication.cnf

AuthResult.req (fail)

AuthRetry.ind

AuthResult.req (ok)

0TS Provider

Authenticatee

Authentication.ind

Authentication.res

AuthResult.ind (fail)
—

AuthRetry.req

AuthResult.ind (ok)

(b)) with authentication retry



Consumer

TradingOffer.req

TradingOptions.ind

Cancel.req

IOTS Provider

Merchant

TradingOffer.ind

TradingOptions.req

Cancel.ind

(a) Cancelled by the Consumer

Consumer

TradingOffer.req

TradingOptions.ind

Cancel.req

IOTS Provider

Merchant

TradingOffer.ind

TradingOptions.req

Cancel.req

(c) Cancelled by both Consumer and Merchant

Consumer

TradingOffer.req

TradingOptions.ind

TradingOptions.res

Cancel.ind

IOTS Provider

Merchant

TradingOffer.ind

TradingOptions.req

TradingOptions.cnf

Cancel.req

(b) Cancelled by the Merchant

Consumer

TradingOffer.req

TradingOptions.ind

Cancel.ind

IOTS Provider

Merchant

TradingOffer.ind

TradingOptions.req

Cancel.ind

(d) Cancelled by the IOTS Provider



IDLE IDLE

Authentication.req Authentication.ind
. A 4 A .
—Sancelreq, Cancelind__ % yor warm) (AUTee_prog-S2neelred, Cancelind___
AuthRetry.ind Authentication.cnf Authentication.res AuthRetry.req

y A 4
Cancel.req, Cancel.req,
/—(AUTor_RETR) AUTor_PRO — _q_\ — —q—( AUTee_WAI AUTee_RETR
| 1 Cancel.ind | | Cancel.ind

I AuthResult.req AuthResult.req | AuthResult.ind AuthResult.ind I

I
——— "N
I
I
I

I
e N EECD it G LT
(a) (b)







TradingOptions.ind
OFR_| TradingOptions.ind
TradingOptions.res

PayRetry.req OFR_

PAYD_RETR

TradingResult.ind

PayResult.ind PayInvoke.re y PayInvoke.re PayRetry.re
Y| q OFR_FW\ Y| q yRetry.req
PayData.ind 1 l .
PayData.res PayResult.ind
PAY1_PROQ PAYl%
. . PayData.ind .
Delivery.req Delivery.req PayResult.ind
A R A
Delivery.re ——
PAYD_PROG ALY PAY1_FIN PayResult.ind
PayData.res PayData.ind Paylnvoke.req
PayRetry.req

PAYD_WAI

PayRetry.req

PayData.res P
PAY2_PRO( PAY2_WAITZ
PayData.ind ) PayResult.ind
PayResult.ind

PayResult.ind Delivery.cnf H
y » DLV_WAIT Y > STOP PAY2_RETR

PayResult.ind

PAYD_RETR







TradingOptions.req

Cancel.req,
Cancel.ind

OFR_FIN

Cancel.req, )
ICancel.ind Cancelind | J
———- -

Paylnvoke.ind

Paylnvoke.ind

PayRetry.ind
( PAYD_RETRY yRetry

PayResult.req

PayData.req
A

Delivery.ind DLV_KEEP)
Delivery.ind
A 4
Delivery.ind PAYD_WAI

PayData.cnf

\PayResuIt. req

PayRetry.ind

IDLE

PayData.cnf
P,

PAY1_WAIT,
PayData.req

A

AY1_|

PayResult.req

PROQ

PayResult.req
A

( PAYZ_FIN )

A 4

PayData.cnf
PAY2_WAIT PAY2_|
PayData.req

Paylnvoke.ind

PayRetry.ind

PayResult.req
PAY2_RETR

PayResult.req

Delivery.res
» DLV_PROC STOP







( IDLE )

Delivery.ind
A 4

DLV_PROC}— —~

Delivery.res

A 4
( STOP  )a—

| Cancel.req,
J Cancel.ind







M‘_Au—m@cﬂm—req— IDLE
AuthRetry.ind

Authentication.cnf

TradingOptions.req TradingOptions.req

AuthResult.req

/-\Ehlgsmreq
A . . .
TradingOptions.req ;D_

Authentication.res AuthRetry.req.
TradingOptions.cnf AUTee_WAIT AUTee_RETR)Y
AuthResult.ind Authgsmind_

A

TradingOptions.cnf
TradingResult.req

( OFR_FIN )




AUTor_WAITD

AuthRetry.ind

Authentication.ind

Paylnvoke.ind
—_— AUTee_PROC

AUTor_READY

e _!

Authentication.req Authentication.res AuthRetry.req

m PayInvoke.ind PaylInvoke.ind AUTee_WAIT AUTee_RETRY
AuthRetry.ind Authentication.cnf AuthResult.ind AuthResultind
or_RETRY NI — — — AUTee_FIN
Delivery.ind /rmh%sﬁreq ‘ AuthResult.req Paylnvoke.ind
.ind ‘ PayRetry.ind
| ‘ ~ PAY1_RETR
‘ Paylnvoke.ind AuthResult.req ~ ~
Delivery.ind PayResult.req PayResult.req
~ READYIL DLV_WAIT

PayData.cnf
PAY1_WAIT, PAY1_PRO(
PayData.req

PayResult.req

Authentication.req PayData.req

PAY1_FIN

Paylnvoke.ind

PayData.cnf
PAY2_WAIT, PAY2_PRO(

PayResult.req

Authentication.cnf Delivery.ind Delivery.ind

PAYD_WAI

PayRetry.ind

PayData.req

PAY2_RETR

’ PayData.cnf

PayRetry.ind
YREly PayResult.req

Delivery.res
DLV_PROC STOP

PayResult.req

PayResult.req




IDLE __Authentication.ind___ greyromrererey
AuthRetry.req

Authentication.res

Delivery.ind

AUTee_RETR)

AuthResult.ind AuthResultind

Authentication.re 3
Q- Lo GO
elivery.in

AuthRetry.ind

Authentication.cnf

Delivery.res

AuthResult.req | AuthResult.req

- »( sTOP )
Delivery.res




Authentication.ind

AUTee_PROC
AuthRetry.req Authentication.res
ee_RETRY AUTee_WAIT1 TradingOptions.ind TradingOptions.ind

AuthResult.ind

AuthResultind
TradingOptions.ind

TradingOptions.res

Luteniostonred ~GUTETED
AuthRetry.ind

Authentication.cnf

AUTor_PROC1 AUTor_RETRY:

AuthResult.req AuthResult.req

OFR_WAIT - -
T TradingOptions.res
TradingResult.ind
Aulhemicaliun.rem
Aulh&e\ry.ind

Authentication.cnf

Paylnvoke.req

AUTee_READY OFR_FIN

Authentication.ind

ETRYZ

AUTor_PROC2

AUTee_PROC: Paylnvoke.req Paylnvoke.req

Authentication.res AuthResult.req

Auth&z\ryf.reqi AuthquEeq

Delivery.req AUTor_FIN2

AuthResult.ind AuthResult.ind Paylnvoke.req

PayRetry.req

PAY1_RETR

PayResult.ind

~
AuthResultind >~
~

Paylnvoke.req

RE, PayData.res

PayData.ind

Authentication.ind
PayResult.ind

PayResult.ind

Authentication.re
PAYL FIN -+ — — — e
PayData.res
AuthRetry.ind

Paylnvoke.req Authentication.cnf

LUEERNelor]) Delivery.req

I

Auth@ryieq Authentication.res

* AUTee_WAIT2C

PayData.ind

AUTor_PROC3 AUTor_RETRY:
PayRetry.req

Delivery.req AuthResult.req AuthResult.req
PayResult.ind

PAY2_RETR
PayResult.ind —
Y DLV_WAIT )%

PayRetry.req

PayResult.ind Delivery.req
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oy =‘| PayDelivery_C#25 ] (PayDeIlvery_P#ZG ,'< DY
Deli
e »( Delivery_c#27 ) (‘Delivery_D#28 )
Cancel \_Cancel Cancel Cancel = n " ~ Cancel Cancel Cancel Cancel Cancel Cancel
{_Cancellation_C#29 ) (CancellatloanC#SO e
\ ErrHdl \ ErrHdI ErrHdl ErrHdl ErrHdl ErrHdl ErrHdl ErrHdl ErrHdl j

ErrHdl
(ErrHandling_NC#32 Je—




Consumer Merchant Payment Delivery
s s Handler 5 Handler s
I'Merchant#4 | I PHandler#5 | I DHandler#6 |
L - - = = L - - = = e - = =

Transport

TRXTRXxMQ










InitialState

trtype, Authentication L
Ve (trtyp ) »( C_AuthTr Authentication < ~
Hs|
StaxBfr :_ _AuthTr.C#7
InitialState
trtype, Purchase
P (trtyp ) :@—» Purchase « N
Hs|
StaxBfr :_ _ Purchase C#8 |
InitialState
(trtype, Deposit) ©<_' .
»>(_C_Deposit Deposit <t
4 — [s] N
— StaxBfr | Deposit_C/Withdrawal_C/Refund_C#9 T
InitiateTr_C L _ _ C_Deposit>C_DWRTr _I
) InitialState
trt Withd | .
\__(trtype, Withdrawal) »(C Withdraw Withdrawal - ~
= [
StaxBfr | Deposit_C/Withdrawal C/Refund_C#9 |
L _ _C_Wihdraw>C_owrtr _ !
InitialState
trtype, Refund
N (P ) »(_C_Refund Refund =) N
WS _ _ _ _ _
StaxBfr | Deposit_C/Withdrawal_C/Refund_C#9 T
L _ _ C.Refund>CDWRTT _ _ |
InitialState
trtype,ValueExchange
\(ttyp ge) »( C ValExTr Value_Exchange < ~
= HS|
StaxBfr L VaExTrc#o_
v
\\ (Merchant, Consumer, (TransRefBlk(trtype)::m, id)::q) IE‘ \_‘)
»(_ Transport
(Merchant, Consumer, (m, id)::q)

TRXTRXMQ









InitialState

N\ (ttype, Authenticati
7 Authentication M_AuthTr (trtype, Authentication) N
[ks]

17 7 T AuthTrm#LL T StaxBfr

InitialState

P e e
] Purchase M_Purchase (trtype, Purchase)
HS ~

| Purchase_M/Deposit_MWithdrawal_M/ | StaxBfr
| Refund_M/ValExTr_M#12 |
L — _MPurchase>M PayTr _ _

InitialState

t , D it
/—’ Deposit ‘—’@ (trtype, Deposit ~N
m Transaction

| Purchase_M/Deposit_M/Withdrawal_M/ | StaxBfr s
| Refund_M/ValEXTr_M#12 | |:|n v ype
M_Deposit->M_PayTr

Lo _CARepostRM Ay 1
InitialState
- lotpTransType
] ) (trtype, Withdrawal) J P yp
/—b_l Withdrawal M_Withdraw
HS
| Purchase_M/Deposit_M/Withdrawal_M/ | StaxBfr
| Refund_M/ValExTr_M#12 |
L _M_Withdraw>M PayTr
InitialState
(trtype, Refund)
EEE—— Refund M_Refund <
_____ HS
| Purchase_M/Deposit_M/Withdrawal_M/ | StaxBfr
| Refund_M/ValExTr_M#12 |
L _ MRefund>MPayTr
InitialState
trtype,ValueExchange|
> Value_Exchange M_ValExTr (trtyp ) J
HS
|Furaas_e_ﬁ/D:posit_Ml\NilhdrawaI_M/ | StaxBfr
| Refund_M/ValEXTr_M#12 |
Lo _MVABTr>M PayTr
Transport ) [7]
TRXTRXMQ
InitialState
trtype, Purchase
 EE— Purchase (ttyp )
HS
| _Purchase_P¥13_ | StaxBfr
InitialState
. ) (trtype, Deposit)
™ Deposit P_Deposit
HS
rDepn)leP/\N\lhdrawaliF’/RefuncLP#lA | StaxBfr
| _PDepositP paylt
InitialState
. (trtype, Withdrawal)
————— Withdrawal @ InitiateTr_P
HS
" Deposit_P/withdrawal_P/Refund_P#14 | StaxBfr
L _PWithdraw->P_PayTr
InitialState
trtype, Refund
- Refund P_Refund (yp )
77777 HS
[Deposl&_PNthdrawaI_P/Refund_P#14 | StaxBfr
| _ _ PRefnd>PPayTr_
InitialState
trtype,ValueExchange
D Value_Exchange @ (trtyp 9e)
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| _ VaExTrP#15 | StaxBfr
(Consumer, PHandler, (TransRefBlk(trtype)::m, id)::q)
Transport Jg
(Consumer, PHandler, (m, id)::q)
TRXTRXMQ
InitialState
(trtype, Purchase)
Purchase D_Purchase InitiateTr_D
HS

L _Purchase D#16_ _| StaxBfr

(Consumer, DHandler, (TransRefBlk(trtype)::m, id)::q)

Transport

(Consumer, DHandler, (m, id)::q)
TRXTRXMQ



Authentication
Exchange

Auth Authenticatee#17
| C_AuthTr->C_Autee _ |

Error Handling

ErrHdl ErHandling_C#31 |
|_ C_AUthTr->C ErHdl _

Cancellation

Cancel Cancellation_C#29 |
| C_AuthTr->C_Cnl )

StaxBfr

]

Transport

TRXTRXMQ

]

Transport

TRXTRXMQ

Authentication
Exchange

| ™ “Authenticator#18 | Auth
| M_AuthTr->M_Autor

Error Handling

‘r ErHanding NC#32 | ErrHdl
M_AuthTr->NC_ErrH

StaxBfr

Cancellation
o

Cancellation_NC#30 | Cancel
| M_AuthTr->NC_Cnl 1
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Offer Exchange

BDOIT
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Offer Exchange [hs|— — — — — — — —
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Payment Exchange
———————— :
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Pay | C_Purchase>C_Pay |

3|

€ ucrese)

StaxBfr

Payment-and-Delivery
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Error Handling

Payment Exchange
1™ “payment piza |
Payment P24

s
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,,,,,,,, Exchange
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P_Purchase->NC_Cnl _ |

TRXTRXMQ
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TRXTRXMQ
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Exchange

e
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Offer Exchange

StaxBfr

Cancellation_NC#30
M_PayTr->NC_Cnl

]

Transport

TRXTRXMQ




Authentication
Exchange  [ps|— — — — — — — —

Brand Dependent
Offer Exchange

BrdDepOffer_C#19 |

Boofr I C_DWRT>C BDOf _ |

StaxBfr

Brand Independent
Offer Exchange [ps|— — — — — — — —

9 BrdindOffer_C#21 |
B I C.OWRT>C BOK _ |

Payment Exchange
————————

Payment_C#23 |
I C.DWRT>C Pay _

Error Handling

ErHdl

Cancellation_C#29 |
| COWRTr>C_Cnl _

Cancel

[l

Transport

Authentication
Exchange  [ps|— - — — — — — —

BrdDepOffer_C#19
C_ValExTr->C_BDOfr

StaxBfr

Payment Exchanges
two| T e —
(two) Payment_C#23 |
C_ValExTr->C_Pay _ |

Error Handling

ErHdl

Cancellation
————————

Cancellation_C#29 |
Cancel |_ C vaExT>C_Cnl _
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Transport

TRXTRXMQ

Payment Exchange
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[ws]_ _ _
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Cancellation

___
Cancellation_NC#30 |
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TRXTRXMQ
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two;

Payl_2 Payment_P#24 | StaxBfr
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ErHandling_NC#32 |
L PVAEXTEoNG Eria

ErrHdl
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| P_valExTr>NC_Cnl _

TRXTRXMQ



((READY, trtype, NoExch, (0, 0), 0), [])

RcvAuthReq

(Merchant, Consumer, ([AuthReqBIk], 1)::q)

((WAIT, trtype, Auth, (0, 0), 1), [1) (Authentication.ind) (Merchant, Consumer, q) h
Bm
C Autee ((WAIT, trtype, Auth, (sid, 0), 1), sm) SndAuthRsp (Consumer, Merchant, q)
((LISTEN, trtype, Auth, sid+1, 0), 1), (Authentication.res) (Consumer, Merchant, g*[([AuthRespBIK], sid+1)])
StaxBfr [AuthRespBIK])
[id<>rid ]
((LISTEN, trtype, Auth, (sid, rc), rid), sm) RcvAuthSts (Merchant, Consumer, (AuthStatusBlk::m, id)::q)
if me(] (AuthResult.ind) ifm<s(] N
then ((FINISHED, trtype, Auth, (sid, rc), id), sm) then (Merchant, Consumer, (m, id)::q) El
else ((COMPLETED, trtype, Auth, (0, 0), 0), []) else (Merchant, Consumer, q) A
TRXTRXMQ
1°(Merchant, Consumer,
[([TransRefBlk(trtype), AuthReqBIK], 1)])
++1'(Consumer, Merchant, [ ) SndAuthReq ((READY, trtype, NoExch, (0, 0), 0), [1)
e (Authentication.req) ((USTEN, trtype, Auth, (1, 0), 0),
[AuthReqBIk])
[id<>rid ] ((LISTEN, trtype, Auth, (L, rc), rid),
(Consumer, Merchant, ([AuthRespBIK], id)::q) RcvAuthRsp [AuthReqBIK])
q (Consumer, Merchant, q) (Authentication.cnf) ((WAIT, trtype, Auth, (1, rc), id), |E|
[AuthReqBIK])
((WAIT, Authentication, StaxBfr
(Merchant, Consumer, q) SndAuthSts Auth, (sid, rc), rid), sm)
(Merchant, Consumer, g™[([AuthStatusBIK], sid+1)]) (AuthResult.req) ((COMPLETED, Authentication,
Auth, (0, 0), 0), [])
[ trtype<>Authentication ]
HoldAuthSts ((WAIT, trtype, Auth, (sid, rc), rid), sm)
Fls] (AuthResult.req) ((FINISHED, trtype, Auth, (sid, rc), rid),

| Y

TRXTRXMQ

[AuthStatusBIK])






Event
No.

COMPLETED

Consumer_User

I0TP Transport

Merchant_User

Consumer_PE Service Provider Merchant_PE

Authentication.ind

Authentication.res

AuthResult.ind

— —/

Authentication Request Message

la« —

Authentication Response Message

—

Authentication Status Message

— —

Authentication.req

Authentication.cnf

AuthResult.req

COMPLETED

Event
No.









Event
No.

Event
No.

FINISHED

FINISHED

Consumer_User

Consumer_PE

TradingOptions.ind
-—

TradingOptions.res

TradingResult.ind

Consumer_User

Consumer_PE

TradingOptions.ind
-

TradingResult.ind

—

IOTP Transport
Service Provider

TPO Message

Offer Response Message

(a)

IOTP Transport
Service Provider

TPO & Offer Response Message

(b)

|

Merchant_User

Merchant_PE

TradingOptions.req

TradingOptions.cnf

TradingResult.req

|

Merchant_User

Merchant_PE

TradingOptions.req

TradingResult.req

Event
No.
READY
---------- 1
LISTEN
---------- 4
WAIT
---------- 5
COMPLETED
Event
No.
READY
---------- 1
HOLD_WAIT
---------- 2
COMPLETED






[ (s, exch)=(READY, NoExch) orelse

(s, exch)=(FINISHED, Auth) ]

((s, trtype, exch, (sid, rc), rid), sm)

RcvTPO

(Merchant, Consumer, ([TpoBIK], id)::q)

((WAIT, trtype, BDOTr, (sid, rc), id), sm) (TradingOptions.ind) (Merchant, Consumer, q) N
(o]
C BDOr ((WAIT, trtype, BDOfr, (sid, rc), rid), sm) SndTPOSel (Consumer, Merchant, q)
— ((LISTEN, trtype, BDOfr, (TradingOptions.res) (Consumer, Merchant, A
StaxBfr (sid+1, 0), rid), [TpoSelectionBIK]) g™ [([TpoSelectionBIK], sid+1)])
[id<>rid ]
((LISTEN, trtype, BDOTr, (sid, rc), rid), sm) RcvOfrRsp (Merchant, Consumer, ([OfferRespBIk], id)::q)
((FINISHED, trtype, BDOTr, (sid, 0), 0), [ ]) (TradingResult.ind) (Merchant, Consumer, q)
am
Transport
TRXTRXMQ
1'(Merchant, Consumer, -
[([TransRefBIk(trtype), TpoBlIk], 1)]) [ trtype<>Authentication |
++1'(Consumer, Merchant, [ ]) SndTPO ((READY, trtype, NoExch, (0, 0), 0), [])
(TradingOptions.req) ((LISTEN, trtype, BDOIr, (L, 0, 0), [TpoBIK])
((FINISHED, trtype, Auth, (sid, rc), rid),
(Merchant, Consumer, q) SndAuthSts_TPO [AuthStatusBIk])
(TradingOptions.req) N N
(MA?\rchant, Consumer, ) ((LISTEN, trtype, BDOfr, (sid+1, 0), rid), E
g [([AuthStatusBIk, TpoBIK], sid+1)]) [AuthStatusBIk, TpoBIk])
M_BDOfr
lid<>rid] StaxBfr
(Consumer, Merchant, ([TpoSelectionBIK], id)::q) RcvTPOSel ((LISTEN, trtype, BDOTr, (sid, rc), rid), sm)
g . .
r (Consumer, Merchant, q) (TradingOptions. cnf) ((WAIT, trtype, BDOTr, (sid, rc), id), sm)
(Merchant, Consumer, q) SndOfrRsp ((WAIT, trtype, BDOTr, (sid, rc), rid), sm)
I .
r (Merchant, Consumer, g"\[([OfferRespBlIk], sid+1)]) (TradingResult.req) ((COMPLETED, trtype, BDOTr, (0, 0), 0), [ 1)
o]
Transport

TRXTRXMQ



((s, trtype, exch, (sid, rc), rid), sm)

(s, exch)=(FINISHED, Auth) ]

[ (s, exch)=(READY, NoExch) orelse

(Merchant, Consumer,

RcvTPO

Em

((HOLD, trtype, BIOfr, (sid, rc), id), sm)

(TradingOptions.ind)

([TpoBIk,OfferRespBIkK], id)::q)

RcvOfrRsp

StaxBfr
((HOLD, trtype, BIOfr, (sid, rc), rid), sm)

((FINISHED, trtype, BIOfr, (sid, 0), 0), [ 1)

1'(Merchant, Consumer,
[([TransRefBlk(trtype),
TpoBIk, OfferRespBIk], 1)])
++1"(Consumer, Merchant, [ ])

(TradingResult.ind)

(Merchant, Consumer, ([OfferRespBlIk], id)::q)

(Merchant, Consumer, ([OfferRespBIK], id)::q)

[ trtype<>Authentication ]

(Merchant, Consumer, q)

%

HoldTPO
(TradingOptions.req)

(Merchant, Consumer, q)

SndTPO_OfrRsp
(TradingResult.req)

HoldAuthSts_TPO
(TradingOptions.req)

[P1[wo]
TRXTRXMQ
((READY, trtype, NoExch, (0, 0), 0), [ 1)
((HOLD_WAIT, trtype, BIOfr, (0, 0), 0),
[TpoBIK])
((HOLD_WAIT, trtype, BIOfr, (0, 0), 0),
[TpoBIK])
((COMPLETED, trtype, BIOft, (0, 0), 0), [ 1) Flhe]

((FINISHED, trtype, Auth, (sid, rc), rid),

StaxBfr
[AuthStatusBIk])

SndAuthSts_TPO_OfrRsp

2
(Merchant, Consumer,

)

Transport

TRXTRXMQ

g™[([AuthStatusBIk, TpoBlk, OfferRespBIk], sid+1)])

(TradingResult.req)

((HOLD_WAIT, trtype, BIOft, (sid, rc), rid),
[AuthStatusBlk, TpoBIK])

((HOLD_WAIT, trtype, BIOft, (sid, rc), rid),
[AuthStatusBIk, TpoBIK])

((COMPLETED, trtype, BIOfr, (0, 0), 0), [ 1)



Event
No.

FINISHED

COMPLETED
/FINISHED

Consumer_User

IOTP Transport

PHandler_User

Consumer_PE Service Provider PHandler_PE

Paylnvoke.req

PayData.ind

PayData.res

PayResult.ind

 —

___Payment Request Message

__ Payment Exchange Message

T — —

Payment Exchange Message

Paylnvoke.ind

PayData.req

T — —

Payment Response Message

PayData.cnf

PayResult.req

COMPLETED
/FINISHED

Event
No.



((FINISHED, trtype, exch, (sid, 0), 0), [])

[ exch=BDOfr orelse exch=BIOfr ]
SndPayReq_1

1'(Merchant, Consumer, [ ])++
1'(Consumer, Merchant, [ ])

~
((LISTEN, trtype, Pay1, (sid+1, 0), 0), (Payinvoke req) 1°(Consumer, PHandler,
[PayReqBIK]) [([TransRefBlk(trtype), PayReqgBIk], sid+1)])
++1'(PHandler, Consumer, [])
((FINISHED, ValueExchange, Pay1,
(sid, rc), rid), sm) SndPayReq_2 (Consumer, PHandler, q)
((LISTEN, ValueExchange, Pay2, (Paylnvoke.req) (Consumer, PHandler, g™[([PayReqgBIK], sid+1)]) h
(sid+1, 0), rid), [PayReqBIK])
[ (exch=Pay1 orelse exch=Pay?2)
andalso id<>rid ]
((LISTEN, trtype, exch, (sid, rc), rid), sm) RchayExch (PHandler, Consumer, ([PayExchBIK], id)::q)
((WAIT, trtype, exch, (sid, rc), id), sm) (PayData.ind) (PHandler, Consumer, q)
StaxBfr [ exch=Pay1 orelse exch=Pay2 ]
\ ((WAIT, trtype, exch, (sid, rc), rid), sm) SndPayExch (Consumer, PHandler, q)
((LISTEN, trtype, exch, (sid+1, 0), rid), (PayData-res) (Consumer, PHandler, g™ [([PayExchBIK], sid+1)]) h
[PayExchBIk])
[ (trtype=ValueExchange
orelse trtype=Purchase)
((LISTEN, trtype, Pay1, (sid, rc), rid), andalso id<>rid ]
sm) RcvPayRsp_cont (PHandler, Consumer, ([PayRespBIK], id)::q)
((FINISHED, trtype, Pay1, (sid, 0), 0), []) (PayResult.ind) (PHandler, Consumer, q) h
[ (trtype<>ValueExchange
orelse exch=Pay2)
andalso id<>rid ]
((LISTEN, trtype, exch, (sid, rc), rid), sm) RcvPayRsp_stop (PHandler, Consumer, ([PayRespBIK], id)::q)
((COMPLETED, trtype, exch, (0, 0), 0), [ ]) (PayResuilt.ind) (PHandler, Consumer, q) El
-o
TRXTRXMQ
[ (s, exch)=(READY, NoExch) orelse
(s, exch)=(COMPLETED, Pay1l)]
(Consumer, PHandler, ([PayReqBIK], id)::q) RcvPayReq ((s, trtype, exch, (sid, 0), 0), [])
Ve .
(Consumer, PHandler, q) (Paylnvoke.ind) ((WAIT, trtype,
if exch=NoExch then Pay1 else Pay2,
(sid, 0), id), [1)
[ exch=Pay1 orelse exch=Pay2 ]
(PHandler, Consumer, q) SndPayExch ((WAIT, trtype, exch, (sid, rc), rid), sm)
A
(PHandler, Consumer, g™ [([PayExchBIK], sid+1)]) (PayData-req) (LISTEN, trtype, exch, (sid+1, rc), rid), B
[PayExchBIK])
[ (exch=Pay1 orelse exch=Pay2) @
andalso id<>rid ] StaxBir
(Consumer, PHandler, ([PayExchBIK], id)::q) RcvPayExch ((LISTEN, trtype, exch, (sid, rc), rid), sm)
I .
(Consumer, PHandler, q) (PayData.ind) ((WAIT, trtype, exch, (sid, rc), id), sm)
[ exch=Pay1 orelse exch=Pay2 ]
(PHandler, Consumer, q) SndPayRsp ((WAIT, trtype, exch, (sid, rc), rid), sm)
A
5 (PHandler, Consumer, q™[([PayRespBIk], sid+1)]) (PayResultreq) ((COMPLETED, trtype, exch, (0, 0), 0), [])
Transport

TRXTRXMQ






Event
No.

11

12

FINISHED

LISTEN

LISTEN

COMPLETED

Consumer_User

IOTP Transport

PHandler_User

Consumer_PE Service Provider PHandler_PE

Paylnvoke.req

Delivery.req

PayData.ind

PayData.res

PayResult.ind

Delivery.cnf

— |

Payment Request &
___Delivery Request Message

T — —

Payment Exchange Message

Paylnvoke.ind
Delivery.ind

PayData.req

__ Payment Exchange Message

T — —

Payment Response &
Delivery Response Message

PayData.cnf
PayResult.req

Delivery.res

lqa —

COMPLETED

Event
No.

10



((FINISHED, Purchase, exch, (sid, 0), 0), [])

[ exch=BDOfr orelse exch=BIOfr ]

(sid, 0), 0), [PayReqBIK])

(sid, 0), 0), [PayReqBIk])

((HOLD_WAIT, Purchase, PayDlv,

((HOLD_WAIT, Purchase, PayDlv,

HoldPayReq
(Paylnvoke.req)

SndPayDIvReq

((LISTEN, Purchase, PayDlv,

((LISTEN, Purchase, PayDlv,
(sid, rc), rid), sm)

(sid+1, 0), 0), [PayReqBIk, DeliveryReqBIKk])

(Delivery.req)

1°(Merchant, Consumer, [ ])++
1°(Consumer, Merchant, [ ])

[id<>rid ]

N
1°(Consumer, PHandler,
[([TransRefBlk(Purchase), PayReqBIk,
DeliveryReqBIK], sid+1)])
++1"(PHandler, Consumer, [ ])

RcvPayExch

((WAIT, Purchase, PayDlv,
(sid, rc), id), sm)

StaxBfr ((WAIT, Purchase, PayDlv,
(sid, rc), rid), sm)

(PayData.ind)

(PHandler, Consumer, ([PayExchBIK], id)::q)

(PHandler, Consumer, q)

SndPayExch

((LISTEN, Purchase, PayDlv,
(sid+1, 0), rid), [PayExchBIk])

((LISTEN, Purchase, PayDlv,
(sid, rc), rid), sm)

(PayData.res)

(Consumer, PHandler, q)

[id<>rid ]

(Consumer, PHandler, g™[([PayExchBIK], sid+1)]) h

((HOLD, Purchase, PayDlv,
(sid, rc), id), sm)

((HOLD, Purchase, PayDlv,
(sid, rc), rid), sm)

RcvPayRsp
(PayResult.ind)

(PHandler, Consumer,
([PayRespBIk, DeliveryRespBIK], id)::q)

(PHandler, Consumer, ([DeliveryRespBIK], id)::q) h

((COMPLETED, Purchase, PayDlv,
(0,0),0).[])

(Consumer, PHandler,
([PayReqBIk, DeliveryReqBIK], id)::q)
p

(Consumer, PHandler, ([DeliveryReqBIK], id)::q)

(Consumer, PHandler, ([DeliveryReqBIK], id)::q)

(Consumer, PHandler, q)

(PHandler, Consumer, q)

" (PHandler, Consumer, g™[([PayExchBIK], sid+1)])

(Consumer, PHandler, ([PayExchBIK], id)::q)

(Consumer, PHandler, q)

(PHandler, Consumer, q)

RcvDIVRsp (PHandler, Consumer, ([DeliveryRespBIK], id)::q)
(Delivery.cnf)
(PHandler, Consumer, q)
[][wo]
TRXTRXMQ
RcvPayReq ((READY, Purchase, NoExch, (0, 0), 0), [])
(Paylnvoke.ind) ((HOLD, Purchase, PayDIv, (0, 0), id), [ ])
RcvDIvReq ((HOLD, Purchase, PayDlv, (0, 0), rid), [ ])
(Delivery.ind) ((WAIT, Purchase, PayDIv,
(0,0), id), [1)
((WAIT, Purchase, PayDlv,
SndPayExch (sid, rc), rid), sm)
(PayData.req)
((LISTEN, Purchase, PayDlv,
(sid+1, rc), rid), [PayExchBIk]) IE‘
P_PayDIv
[id<>rid ] ((I__ISTEN,'Purchase, PayDlv, StaxBfr
RcvPayExch (sid, rc), rid), sm)
(PayData.ind)

HoldPayRsp
(PayResult.req)

((WAIT, Purchase, PayDlv,
(sid, rc), id), sm)

((WAIT, Purchase, PayDlv,
(sid, rc), rid), sm)

(PHandler, Consumer,

lle]

i g™ [([PayRespBIk, DeliveryRespBIK], sid+1)])

SndPayDIVRsp
(Delivery.res)

((HOLD_WAIT, Purchase, PayDlv,

((HOLD_WAIT, Purchase, PayDlv,
(sid, rc), rid), [PayRespBIKk])

(sid, rc), rid), [PayRespBIK])

Transport

TRXTRXMQ

((COMPLETED, Purchase, PayDlv,
(0,0),0),[D



IOTP Transport Merchant_User Event

Event Consumer_User
No. Consumer_PE Service Provider Merchant_PE No.
— —
FINISHED
1 el Delivery.req __ _Delivery Request Message
Lsten. T T = — N Delivery.ind READY
] WAIT
Delivery Response Message Delivery.res
4 Delivery.cnf e ———— — - COMPLETED
COMPLETED
— —
1°(Consumer, PHandler, [ ])++
((FINISHED, Purchase, Payl, (sid, 0), 0, []) SndDIVReq 1°(PHandler, Consumer, [])
El ((LISTEN, Purchase, Deliv, (sid+1, 0), 0), (Delivery.req) 1°(Consumer, DHandler,
[DeliveryReqBIKk]) [([TransRefBlk(Purchase),
DeliveryReqBIK], sid+1)])
idesrid ++1°(DHandler, Consumer, [])
StaxBfr ((LISTEN, Purchase, Deliv, (sid, rc), rid), lid<>rid ]
[DeliveryReqBIK]) RcvDIVRsp (DHandler, Consumer, ([DeliveryRespBIK], id)::q)
(Delivey.cnf) (DHandler, Consumer, q)
am

((COMPLETED, Purchase, Deliv, (0, 0), 0), [])

TRXTRXMQ
(Consumer, DHandler, ([DeliveryReqBIK], id)::q) RcvDIvReq ((READY, Purchase, NoExch, (0, 0), 0), [])
(Consumer, DHandler, q) (Delivery.ind) ((WAIT, Purchase, Deliv, (0, 0), id), [ 1) E
. . . StaxBfr
(DHandler, Consumer, q) SndDIVRsp ((WAIT, Purchase, Deliv, (sid, 0), rid), sm)
(Delivey res) ((COMPLETED, Purchase, Deliv, (0, 0), 0), [])

(DHandler, Consumer,
g™M[([DeliveryRespBIK], sid+1)])

TRXTRXMQ



[Fw]

StaxBfr

[ (s<>READY andalso s<>COMPLETED andalso s<>CANCELLED)
andalso (s<>FINISHED orelse (s=FINISHED andalso (exch<>Pay1
orelse (exch=Pay1 andalso trtype<>Purchase)))) ]

((s, trtype, exch, (sid, rc), rid), sm)

((CANCELLED, trtype, exch, (0, 0), 0), [ 1)

((FINISHED, Purchase, Pay1, (sid, 0), 0), [])

SndCnl
( Cancel.req)

(Consumer, role, q)

).

((CANCELLED, Purchase, Payl, (0, 0), 0), [ 1)

((s, trtype, exch, (sid, rc), rid), sm)

SndCnl_special
( Cancel.req)

(Consumer, role, g*\[([CancelBIK], sid+1)])

1°(Consumer, PHandler, sq)++
1°(PHandler, Consumer, rq)

[ s<>COMPLETED andalso
s<>CANCELLED ]

((CANCELLED, trtype, exch, (0, 0), 0), [ 1)

RevCnl
( Cancel.ind if s<>READY )

1°(Consumer, Merchant, [([CancelBIk], sid+1)])
++1°(Merchant, Consumer, [ ])

(role, Consumer, [([CancelBIK], id)])

(role, Consumer, [ ])

N

Y

]

TRXTRXMQ



(role, Consumer, q)

[ s<>READY andalso

s<>COMPLETED andalso
s<>CANCELLED |

(role, Consumer, g™\[([CancelBIK], sid+1)])

(Consumer, role, [([CancelBIK], id)])

SndCnl

((s, trtype, exch, (sid, rc), rid), sm)

( Cancel.req)

LocalCnl

((CANCELLED, trtype, exch, (0, 0), 0), [])

((HOLD_WAIT, trtype, BIOfr, (0, 0), 0), [TpoBIK])

( Cancel.req)

[ s<>COMPLETED andalso
s<>CANCELLED ]

(Consumer, role, [])

(Consumer, Merchant, [([CancelBIK], id)])

RcvCnl

((CANCELLED, trtype, BIOFr, (0, 0), 0), [])

((s, trtype, exch, (sid, rc), rid), sm) /

( Cancel.ind if s<>READY )

[ exch=BDOfr orelse exch=BIOfr ]

(e][we]

y

RcvCnl_special

((CANCELLED, trtype, exch, (0, 0), 0), [])

((COMPLETED, trtype, exch, (0, 0), 0), [ 1)

(Consumer, Merchant, [ ])

TRXTRXMQ

( Cancel.ind )

((CANCELLED, trtype, exch, (0, 0), 0), [])

[e]lwe]

StaxBfr






Any no

Input Message?

no

timer expires?

Transaction

Discard input |, ¥eS _ Terminated?

and clear queue

retransmit message
and reset timer and ~ |—
increment counter

A Duplicate?

output message Discard input
sent?
send message
rpt transient error —
(MsgBeingProc)

Cancel?
Rpt Hard Error?

reset timer for
re-transmission —
(MinRetrySecs)

Rpt
Transient Error?

generate expected output message
and reset timer and counter for —
re-transmission

send message yes

5
rpt hard error In Hard Error?




[rc<RCmax_c]

(Consumer, role, q)

(Consumer, role, g™[(sm, sid)])

(role, Consumer, (m, id)::q)

[ewo] |y

StaxBfr

(role, Consumer, [])

(role, Consumer, (m, id)::q)

(role, Consumer, q)

1°(Consumer, role, sq)++
1'(role, Consumer, (m, id)::rq)

1°(Consumer, role,
sq™[([ErrorBlk(TransientError,
MsgBeingProc)], sid+1)])++
1'(role, Consumer, rq)

(role, Consumer, [([ErrorBlk(HardError, MsgErr)], id)])

(role, Consumer, [])

(role, Consumer,
([ErrorBlk(TransientError, MsgBeingProc)], id)::q)

((LISTEN, trtype, exch, (sid, rc), rid), sm) Retransmit
N " <No input & RCmax not reached>
((LISTEN, trtype, exch, (sid, rc+1), rid), sm) 2
[rc=RCmax_c]
((LISTEN, trtype, exch, (sid, rc), rid), sm) Stop_1
B <No input & RCmax reached>
((CANCELLED, trtype, exch, (0, 0), 0), [ 1) (Cancel.ind )
1.2
[ s=COMPLETED orelse
s=CANCELLED ]
((s, trtype, exch, (0, 0), 0), [1) Discard_Clear
<Transaction terminated>
2
[id=rid ]
((LISTEN, trtype, exch, (sid, rc), rid), sm) Discard
<Rcv duplicate & output sent>
3.1
[id=rid ]
((WAIT, trtype, exch, (sid, rc), rid), sm) | SndMsgRptTrntErr
Rev duplicate & out t
((WAIT, trtype, exch, (sid+1, 0), rid), sm) <Rov duplicate & output not Sen; 1
[ s<>COMPLETED andalso
s<>CANCELLED ]
L ((s, trtype, exch, (sid, rc), rid), sm) Stop_4
<Rev rpt hard error>
((CANCELLED, trtype, exch, (0, 0), 0), [1) ( Cancel.ind)
4
((LISTEN, trtype, exch, (sid, rc), rid), sm) RstTimer
R t ient
(LISTEN, trtype, exch, (sid, rc), id), sm) Rov [Pt ransien e"‘”>5

L ((s, trtype, exch, (sid, rc), rid), sm)

[ (s=READY orelse s=LISTEN) andal

NotCnl_HrdErr m andalso id<>rid ]

Iso

SndMsgRptHrdErr_Stop

<Rcv message in hard error>

((CANCELLED, trtype, exch, (0, 0), 0), [])

( Cancel.ind if s<>READY )

(role, Consumer, q)

1°(Consumer, role, sq)++
1'(role, Consumer, (m, id)::rq)

6

1°(Consumer, role,
sg™[([ErrorBlk(HardError, MsgErr)], sid+1)])++
1'(role, Consumer, rq)

1ol

A A

TRXTRXMQ



(role, Consumer, q)

[ re<RCmax_nc ]

Retransmit

(role, Consumer, g™[(sm, sid)])

(Consumer, role, q)

<No input & RCmax not reached>

((LISTEN, trtype, exch, (sid, rc), rid), sm)

[ re=RCmax_nc ]

% ((LISTEN, trtype, exch, (sid, rc+1), rid), sm)

Stop_1

( Cancel.ind )

<No input & RCmax reached>

((LISTEN, trtype, exch, (sid, rc), rid), sm)

((CANCELLED, trtype, exch, (0, 0), 0), [])

1.2

[ (s=CANCELLED andalso (exch=Auth orelse
exch=BDOfr orelse exch=BIOfr)) orelse
(s=COMPLETED andalso (exch=Auth orelse
((exch=BDOfr orelse exch=BIOfr) andalso m<>[CancelBIK]))) ]

(Consumer, Merchant, (m, id)::q)

Discard_Clear_M

(Consumer, Merchant, q)

<Transaction terminated at Mer>

((s, trtype, exch, (0, 0), 0), [])

~

21

[ (s=CANCELLED orelse s=COMPLETED)
andalso (exch=Pay1 orelse exch=Pay?2 orelse
exch=PayDlv orelse exch=NoExch) ]

(Consumer, PHandler, (m, id)::q)

Discard_Clear_P

(Consumer, PHandler, q)

<Transaction terminated at PH:

((s, trtype, exch, (0, 0), 0), [ 1)

>

21

[ (s=CANCELLED orelse s=COMPLETED)
andalso (exch=Deliv orelse exch=NoExch) ]

(Consumer, DHandler, (m, id)::q)

Discard_Clear_D

(Consumer, DHandler, q)

(Consumer, role, (m, id)::q)

<Transaction terminated at DH>

((s, trtype, exch, (0, 0), 0), [ 1)

[id=rid ]

2.1

A

[elwo]

v
ErrHdl

Gt

Discard

(Consumer, role, q)

1*(role, Consumer, sq)++
1°(Consumer, role, (m, id)::rq)

<Rcv duplicate & output sent>

((LISTEN, trtype, exch, (sid, rc), rid), sm)

StaxBfr

andalso id=rid ]

[ (s=WAIT orelse s=HOLD_WAIT)

3.1

SndMsgRptTrntErr

1°(role, Consumer,
sg™([ErrorBlk(TransientError,
MsgBeingProc)], sid+1)])++
1'(Consumer, role, rq)

(Consumer, role, [([ErrorBlk(HardError, MsgErr)], id)])

<Rcv duplicate & output not sent>

((s, trtype, exch, (sid, rc), rid), sm)

((s, trtype, exch, (sid+1, 0), rid), sm)

(Consumer, role, [])

(Consumer, role,

([ErrorBlk(TransientError, MsgBeingProc)], id)::q)

(Consumer, role, q)

1°(role, Consumer, sq)++
1°(Consumer, role, (m, id)::rq)

3.1
[ s<>COMPLETED andalso
s<>CANCELLED |
Stop_4 ((s, trtype, exch, (sid, rc), rid), sm) Y
<Rcv rpt hard error>
( Cancel.ind ) ((CANCELLED, trtype, exch, (0, 0), 0), [])
4
RstTimer ((LISTEN, trtype, exch, (sid, rc), rid), sm)
<Rcv message rpt transient error> - .
5 ((LISTEN, trtype, exch, (sid, rc), id), sm)
[ (s=READY orelse s=LISTEN) andalso
NotCnl_HrdErr m andalso id<>rid ]
SndMsgRptHrdErr_Stop ((s, trtype, exch, (sid, rc), rid), sm) )
<Recv in hard error> J

]

ly
Transport

TRXTRXMQ

1'(role, Consumer,

sg™[([ErrorBIk(HardError, MsgETrT)], sid+1)])++

1°(Consumer, role, rq)

( Cancel.ind if s<>READY )

((CANCELLED, trtype, exch, (0, 0), 0), [ 1)

























20 C_AuthTr: 1'((CANCELLED,Authentication,NoExch,(0,0),0),[])
6:0 M_AuthTr: 1'((CANCELLED,Authentication,Auth,(0,0),0),[])
~— | Transport: 1'(Consumer,Merchant,[])++ 1" (Merchant,Consumer,[])

37 C_AuthTr: 1'((CANCELLED,Authentication,Auth,(0,0),0),[)
430 M_AuthTr: 1'((CANCELLED,Authentication,Auth,(0,0),0),[])
~—— | Transport: 1’(Consumer,Merchant,[])++ 1'(Merchant,Consumer,[])

——  |106

106 C_AuthTr: 1'((COMPLETED,Authentication,Auth,(0,0),0),[])

8:0 M_AuthTr: 1'((COMPLETED,Authentication,Auth,(0,0),0),[])
Transport: 1°(Consumer,Merchant,[])++ 1°(Merchant,Consumer,][])

_— [163
163 C_AuthTr: 1°((CANCELLED,Authentication,Auth,(0,0),0),[1)
110 M_AuthTr: 1'((COMPLETED,Authentication,Auth,(0,0),0).[])
~— | Transport: 1'(Consumer,Merchant,[])++ 1 (Merchant,Consumer,[])

1
Initialize: 1°Authentication |

| Merchant'InitiateTr_M: |
| {trtype=Authentication}

;'90:32->60
Authenticator'SndAuthSts:

| {sm=[AuthReqBIK],sid=1,rid=1,rc=0,
9=}

| Authenticator'SndAuthReq: |
| {trtype=Authentication}

| Consumer'lnitiateTr_C:
| {trtype=Authentication,q=[],
=[AuthReqBIk],id=1}

m
L e - - - ]

| Authenticatee'RcvAuthReq:
| {trtype=Authentication,q=[]}

121:10->17
| Authenticatee'SndAuthRsp:
{trtype=Authentication,sm=[]

{trtype=Authentication,

Authenticator'RcvAuthRsp:

| Cancellation_C'SndCnl:

| {trtype=Authentication,exch=Auth,

| sm=[AuthRespBIk],sid=1,s=LISTEN,
role=Merchant,rid=1,rc=0,q=[]}

e

| ErrHandling_C'Discard_Clear:

| {trtype=Authentication,s=CANCELLED,
role=Merchant,q=[],m=[AuthStatusBIk],
id=2,exch=Auth}

o S

i_491:165->163
ErrHandling_NC'Discard_Clear_M:

| {trtype=Authentication,s=COMPLETED,

| g=[],m=[CancelBIk],id=2,exch=Auth}



Consumer_User

_ Authentication.ind

Authentication.res

IOTP Transport
Consumer_PE Service Provider
—
[TransRefBlk(Authentication),
AuthRegBIK]  _ __ —
> [AuthRespBIk]

Cancel.req

[CancelBIK]

—_ —
—_
— =
— —_

—

_ —
Discard ®4~ " [AuthStatusBlIk]

 m—

Merchant_User
Merchant_PE

—
_ Authentication.req
_ Authentication.cnf
- AuthResult.req
~ > Discard
—







11:1->2
| Merchant'Initiate Tr_M:
rtype=Purchase}

irypesPurchase) __ _ _ _ _

|12:2->3
| BrdindOffer_M'HoldTPO:
rtype=Purchase}

type=Purchase} _ _ _ _

16:3->7
| Cancellation_NC'LocalCnl:
rtype=Purchase}

{rypePurchase} _ _ _ _ __

Consumer_User

Initialize:1"Purchase

2
M_Purchase:1'((READY,Purchase,NoExch,(0,0),0),[])

3
M_Purchase:
1°((HOLD_WAIT,Purchase,BIOfr,(0,0),0),[TpoBIK])

7
M_Purchase:1'((CANCELLED,Purchase,BIOfr,(0,0),0),[])

IOTP Transport Merchant_User
Service Provider Merchant_PE
—
TradingOptions.re
HOLD_WAIT 9P d
Cancel.req
CANCELLED




Initialize: 1'Purchase

| Merchant'InitiateTr_M: |
| {TrType=Purchase} |

| Ahthenticator'SndAuthReq: |
| {trtype=Purchase} |

18:4->9
| Consumer'lnitiateTr_C:
{trtype=Purchase,q=[], I

I = ol
el |

89>8~ ~ T T T T T T !
| Authenticatee’RcvAuthReq: |
| {trtype=Purchase,q=[]} |

139:18->33
| Authenticatee'SndAuthRsp:
{trtype=Purchase,sm=[], |

sosogem ]

Consumer_User

Consumer_PE

_ Authentication.ind

1
0:1

E
+
-
"

1:4

Authenticator'RcvAuthRsp: |
I {trtype=Purchase,rid=0, |
|

| Authenticator'HoldAuthSts:
| {trtype=Purchase,sm=[AuthReqBIK],
| sid=1,rid=1,rc=0}

| BrdDepOffer_M'SndAuthSts_TPO:
| {trtype=Purchase,sid=1,rid=1,rc=0,

1600:196->313

| Cancellation_C'SndCnl:

| {trtype=Purchase,sm=[AuthRespBIKk],
sid=1,s=LISTEN,role=Merchant,rid=1,

1rc=0,g=[],id=1 P AN
_rC_O,q_ [Ed_ Yo 313 |_rc:_0,q_:[|_,e)§hiAu_th}_ ________ ]
54 | @ ———— = — - — — — — — — — — 1
| 965:313->464
D Cancellation_NC'RevCnl: |
{trtype=Purchase,sm=[AuthStatusBIk, |
! I TpoBIK],sid=2,s=LISTEN, |
264 I role=Merchant,rid=1,rc=0,id=2, |
14:1 lexch=BDOf} __ _ _ _ _ _ _ _ _ _ J
— |1434:464->472 T T !
| ErrHandling_C'Discard_Clear: |
trtype=Purchase,s= , |
I{ Purch. CANCELLED
4—7‘2 | role=Merchant,g=[], m=[AuthStatusBIk, |
seo | |TRoBIKld=2excheAuty ;
472

IOTP_TopLevel'Transport:1°(Consumer,Merchant,[])++ 1°(Merchant,Consumer,[])
Merchant'M_Purchase:1'((CANCELLED,Purchase,BDOfr,(0,0),0),[])
Consumer'C_Purchase:1'((CANCELLED,Purchase,Auth,(0,0),0),[])

Merchant_User

Authentication.req

Authentication.res

Cancel.req

Authentication.cnf

AuthResult.req

TradingOptions.req

Cancel.ind

IOTP Transport
Service Provider Merchant_PE
— ]
[TransRefBlk(Purchase), AuthReqBIk]
>l [AuthRespBIk]
HOLD_WAIT s
_| [CancelBIK] =
T
Discard ®4™[a thstatusBlk, TpoBIk] -

 —










1

Initialize: 1'Purchase |

11:1->2
| Merchant'InitiateTr_M:

7= u "
| Authenticator'SndAuthReq: |

(pespucnase)

18:4->9 |
Consumer'initiateTr_C:
{trtype=Purchase,q=[],
I m=[AuthReqBIK],id=1} |
[

1582:193->306
| BrdindOffer_M'SndAuthSts_TPO_OfrRsp:
| {trtype=Purchase,sid=1,rid=1,rc=0,q=[]}

"936:306->446 T T T

| ErrHandling_C'SndMsgRptHrdErr_Stop:

| {trtype=Purchase,sq=[],sm=[AuthRespBIK],
i =LISTEN,rg=[],role=Merchant,

| ,rc=0,m=[AuthStatusBlk, TpoBIk,
|_OfferRespBIk],id=2,exch=Auth}

118:9>18" ~— T
| Authenticatee’'RcvAuthReq:

I BrdindOffer_M'HoldAuthSts_TPO:
| {trtype=Purchase,sid=1,rid=1,
| rc=0}

| 1370:446->619 |
ErrHandling_NC'Discard_Clear_M: | 820

| {trtype=Purchase,s=COMPLETED, =[], |

I m=[ErrorBIk((HardError,MsgErT))],

|id=2,exch=BIOfr} |

139:18->33
| Authenticatee'SndAuthRsp: |
| {trtype=Purchase,sm=[],sid=0,q=]} |

180:33->60 |

| Authenticator'RevAuthRsp:

| {trtype=Purchase,rid=0,rc=0,q=[], |
id=1} |

1158:60->110 |

| Authenticator'HoldAuthSts:
{trtype=Purchase,sm=[AuthReqBIKk], |
sid=1,rid=1,rc=0} |

T

1317:140->194 |
ErrHandling_C'Retransmit: |
{trtype=Purchase,sm=[AuthRespBlIk],

| sid=1,role=Merchant,rid=1,rc=0,q=[], |

| exch=Auth} |

| BrdindOffer_M'HoldAuthSts_TPO: |
| {trtype=Purchase,sid=1,rid=1,rc=0} |

1940:307->449 |

| ErrHandling_C'Stop_1:

| {trtype=Purchase,sm=[AuthRespBlIk], |
|

|_sid:l,rid=1,n:=1,e)<ch=Auth}

| 1380:449->616 |

| BrdindOffer_M'SndAuthSts_TPO_OfrRsp:

| {trtype=Purchase,sid=1,rid=1,rc=0, |
=0} !

| 1854:616->820 |

| ErrHandling_NC'Discard_Clear_M:

| {iype=Purchase,s=COMPLETED,q={], |
|

|_m=[Auth RespBIk],id=1,exch=BIOfr}

1 2401:820->619 |
ErrHandling_C'Discard_Clear: |
{trtype=Purchase,s=CANCELLED,

| role=Merchant,q=[],m=[AuthStatusBlk, |

| TpoBIk,OfferRespBIk],id=0,exch=Auth} |

619

IOTP_TopLevel Transport:1'(Consumer,Merchant,[])++ 1°(Merchant,Consumer,[])
Merchant'M_Purchase:1'((COMPLETED,Purchase,BIOfr,(0,0),0),[])
Consumer'C_Purchase:1'((CANCELLED,Purchase,Auth,(0,0),0),[])




Consumer_User

Consumer_PE
—

_ Authentication.ind

Authentication.res

Cancel.ind

Consumer_User

Consumer_PE

IOTP Transport Merchant_User
Service Provider Merchant_PE
—
[TransRefBlk(Purchase), Authentication.req
AuthReqgBIK] - — <
— __ __ _[AuthRespBIK]
______ . Authentication.cnf
AuthResult.req
HOLD_WAIT s
TradingOptions.re
HOLD_WAIT s 9op g
[AuthStatusBIk, TpoBlk, OfferRespBIk] P TradingResult.req
[ErrorBlk(HardError, MsgErr)) % Discard
—

(a)

IOTP Transport
Service Provider

Merchant_User

Merchant_PE

— ]
[TransRefBlk(Purchase), Authentication.req
AuthReqgBIK] — <
_ Authentication.ind . —— —
Authentication.res sl [AuthRespBIq
______ . Authentication.cnf
AuthResult.req
TimeOut HOLD_WAIT m
(R=0) m— TradingOptions.req
—~ — [AuthRespBIk] ~ HOLD_WAIT &
Cancel.ind ! —— '
< TimeOut —~ TradingResult.req
(R=1) e
- ~»>m Discard
. h— —
Discard #47 ihstatusBlk, TpoBlk, OfferRespBIK]
— —

(b)



1152
I Merchant'Initiate Tr_M:
| {trtype=Purchase}

12:253
| BrdIindOffer_M'HoldTPO:
| {trtype=Purchase}

15:3>6
| BrdindOffer_M'SndTPO_OfrRsp:
| {trtype=Purchase}

113:6->14

| Consumer'InitiateTr_C:
{trtype=Purchase,q=[],
m=[TpoBIk,OfferRespBIk],

lid=1}

|31:14->28
BrdindOffer_C'RcvTPO:
{trtype=Purchase,sm=[],

I sid=0,s=READYrid=0,rc=0,

| g=[],id=1,exch=NoExch}

164:28->49

| BrdindOffer_C'RcvOfrRsp:

| {trtype=Purchase,sm=[],
d=0,rid=1,rc=0,q=[],id=1}

si
L e e e e e e - -

-

o

2
=

1
Initialize:1'Purchase

1 121:49->88
Payment_C'SndPayReq_1:
{trtype=Purchase,sid=0,

| exch=BIOfr}

» G N =5 e 6
N O w © FNYes) A O

74
9:

748

12:0

7

PHandler'InitiateTr_P:
| {trtype=Purchase,q=],
| m=[PayReqBIK],id=1}

| Payment_P'RcvPayReq:

| {trtype=Purchase,stafter=NA,

| sid=0,s=READY,q=[],id=1,
xch=NoExch}

oeoBey

1784:258->389

| Cancellation_C'SndCnl:

| {trtype=Purchase,
sm=[PayReqBIk],sid=1,s=LISTEN,

IroIe=PHa\ndIer,rid=0,rt:—0 =

lexch=Pay1}

;'1192:389->550
Payment_P'SndPayRsp:

| {trtype=Purchase,sm=[],sid=0,
| rid=1,rc=0,q=[],exch=Pay1}

| ErrHandling_NC'Discard_Clear_P:

| {trtype=Purchase,s=COMPLETED,

1a=[,m=[CancelBIK],id=2,
exch=Pay1}

I

| ErrHandling_C'Discard_Clear:
| {trtype=Purchase,s=CANCELLED,
role=PHandler,q=[],
=[PayRespBIk],id=1,exch=Pay1}

(MEPayRespEIQesL ey _ 2

748

IOTP_TopLevel'Transport:1'(Consumer,PHandler,[])++ 1°(PHandler,Consumer,[])
PHandler'P_Purchase:1'((COMPLETED,Purchase,Pay1,(0,0),0),[])
Merchant'M_Purchase:1'((COMPLETED,Purchase,BIOfr,(0,0),0),[])
Consumer'C_Purchase:1'((CANCELLED,Purchase,Pay1,(0,0),0),[])




Consumer_User

Consumer_PE

IOTP Transport
Service Provider

Merchant_User

Merchant_PE

— ]
TradingOptions.re
HOLD_WAIT s 9P il
[TransRefBlk(Purchase), .
TpoBlk, OfferRespBIK] L TradingResult.req
__ TradingOptionsind |~ — — — — — 7
= HOLD —
_ TradingResult.ind
PHandler_User
PHandler_PE
]
PaylInvoke.req ol [PayReqBIK]
““““““ . Paylnvoke.ind
Cancel.re
il > — __ [CancelBlK] PayResult.req
— \/\/_(\/\/
) - — —>a& Discard
Discard ®« —  [AuthRespBIK]
— —
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Aind
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Ares
TOreq <g\cnf
ARSreq
ARSind TOreq
TOreq /Ciz\;:d TRreq
10 (®)
TOind TRreq \gRSind
TOind

TRind

6

Ireq

lind

RSreq

PRSind

@565

FSA-(a)

Areq
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fun ValidTerminal n =

( (Mark.IOTS_Global'C_SAP 1 n) == 1'STOP andalso (Mark.IOTS_Global'M_SAP 1 n) == 1°'OFR_FIN andalso
(Mark.IOTS_Global'P_SAP 1 n) == 1’'STOP andalso (Mark.IOTS_Global'D_SAP 1 n) == 1'IDLE andalso
( (Mark.Offer'C_Prmtrs 1 n) == 1°(NA, ndlv) orelse (Mark.Offer'C_Prmtrs 1 n) == 1°(NA, pdlv) orelse

(Mark.Offer'C_Prmtrs 1 n) == 1°(Pay2, ndlv) ) andalso

(Mark.Offer'M_Prmtrs 1 n) == empty andalso (Mark.Payment'P_Prmtrs 1 n) == empty andalso
(Mark.Offer'ConToMer 1 n) == 17[ ] andalso (Mark.Offer'MerToCon 1 n) == 1'[ ] andalso
(Mark.Payment'ConToPH 1 n) == 1°[ ] andalso (Mark.Payment'PHToCon 1 n) == 1°[ ] andalso
(Mark.Delivery'ConToDH 1 n) == 1'[ ] andalso (Mark.Delivery'DHToCon 1 n) == 1[]) orelse

( (Mark.IOTS_Global'C_SAP 1 n) == 1'STOP andalso (Mark.IOTS_Global'M_SAP 1 n) == 1’'OFR_FIN andalso
(Mark.IOTS_Global'P_SAP 1 n) == 1’'STOP andalso (Mark.IOTS_Global'D_SAP 1 n) == 1'STOP andalso
(Mark.Offer'C_Prmtrs 1 n) == 1°(NA, ddlv) andalso (Mark.Offer'M_Prmtrs 1 n) == empty andalso
(Mark.Payment'P_Prmtrs 1 n) == empty andalso
(Mark.Offer'ConToMer 1 n) == 1'[ ] andalso (Mark.Offer'MerToCon 1 n) == 1'[ ] andalso
(Mark.Payment'ConToPH 1 n) == 1°[ ] andalso (Mark.Payment'PHToCon 1 n) == 1°[ ] andalso
(Mark.Delivery'ConToDH 1 n) == 1°[] andalso (Mark.Delivery'DHToCon 1 n) == 1[]) orelse

( (Mark.IOTS_Global'C_SAP 1 n) == 1'IDLE andalso (Mark.IOTS_Global'M_SAP 1 n) == 1°'STOP andalso
(Mark.IOTS_Global'P_SAP 1 n) == 1'IDLE andalso (Mark.IOTS_Global'D_SAP 1 n) == 1'IDLE andalso
(Mark.Offer'C_Prmtrs 1 n) == empty andalso (Mark.Payment'P_Prmtrs 1 n) == empty andalso
(Mark.Offer'ConToMer 1 n) == 1°[ ] andalso (Mark.Offer'MerToCon 1 n) == empty andalso
(Mark.Payment'ConToPH 1 n) == 1°[ ] andalso (Mark.Payment'PHToCon 1 n) == 1°[ ] andalso
(Mark.Delivery'ConToDH 1 n) == 1'[ ] andalso (Mark.Delivery'DHToCon 1 n) == 1'[]) orelse

( (Mark.IOTS_Global'C_SAP 1 n) == 1’'STOP andalso (Mark.IOTS_Global'M_SAP 1 n) == 1'STOP andalso
(Mark.lOTS_Global'P_SAP 1 n) == 1'IDLE andalso (Mark.IOTS_Global'D_SAP 1 n) == 1'IDLE andalso
(Mark.Payment'P_Prmtrs 1 n) == empty andalso
( (Mark.Payment'ConToPH 1 n) == 1[] orelse (Mark.Payment'ConToPH 1 n) == empty ) andalso
(Mark.Payment'PHToCon 1 n) == 1°[ ] andalso
(Mark.Delivery'ConToDH 1 n) == 1'[ ] andalso (Mark.Delivery'DHToCon 1 n) == 1'[]) orelse

( (Mark.IOTS_Global'C_SAP 1 n) == 1’'STOP andalso (Mark.IOTS_Global'M_SAP 1 n) == 1°'STOP andalso
(Mark.lOTS_Global'P_SAP 1 n) == 1’'STOP andalso (Mark.IOTS_Global'D_SAP 1 n) == 1'IDLE andalso
(Mark.Offer'C_Prmtrs 1 n) <> empty andalso (Mark.Offer'M_Prmtrs 1 n) == empty andalso
(Mark.Offer'ConToMer 1 n) == empty andalso (Mark.OfferMerToCon 1 n) == 1°[ ] andalso
( (Mark.Delivery'ConToDH 1 n) == 1'[ ] orelse (Mark.Delivery'ConToDH 1 n) == empty ) andalso
(Mark.Delivery'DHToCon 1 n) == 1'[]) orelse

( (Mark.IOTS_Global'C_SAP 1 n) == 1’'STOP andalso (Mark.IOTS_Global'M_SAP 1 n) == 1'STOP andalso
(Mark.IOTS_Global'P_SAP 1 n) == 1’'STOP andalso (Mark.IOTS_Global'D_SAP 1 n) == 1'STOP andalso
(Mark.Offer'C_Prmtrs 1 n) == 1°(NA, ddlv) andalso (Mark.Offer'M_Prmtrs 1 n) == empty andalso
(Mark.Payment'P_Prmtrs 1 n) == empty andalso
(Mark.Offer'ConToMer 1 n) == empty andalso (Mark.Offer'MerToCon 1 n) == 1°[ ] andalso
(Mark.Payment'ConToPH 1 n) == 1°[] andalso (Mark.Payment'PHToCon 1 n) ==1[]);

fun InValidTerminal () = PredNodes ( ListDeadMarkings (),
fn n => not (ValidTerminal n),
NoLimit );

InValidTerminal (); lval it = [1: Node list























































val dm=ListDeadMarkings(); Ival dm = [65,748,619,80,7,566,555,552,472,453,47,2608,...] : Node list
length dm; val it =37 :int

DisplayNodes dm; jvalit=() : unit

65

Transport:1°(Consumer,Merchant,[])++
1"(Merchant,Consumer,[])

M_Purchase:1'((CANCELLED,Purchase,Auth,(0,0),0),[])

C_Purchase:1'((CANCELLED,Purchase,Auth,(0,0),0),[])

748

Transport:1°(Consumer,PHandler,[])++
1°(PHandler,Consumer,[])

P_Purchase:1'((COMPLETED,Purchase,Pay1,(0,0),0),[])

M_Purchase:1'((COMPLETED,Purchase,BIOfr,(0,0),0),[])

C_Purchase:1'((CANCELLED,Purchase,Pay1,(0,0),0),[])

619

Transport:1°(Consumer,Merchant,[])++
1"(Merchant,Consumer,[])

M_Purchase:1'((COMPLETED,Purchase,BIOfr,(0,0),0).[])

C_Purchase:1'((CANCELLED,Purchase,Auth,(0,0),0),[])

80

Transport:1'(Consumer,Merchant,[])++
1°(Merchant,Consumer,[])

M_Purchase:1'((CANCELLED,Purchase,BDOIr,(0,0),0),[])

C_Purchase:1'((CANCELLED,Purchase,BDOIr,(0,0),0), )

7
M_Purchase:1'((CANCELLED,Purchase,BIOfr,(0,0),0),[])

566

Transport:1°(Consumer,PHandler,[])++
1°(PHandler,Consumer,[])

P_Purchase:1’((CANCELLED,Purchase,NoExch,(0,0),0),[)

M_Purchase:1'((COMPLETED,Purchase,BIOfr,(0,0),0),[])

C_Purchase:1'((CANCELLED,Purchase,PayDlv,(0,0),0),[])

555

Transport:1°(Consumer,PHandler,[])++
1°(PHandler,Consumer,[])

P_Purchase:1’((COMPLETED,Purchase,Pay1,(0,0),0),[])

M_Purchase:1'((COMPLETED,Purchase,BIOfr,(0,0),0),[])

C_Purchase:1'((COMPLETED,Purchase,Pay1,(0,0),0),[])

552

Transport:1'(Consumer,PHandler,[])++
1°(PHandler,Consumer,[])

P_Purchase:1'((CANCELLED,Purchase,Pay1,(0,0),0).[)

M_Purchase:1'((COMPLETED,Purchase,BIOfr,(0,0),0).[])

C_Purchase:1'((CANCELLED,Purchase,Pay1,(0,0),0).[])

472

Transport:1'(Consumer,Merchant,[])++
1"(Merchant,Consumer,[])

M_Purchase:1'((CANCELLED,Purchase,BDOfr,(0,0),0),[])

C_Purchase:1'((CANCELLED,Purchase,Auth,(0,0),0),[])

452
Transport:1°(Consumer,Merchant,[])++

1" (Merchant,Consumer,[])
M_Purchase:1"((CANCELLED,Purchase,BIOfr,(0,0),0),[])
C_Purchase:1'((CANCELLED,Purchase,Auth,(0,0),0),[])

47
Transport:1°(Consumer,Merchant,[])++

1" (Merchant,Consumer,[])
M_Purchase:1'((COMPLETED,Purchase,BIOfr,(0,0),0),[])
C_Purchase:1’((CANCELLED,Purchase,NoExch,(0,0),0),[])

2608

Transport:1'(Consumer,DHandler,[])++
1°(DHandler,Consumer,[])

D_Purchase:1'((COMPLETED,Purchase,Deliv,(0,0),0),[])

P_Purchase:1'((COMPLETED,Purchase,Pay1,(0,0),0),[])

M_Purchase:1'((COMPLETED,Purchase,BDOfr,(0,0),0),[])

C_Purchase:1'((CANCELLED,Purchase,Deliv,(0,0),0),[])

36

Transport:1°(Consumer,Merchant,[])++
1"(Merchant,Consumer,[])

M_Purchase:1'((CANCELLED,Purchase,Auth,(0,0),0),[])

C_Purchase:1'((CANCELLED,Purchase,NoExch,(0,0),0),[])

1400

Transport:1'(Consumer,DHandler, [])++
1'(DHandler,Consumer,[])

D_Purchase:1"((CANCELLED,Purchase,NoExch,(0,0),0),[1)

P_Purchase:1'((COMPLETED,Purchase,Pay1,(0,0),0),[])

M_Purchase:1'((COMPLETED,Purchase,BIOfr,(0,0),0),[l)

C_Purchase:1'((CANCELLED,Purchase,Deliv,(0,0),0),[])

393

Transport:1°(Consumer,PHandler,[])++
1°(PHandler,Consumer,[])

P_Purchase:1'((CANCELLED,Purchase,NoExch,(0,0),0),[)

M_Purchase:1'((COMPLETED,Purchase,BIOfr,(0,0),0),[])

C_Purchase:1'((CANCELLED,Purchase,Pay1,(0,0),0),[])

2376
Transport:1’(Consumer,DHandler,[])++
1'(DHandler,Consumer,[])
D_Purchase:1'((COMPLETED,Purchase,Deliv,(0,0),0),[])
P_Purchase:1'((COMPLETED,Purchase,Pay1,(0,0),0),[])
M_Purchase:1'((COMPLETED,Purchase,BDOfr,(0,0),0),
C_Purchase:1'((COMPLETED,Purchase,Deliv,(0,0),0),0])

=

2374

Transport:1'(Consumer,DHandler,[])++
1"(DHandler,Consumer,[])

D_Purchase:1'((CANCELLED,Purchase,Deliv,(0,0),0).[])

P_| “Purchase:1’ ((COMPLETED,Purchase,Pay1,(0,0),0),[])

M Purchase:1'((COMPLETED,Purchase,BDOfr, (O 0),0).[1)

C_Purchase 1'((CANCELLED,Purchase,Deliv,(0,0),0).[])

42

Transport:1°(Consumer,Merchant,[])++
1"(Merchant,Consumer,[])

M_Purchase:1'((CANCELLED,Purchase,BDOfr,(0,0),0),[])

C_Purchase:1'((CANCELLED,Purchase,NoExch,(0,0),0).[])

382

Transport:1'(Consumer,Merchant,[])++
1°(Merchant,Consumer,[])

M_Purchase:1'((COMPLETED,Purchase,BDOfr,(0,0),0),[])

C_Purchase:1'((CANCELLED,Purchase,BDOfr,(0,0),0),[])

2144

Transport:1'(Consumer,PHandler,[])++
1'(PHandler,Consumer,[])

P_Purchase:1’ ((COMPLETED Purchase,PayDlv,(0,0),0),[])

M Purchase:1'((COMPLETED,Purchase,BDOfr,(0,0),0),[])

C_| “Purchase:1" ((COMPLETED,Purchase,PayDlv,(0,0),0),[])

2146

Transport:1°(Consumer,PHandler,[])++
1°(PHandler,Consumer,[])

P_Purchase:1'((COMPLETED,Purchase,PayDlv,(0,0),0),[])

M_Purchase:1’((COMPLETED,Purchase,BDOfr,(0,0),0),[])

C_Purchase:1'((CANCELLED,Purchase,PayDlv,(0,0),0),[])

2121

Transport:1'(Consumer,DHandler, [])++
1'(DHandler,Consumer,[])

D_Purchase:1'((CANCELLED,Purchase,NoExch,(0,0),0),[])

P_Purchase:1’((COMPLETED,Purchase,Pay1,(0,0),0),[])

M_Purchase:1'((COMPLETED,Purchase,BDOfr,(0,0),0),[])

C_Purchase:1'((CANCELLED,Purchase,Deliv,(0,0),0),[])

1916

Transport:1’(Consumer,DHandler,[])++
1°(DHandler,Consumer,[])

D_Purchase:1'((COMPLETED,Purchase,Deliv,(0,0),0),[)

P_Purchase:1'((COMPLETED,Purchase,Pay1,(0,0),0),[])

M_Purchase:1'((COMPLETED,Purchase,BIOfr,(0,0),0),[])

C_Purchase:1'((CANCELLED,Purchase,Deliv,(0,0),0),[])

1156

Transport:1°(Consumer,PHandler,[])++
1°(PHandler,Consumer,[])

P_Purchase:1'((CANCELLED,Purchase,NoExch,(0,0),0),[])

M_Purchase:1’((COMPLETED,Purchase,BDOfr,(0,0),0),[])

C_Purchase:1'((CANCELLED,Purchase,PayDlv,(0,0),0),[])

2029

Transport:1’(Consumer,DHandler,[])++
1°(DHandler,Consumer,[])

D_Purchase:1'((COMPLETED,Purchase,Deliv,(0,0),0),[)

P_Purchase:1’((COMPLETED,Purchase,Pay1,(0,0),0),[])

M_Purchase:1'((COMPLETED,Purchase,BIOfr,(0,0),0),[])

C_Purchase:1'((COMPLETED,Purchase,Deliv,(0,0),0),[])

1653

Transport:1’(Consumer,DHandler,[])++
1°(DHandler,Consumer,[])

D_Purchase:1'((CANCELLED,Purchase,Deliv,(0,0),0),[])

P_Purchase:1'((COMPLETED,Purchase,Pay1,(0,0),0),[])

M_Purchase:1’((COMPLETED,Purchase,BIOfr,(0,0),0),[])

C_Purchase:1'((CANCELLED,Purchase,Deliv,(0,0),0),1)

1638

Transport:1'(Consumer,PHandler,[])++
1°(PHandler,Consumer,[])

P_Purchase:1’((CANCELLED,Purchase,PayDlv,(0,0),0),[])

M_Purchase:1'((COMPLETED,Purchase,BDOfr,(0,0),0),[])

C_Purchase:1'((CANCELLED,Purchase,PayDIv,(0,0),0),[])

1626

Transport:1'(Consumer,Merchant,[])++
1°(Consumer,PHandler,[])++ 1'(Merchant,

Consumer,[])++ 1'(PHandler,Consumer,[])

P_Purchase:1’((COMPLETED,Purchase,Pay1,(0,0),0),[])

M_Purchase:1'((CANCELLED,Purchase,BDOfr,(0,0),0).[1)

929

Transport:1'(Consumer,PHandler,[])++
1'(PHandler,Consumer,[])

P_Purchase:1'((CANCELLED,Purchase,NoExch,(0,0),0),[])

M_Purchase:1'((COMPLETED,Purchase,BDOfr,(0,0),0),[])

C_Purchase:1'((CANCELLED,Purchase,Pay1,(0,0),0),[])

1423

Transport:1'(Consumer,PHandler,[])++
1°(PHandler,Consumer,[])

P_Purchase:1’((COMPLETED,Purchase,PayDlv,(0,0),0),[])

M_Purchase:1'((COMPLETED,Purchase,BIOfr,(0,0),0),[])

C_Purchase:1'((COMPLETED,Purchase,PayDIv,(0,0),0),[])

1425

Transport:1'(Consumer,PHandler,[])++
1°(PHandler,Consumer,[])

P_Purchase:1’((COMPLETED,Purchase,PayDlv,(0,0),0),[])

M_Purchase:1'((COMPLETED,Purchase,BIOfr,(0,0),0).[])

C_Purchase:1'((CANCELLED,Purchase,PayDlv,(0,0),0),[])

152
Transport:1°(Consumer,Merchant,[])++

1" (Merchant,Consumer,[])
M_Purchase:1'((CANCELLED,Purchase,BIOfr,(0,0),0),[)
C_Purchase:1'((CANCELLED,Purchase,BIOfr,(0,0),0),[])

1378

Transport:1°(Consumer,PHandler,[])++
1°(PHandler,Consumer,[])

P_Purchase:1'((COMPLETED,Purchase,Pay1,(0,0),0),[])

M_Purchase:1’((COMPLETED,Purchase,BDOfr,(0,0),0),[])

C_Purchase:1'((CANCELLED,Purchase,Pay1,(0,0),0),[])

1145

Transport:1'(Consumer,PHandler,[])++
1°(PHandler,Consumer,[])

P_Purchase:1'((COMPLETED,Purchase,Pay1,(0,0),0),[])

M_Purchase:1'((COMPLETED,Purchase,BDOfr,(0,0),0),[1)

C_Purchase:1'((COMPLETED,Purchase,Pay1,(0,0),0).{l)

1142

Transport:1’(Consumer,PHandler,[])++
1°(PHandler,Consumer,[])

P_Purchase:1'((CANCELLED,Purchase,Pay1,(0,0),0),[])

M_Purchase:1'((COMPLETED,Purchase,BDOfr,(0,0),0),[)

C_Purchase:1'((CANCELLED,Purchase,Pay1,(0,0),0),[])

966

Transport:1°(Consumer,PHandler,[])++
1°(PHandler,Consumer,[])

P_Purchase:1'((CANCELLED,Purchase,PayDlv,(0,0),0),[])

M_Purchase:1'((COMPLETED,Purchase,BIOfr,(0,0),0),[])

C_Purchase:1'((CANCELLED,Purchase,PayDlv,(0,0),0),[])

954

Transport:1’(PHandler,Consumer,[])
1°(PHandler,Consumer,[])

P_Purchase:1’((COMPLETED,Purchase,Pay1,(0,0),0),[])

1'((CANCELLED,Purchase,BIOfr,(0,0),0),[])

C_Purchase:1'((CANCELLED,Purchase,Pay1,(0,0),0),[l)




val dm=ListDeadMarkings();

length dm;

valit=19:int

DisplayNodes dm; val it = () : unit

val dm = [1065,1062,65,713,592,80,7,538,535,458,439,47,...] : Node list

1065

Transport:1'(Consumer,PHandler,[])++
1'(PHandler,Consumer,[])

P_Deposit:1'((COMPLETED,Deposit,Pay1,(0,0),0),[)

M_Deposit:1'((COMPLETED,Deposit,BDOFr,(0,0),0),[1)

C_Deposit:1'((COMPLETED, Deposit,Pay1,(0,0),0),[1)

439

Transport:1°(Consumer,Merchant,[])++
1'(Merchant,Consumer,[])

M_Deposit:1'((CANCELLED,Deposit,BIOfr,(0,0),0),[1)

C_Deposit:1'((CANCELLED,Deposit,Auth,(0,0),0),[])

1062

Transport:1'(Consumer,PHandler,[])++
1'(PHandler,Consumer,[])

P_Deposit:1'((CANCELLED,Deposit,Pay1,(0,0),0),[])

M_Deposit:1'((COMPLETED,Deposit,BDOfr,(0,0),0),[])

C_Deposit:1'((CANCELLED,Deposit,Pay1,(0,0),0),[])

47
Transport:1°(Consumer,Merchant,[])++

1" (Merchant,Consumer,[])
M_Deposit:1'((COMPLETED,Deposit,BIOfr,(0,0),0),[])
C_Deposit:1'((CANCELLED,Deposit,NoExch,(0,0),0),[1)

65
Transport:1’(Consumer,Merchant,[])++

1" (Merchant,Consumer,[])
M_Deposit:1’((CANCELLED,Deposit,Auth,(0,0),0),[])
C_Deposit:1'((CANCELLED,Deposit,Auth,(0,0),0),[])

36

Transport:1’(Consumer,Merchant,[])++
1"(Merchant,Consumer,[])

M_Deposit:1'((CANCELLED,Deposit,Auth,(0,0),0),[)

C_Deposit:1'((CANCELLED,Deposit,NoExch,(0,0),0),[])

713

Transport:1'(Consumer,PHandler,[])++
1'(PHandler,Consumer,[])

P_Deposit:1'((COMPLETED,Deposit,Pay1,(0,0),0),[])

M_Deposit:1'((COMPLETED,Deposit,BIOfr,(0,0),0),[])

C_Deposit:1'((CANCELLED,Deposit,Pay1,(0,0),0),[)

592

Transport:1'(Consumer,Merchant,[])++
1'(Merchant,Consumer,[])

M_Deposit:1*((COMPLETED,Deposit,BIOfr,(0,0),0),[])

C_Deposit:1'((CANCELLED,Deposit,Auth,(0,0),0),[)

385

Transport:1’(Consumer,PHandler,[])++
1°(PHandler,Consumer,[])

P_Deposit:1'((CANCELLED,Deposit,NoExch,(0,0),0),[1)

M_Deposit:1'((COMPLETED,Deposit,BIOfr,(0,0),0),[])

C_Deposit:1'((CANCELLED,Deposit,Pay1,(0,0),0),[])

80

Transport:1'(Consumer,Merchant,[])++
1'(Merchant,Consumer,[])

M_Deposit:1'((CANCELLED,Deposit,BDOfr,(0,0),0),[1)

C_Deposit:1'((CANCELLED,Deposit,BDOfr,(0,0),0),[])

42

Transport:1’(Consumer,Merchant,[])++
1'(Merchant,Consumer,[])

M_Deposit:1'((CANCELLED,Deposit,BDOfr,(0,0),0),[])

C_Deposit:1'((CANCELLED,Deposit,NoExch,(0,0),0),[1)

7
M_Deposit:1'((CANCELLED,Deposit,BIOfr,(0,0),0),[1)

375

Transport:1°(Consumer,Merchant,[])++
1"(Merchant,Consumer,[])

M_Deposit:1'((CANCELLED,Deposit,BDOfr,(0,0),0),[])

C_Deposit:1'((CANCELLED,Deposit,BDOfr,(0,0),0),[])

538

Transport:1'(Consumer,PHandler,[])++
1'(PHandler,Consumer,[])

P_Deposit:1'((COMPLETED,Deposit,Pay1,(0,0),0),[)

M_Deposit:1'((COMPLETED,Deposit,BIOfr,(0,0),0),[1)

C_Deposit:1'((COMPLETED, Deposit,Pay1,(0,0),0),[])

151

Transport:1'(Consumer,Merchant,[])++ 1°(Merchant,
Consumer,[])
M_Deposit:1'((CANCELLED,Deposit,BIOfr,(0,0),0),[I)
C_Deposit:1'((CANCELLED,Deposit,BIOfr,(0,0),0),[])

535

Transport:1'(Consumer,PHandler,[])++
1'(PHandler,Consumer,[])

P_Deposit:1'((CANCELLED,Deposit,Pay1,(0,0),0),[])

M_Deposit:1'((COMPLETED,Deposit,BIOfr,(0,0),0),[])

C_Deposit:1'((CANCELLED,Deposit,Pay1,(0,0),0),[)

878

Transport:1'(Consumer,PHandler,[])++ 1°(PHandler,
Consumer,[])
P_Deposit:1'((CANCELLED,Deposit,NoExch,(0,0),0),[])
M_Deposit:1'((COMPLETED,Deposit,BDOfr,(0,0),0),[])
C_Deposit:1'((CANCELLED,Deposit,Pay1,(0,0),0),[1)

458

Transport:1’(Consumer,Merchant,[])++
1'(Merchant,Consumer,[])

M_Deposit:1'((CANCELLED,Deposit,BDOfr,(0,0),0),[1)

C_Deposit:1'((CANCELLED,Deposit,Auth,(0,0),0),[)

1252

Transport:1’(Consumer,PHandler,[])++ 1'(PHandler,
Consumer,[])
P_Deposit:1'((COMPLETED,Deposit,Pay1,(0,0),0),[1)
M_Deposit:1'((COMPLETED,Deposit,BDOfr,(0,0),0),[])
C_Deposit:1'((CANCELLED,Deposit,Pay1,(0,0),0),[])




length dm;

val dm=ListDeadMarkings();

DisplayNodes dm;

vali 5 :int
jvalit=() : unit

1068
140:0

592

47

535
140:0
458
56:0
439
36:0

385

1068

Transport:1°'(Consumer,PHandler,[])++
1'(PHandler,Consumer,[])

P_ValExTr:1'((CANCELLED,ValueExchange,Pay1,(0,0),0),[])

M_ValExTr:1'((COMPLETED,ValueExchange,BDOfr,(0,0),0),[])

C_ValExTr:1((CANCELLED,ValueExchange,Pay1,(0,0),0),[])

65

Transport:1’(Consumer,Merchant, [])++
1°(Merchant,Consumer,[])

M_ValExTr:1'((CANCELLED,ValueExchange,Auth,(0,0),0),[])

C_ValExTr:1'((CANCELLED,ValueExchange,Auth,(0,0),0),[)

714

Transport:1'(Consumer,PHandler,[])++
1°(PHandler,Consumer,[])

P_ValExTr:1"((COMPLETED,ValueExchange,Pay1,(0,0),0),[])

M_ValExTr:1'((COMPLETED,ValueExchange,BIOfr,(0,0),0),[])

C_ValExTr:1'((CANCELLED,ValueExchange,Pay1,(0,0),0),[I)

592

Transport:1°(Consumer,Merchant,[])++
1'(Merchant,Consumer,[])

M_ValExTr:1'((COMPLETED,ValueExchange,BIOfr,(0,0),0),[1)

C_ValExTr:1'((CANCELLED,ValueExchange,Auth,(0,0),0),[])

80

Transport:1'(Consumer,Merchant,[])++
1'(Merchant,Consumer,[])

M_ValExTr:1'((CANCELLED,ValueExchange,BDOfr,(0,0),0),[1)

C_ValExTr:1'((CANCELLED,ValueExchange,BDOfr,(0,0),0),[])

7
’ M_ValExTr:1'((CANCELLED,ValueExchange,BIOfr,(0,0),0),[])

535

Transport:1'(Consumer,PHandler, [])++
1°(PHandler,Consumer,[])

P_ValExTr:1'((CANCELLED,ValueExchange,Pay1,(0,0),0),[])

M_ValExTr:1'((COMPLETED,ValueExchange,BIOfr,(0,0),0),[1)

C_ValExTr:1'((CANCELLED,ValueExchange,Pay1,(0,0),0),[])

Transport:1°(Consumer,Merchant,[])++

1" (Merchant,Consumer,[])
M_ValExTr:1'((CANCELLED,ValueExchange,BDOfr,(0,0),0),[)
C_ValExTr:1'((CANCELLED,ValueExchange,Auth,(0,0),0),[])

439

Transport:1'(Consumer,Merchant,[])++
1'(Merchant,Consumer,[])

M_ValExTr:1'((CANCELLED,ValueExchange,BIOfr,(0,0),0).[])

C_ValExTr:1’((CANCELLED,ValueExchange,Auth,(0,0),0),[])

a7

Transport:1'(Consumer,Merchant,[])++
1°(Merchant,Consumer,[])

M_ValExTr:1'((COMPLETED,ValueExchange,BIOfr,(0,0),0),[])

C_ValExTr:1'((CANCELLED,ValueExchange,NoExch,(0,0),0),[)

36

Transport:1’(Consumer,Merchant, [])++
1°(Merchant,Consumer,[])

M_ValExTr:1'((CANCELLED,ValueExchange,Auth,(0,0),0),[])

C_ValExTr:1'((CANCELLED,ValueExchange,NoExch,(0,0),0),[])

Transport:1'(Consumer,PHandler,[])++
1°(PHandler,Consumer,[])
P_ValExTr:1"((CANCELLED,ValueExchange,NoExch,(0,0),0),[])
M_ValExTr:1'((COMPLETED,ValueExchange,BIOfr,(0,0),0),[])
C_ValExTr:1'((CANCELLED,ValueExchange,Pay1,(0,0),0),[I)

42

Transport:1'(Consumer,Merchant,[])++
1'(Merchant,Consumer,[])

M_ValExTr:1'((CANCELLED,ValueExchange,BDOTfr,(0,0),0),[])

C_ValExTr:1'((CANCELLED,ValueExchange,NoExch,(0,0),0),[])

[val dm = [1068,65,714,592,80,7,535,458,439,47,36,385,...] : Node list
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375

Transport:1°(Consumer,Merchant,[])++
1"(Merchant,Consumer,[])

M_ValExTr:1'((COMPLETED,ValueExchange,BDOfr,(0,0),0),[])

C_ValExTr:1'((CANCELLED,ValueExchange,BDOfr,(0,0),0),[])

2066

Transport:1'(Consumer,PHandler,[])++
1'(PHandler,Consumer,[])

P_ValExTr:1'((COMPLETED,ValueExchange,Pay2,(0,0),0),[])

M_ValExTr:1*((COMPLETED,ValueExchange,BDOfr,(0,0),0),[])

C_ValExTr:1 ((CANCELLED,ValueExchange,Pay2,(0,0),0),[])

1875

Transport:1'(Consumer,PHandler,[])++
1"(PHandler,Consumer,[])

:1°((COMPLETED,ValueExchange,Pay2,(0,0),0),[])

A "((COMPLETED,ValueExchange,BDOfr,(0,0),0),[])

C_ValExTr:1'((COMPLETED,ValueExchange,Pay2,(0,0),0),[])

1884

Transport:1'(Consumer,PHandler,[])++
1'(PHandler,Consumer,[])

P_ValExTr:1'((CANCELLED,ValueExchange,Pay2,(0,0),0).[])

M_ValExTr:1°((COMPLETED,ValueExchange,BDOfr,(0,0),0),[])

C_ValExTr:1'((CANCELLED,ValueExchange,Pay2,(0,0),0),[])

1888

Transport:1’(Consumer,PHandler,[])++
1'(PHandler,Consumer,[])

P_ValExTr:1'((COMPLETED,ValueExchange,Pay1,(0,0),0),[])

M_ValExTr:1*((COMPLETED,ValueExchange,BDOfr,(0,0),0),[])

C_ValExTr:1 ((CANCELLED,ValueExchange,Pay1,(0,0),0),[])

1428

Transport:1'(Consumer,PHandler,[])++
1°(PHandler,Consumer,[])

P_ValExTr:1'((COMPLETED,ValueExchange,Pay2,(0,0),0),[])

M_ValExTr:1'((COMPLETED,ValueExchange,BIOfr,(0,0),0),[])

C_ValExTr:1((CANCELLED,ValueExchange,Pay2,(0,0),0),[])

879

Transport:1'(Consumer,PHandler,[])++
1"(PHandler,Consumer,[])

P_ValExTr:1'((CANCELLED,ValueExchange,NoExch,(0,0),0),[])

M_ValExTr:1°((COMPLETED,ValueExchange,BDOfr,(0,0),0),[])

C_ValExTr:1'((CANCELLED,ValueExchange,Pay1,(0,0),0),[])

151

Transport:1'(Consumer,Merchant,[])++
1'(Merchant,Consumer,[])

M_ValExTr:1'((CANCELLED,ValueExchange,BIOfr,(0,0),0),])

C_ValExTr:1((CANCELLED,ValueExchange,BIOfr,(0,0),0),[])

1272

Transport:1'(Consumer,PHandler,[])++
1'(PHandler,Consumer,[])

P_ValExTr:1'((COMPLETED,ValueExchange,Pay2,(0,0),0),[])

M_ValExTr:1'((COMPLETED,ValueExchange,BIOfr,(0,0),0),[])

C_ValExTr:1'((COMPLETED,ValueExchange,Pay2,(0,0),0),[1)

1281

Transport:1'(Consumer,PHandler,[])++
1°(PHandler,Consumer,[])

P_ValExTr:1'((CANCELLED,ValueExchange,Pay2,(0,0),0),[])

M_ValExTr: COMPLETED,ValueExchange,BIOfr,(0,0),0),[1)

C_ValExTr:1'((CANCELLED,ValueExchange,Pay2,(0,0),0),[])

1285

Transport:1’(Consumer,PHandler,[])++
1'(PHandler,Consumer,[])

P_ValExTr:1'((COMPLETED,ValueExchange,Pay1,(0,0),0),[])

M_ValExTr:1'((COMPLETED,ValueExchange,BIOfr,(0,0),0),[])

C_ValExTr:1'((CANCELLED,ValueExchange,Pay1,(0,0),0),[])

1269

Transport:1'(Consumer,PHandler,[])++
1'(PHandler,Consumer,[])

P_ValExTr:1'((COMPLETED,ValueExchange,Pay1,(0,0),0),[])

M_ValExTr:1'((COMPLETED,ValueExchange,BDOfr,(0,0),0),[])

C_ValExTr:1'((CANCELLED,ValueExchange,Pay1,(0,0),0),[])




st_Mark.Merchant'Initialize 1 1;

fun ListTerminalSCCs()
= PredAllSccs SccTerminal;

val Scct = ListTerminalSCCs();
length Scct;

val it = "Merchant'Initialize 1: 1°Authentication\n" : string
val ListTerminalSCCs = fn : unit -> Scc list

val Scct = [~61,~45,~270,~111] : Scc list

valit=4:int

st_Mark.Merchant'Initialize 1 1;

fun ListTerminalSCCs()
= PredAllSccs SccTerminal;

val Scct = ListTerminalSCCs();
length Scct;

val it = "Merchant'Initialize 1: 1'Purchase\n" : string

val ListTerminalSCCs = fn : unit -> Scc list

val Scct = [~88,~744,~7,~57,~521,~44,~41,~38,~356,~326,~2996,~2972,...]
: Scc list

val it =37 :int

st_Mark.Merchant'Initialize 1 1;

fun ListTerminalSCCs()
= PredAllSccs SccTerminal;

val Scct = ListTerminalSCCs();
length Scct;

val it = "Merchant'Initialize 1: 1'Deposit\n" : string

val ListTerminalSCCs = fn : unit -> Scc list

val Scct = [~865,~837,~834,~830,~813,~7,~68,~667,~550,~42,~39,~36,...] : Scc list
valit=19 :int

st_Mark.Merchant'Initialize 1 1;

fun ListTerminalSCCs()
= PredAllSccs SccTerminal;

val Scct = ListTerminalSCCs();
length Scct;

val it = "Merchant'Initialize 1: 1'ValueExchange\n" : string

val ListTerminalSCCs = fn : unit -> Scc list

val Scct = [~971,~968,~947,~91,~88,~801,~7,~622,~42,~399,~39,~2432,...]
: Scc list

valit=25:int













TOres - 1 . TOcnf
- - g™[trdselection] trdselection::q - -
TradingOptions.res TradingOptions.cnf

OFR_WAIT

OFR_WAIT [ sc=OFR_PROC orelse a SDUQ a OFR_PROC
sc=AUTor_FIN ] I B
case t of Purchase => (one, d) ( _____ ™
| Refund => (one, ndiv) |
[io] [(sc=IDLE orelse sc=AUTee_FIN) | Deposit => (one, ndiv) | IDLE
IE, andalso (r=Yes orelse | Withdrawal => (one, ndiv) l
P (r=No andalso hd(q)<>[] andalso | ValueExchange => (two, ndiv) | AP |
Is_trdresult(hd
sc - _( q)))]- - trdoptions(t,r)::q g™ trdoptions(t,r)] - - Toreq sm MState |
TradingOptions.ind TradingOptions.req |
ifr=Yes : q q - ifr=Yes
then OFR_PROC  'O"d [ (§$=ﬂ‘.§]?r§ﬁ‘e) ] then OFR_WAIT |
else OFR_WAIT - else OFR_PROC |
TRind LN TRreq
OFR_WAIT - - trdresult(p,d)::q g™Mtrdresult(p,d)] - OFR_PROC |
TradingResult.ind t—— )e—————4 TradingResult.req
_ OFR_FIN q q OFRFIN ‘ |
(C,Pm‘llf3>< —_— = = — — — / N —— = 4M7Prmtrs><—J
— — if p=one then (NA, d) else (Pay1, d) (p, d) ~ —
PNxDT PTXDT
-FG -FG
Fel - — (n, d) (n, d) — — [rel
/—b(C_Prmtrs><— ————— —_——— —>(P_Prmtrs>
I/ PNxDT Pire IS Plind —P’Nxon
PN .
11 sc g™ payrequest(n,d)] payrequest(n,d)::q - sp
N PayInvoke.req [g——— Paylnvoke.ind |
N it d=pdiv [ sc=OFR_FIN orelse q SbuQ q [ sp=IDLE orelse if d=pdiv |
then DLV_PROC sc=PAYI_FIN orelse sp=PAYL_FIN orelse then DLV_WAIT
Il else PAY_WAIT Ssc=AUTor_FIN2] sp=AUTee_FIN | else PAY_PROC |
11
|1 ¢ PRTreq qM[payretry] payretry::q PRTind . p |
11 PayRetry.req PayRetry.ind |
11l if sc=PAY_RETRY [sc=PAY_RETRY orelse q q [sp=PAY_RETRY orelse If SP=PAY_RETRY |
Il then BLV_PROC sc=PAY_RETRYD | Sp=PAY_RETRYD] then DLV_WAIT
. else PAY_WAIT - - else PAY_PROC [
Il PDres PDcnf |
I PAY_PROC q™\[paydata] paydata::q PAY_WAIT
Ll PayData.res PayData.cnf |
PAY_WAIT PAY_PR!
N ! - q a —PROC /| IDLE |
1 Csae D ElE] DRIGETDY
|1 - [ sc=DLV_PROC orelse [ sp=DLV_WAIT orelse —
CsState SC=PAY_WAIT ] . sp=PAY_PROC | PState |
11 sc - paydata::q g™[paydata] sp
11l PayData.ind PayData.req |
1l if sc=DLV_PROC PDind PDreq if sp=DLV_WAIT
then DLV_KEEP then DLV_KEEP |
I else PAY_PROC else PAY_WAIT |
[ . .
[ sc=DLV_PROC orelse [ sp=DLV_WAIT orelse
11 SC=PAY_WAIT | payresponse q*"[payresponse sp=PAY_PROC | |
| - (Failed)::q (Failed)] sp
! PayResult.ind PayResult.req |
11 if sc=DLV_PROC PRSind f q q PRSreq_f if sp=DLV_WAIT
[ then PAY_RETRY then PAY_RETRY |
11, d) else PAY_RETRYD else PAY_RETRYD |
| D . payresponse "[payresponse
PRSind
| TS (CompletedOk)::q (CompletedOk)] (orored.s PAY_PROC ol
[ > I
case (n, d) of q case (n, d) of
ro (NA, ndlv) => STOP | Ld<>pdlv orelse | (NA, ndlv) => STOP |
| if n=Payl | (NA, pdiv) => DLV_WAIT | (d=pdlv andalso | (NA, pdiv) => DLV_PROC
| then | (NA, ddiv) => PAY_FIN hd(g)<>[] andalso | | (NA, ddiv) => STOP |
| (Tayz- 9 | (Pay1, ndiv) => PAY1_FIN | hd(q)=dlvresponse) ] | (Pay1, ndiv) => PAY1_FIN
(ensz) | (Pay2, ndlv) => STOP | L | (Pay2, ndlv) => STOP |
\oe . ____ 5 NG _J
Ares_C AN . Acnf_M
AUTee_PROC — g"[authresponse] authresponse::q — AUTor_WAIT
Authentication.res fg—% Ye— Authentication.cnf
AUTee_WAIT q SDUQ q AUTor_PROC
ARTreq_C ARTind_M
AUTee_RETRY g"authretry] authretry::q - AUTor_WAIT
> AuthRetry.req AuthRetry.ind
[p]fuo] |+ AUTee_WAIT q q AUTor_PROC 1 [p]lvo]
C_SAb M_SAP
ARSInd C authresult(CompleteOk) gMauthresult -
CState AUTee WAIT = - strdoptions(t.r)::q (CompletedOk)] ARSreq M AUTor_PROC MsState
= AuthResult.ind AuthResult.req =
AUTee_FIN  [(=Yes orelse q q AUTor_FIN
(r=No andalso hd(q)<>[]
andalso Is_trdresult(hd q))]
Areq_M
IDLE — authrequest::q g M[authrequest] —
Authentication.ind | MerToCon Authentication.req
AUTee_PROC ‘Aind_C q AUTor_WAIT

SDUQ a

































[ (s, exch)=(READY, NoExch) orelse
(s, exch)=(FINISHED, Auth) ]

((s, trtype, exch, (sid, rc), rid), sm) | RcvTPO | (Merchant, Consumer, ([TpoBIK], id)::q)

| h L
((WAIT, trtype, BDOfr, (sid, rc), id), sm) | (TradingOptionsind) I (Merchant, Consumer, q)
[e]
C BDOT ((WAIT, trtype, BDOr, (sid, rc), rid), sm) | SndTPOSel | (Consumer, Merchant, q)
| | ) - I
((LISTEN, trtype, BDOfr, 1 (TradingOptions res) I (Consumer, Merchant,
StaxBfr (Add sid, 0), rid), [TpoSelectionBIK]) g™([TpoSelectionBlk], Add sid)])
[id<>rid] (Merchant, Consumer,
((LISTEN, trtype, BDOTt, (sid, rc), rid), sm) | RcvOfrRsp | ([OfferRespBIlk(dIv)], id)::q)
| " - I
((FINISHED, trtype, BDOfr, (sid, 0), 0), []) L (TradingResult.ind) I (Merchant, Consumer, q) E-
X div
Delivery Transport
DelivExch TRXTRXMQ
1'(Merchant, Consumer, o
[([TransRefBlk(trtype), TpoBIK], 1)]) [ trtype<>Authentication ]
++1'(Consumer, Merchant, [ ]) | SndTPO | ((READY, trtype, NoExch, (0, 0), 0), [])
h ) I
|__(tradingOptions.req) | ((LISTEN, trtype, BDOXr, (1, 0), 0), [TpoBIK])
((FINISHED, trtype, Auth, (sid, rc), rid),
(Merchant, Consumer, ) [ sndAuthSts_ TPO | [AuthStatusBIK))
| I - I
(Merchant, Consumer, L (TradingOptions req) ] ((LISTEN, trtype, BDOfr, (Add sid, 0), rid),
g™M[([AuthStatusBlk, TpoBIk], Add sid)]) [AuthStatusBIk, TpoBIK])
[id<>rid ] [F]
(Consumer, Merchant, ([TpoSelectionBIk], id)::q) | RcvTPOSel | ((LISTEN, trtype, BDOTr, (sid, rc), rid), sm) M BDOfr
| h - I _
(Consumer, Merchant, q) 1 (TradingOptions.cnf) I ((WAIT, trtype, BDOTr, (sid, rc), id), sm)
StaxBfr
(Merchant, Consumer, q) [ SndOfrRsp | (WAIT, trtype, BDOTr, (sid, rc), rid), sm)
| ) I
(Merchant, Consumer, | (radingResultreq) [ ciNISHED, trtype, BDOT, (0, 0), 0),
g ([OfferRespBIk(dIv)], Add sid)]) [OfferRespBIk(dIv)])
[ IsPayDIvRsp(m) ]
role, Merchant, [(m, id| FINISHED, trtype, BDOfr, (0, 0), 0), sm
( [(m, id))) =|I RovPayDIVRsp 'L [( typ: (0, 0), 0), sm)
| ((if NotLastRsp(trtype, m, sm)
E- then FINISHED else COMPLETED,

- trtype, BDOTr, (0, 0), 0), [1)

TRXTRXMQ

[ (s, exch)=(READY, NoExch) orelse
(s, exch)=(FINISHED, Auth) ] (Merchant, Consumer,
((s, trtype, exch, (sid, rc), rid), sm) | RcvTPO | ([TpoBIk,OfferRespBlk(dIv)], id)::q)

((HOLD, trtype, BIOFr, (sid, rc), id), sm)  L(adingOptions.ind) |

(Merchant, Consumer,
([OfferRespBIk(dIv)], id)::q)

StaxBfr (Merchant, Consumer,
((HOLD, trtype, BIOfr, (sid, rc), rid), sm) | RcvOfrRsp | ([OfferRespBIlk(dIv)], id)::q)

| (TradingResultind) [

((FINISHED, trtype, BIOfr, (sid, 0), 0), []) (Merchant, Consumer, q)

div

Delivery

DelivExch TRXTRXxMQ



[ trtype<>Authentication ]

HoldTPO
(TradingOptions.req)

| ((READY, trtype, NoExch, (0, 0), 0), [])

I (HOLD_WAIT, trtype, BIOfr, (0, 0), 0),

1'(Merchant, Consumer,
[([TransRefBlk(trtype),
TpoBIk, OfferRespBlk(dIv)], 1)])

[TpoBIK])

((HOLD_WAIT, trtype, BIOfr, (0, 0), 0),

++1°(Consumer, Merchant, [ ]) | SndTPO_OfrRsp
| (TradingResult.req)

| [TpoBIK)

I ((FINISHED, trtype, BIOfr, (0, 0), 0),
[OfferRespBlk(div)])

((FINISHED, trtype, Auth, (sid, rc), rid),

HoldAuthSts_TPO
(TradingOptions.req)

| [AuthStatusBIK])

I (HOLD_WAIT, trtype, BIOFr, (sid, rc), rid),

[AuthStatusBIk, TpoBIK])

((HOLD_WAIT, trtype, BIOfr, (sid, rc), rid),

(Merchant, Consumer, q)

[sndAuthsts_TPO_OfrRsp
| (TradingResult.req)

(Merchant, Consumer, L

| [AuthStatusBIk, TpoBlk])

I (FINISHED, trtype, BIOr, (0, 0), 0),

g [([AuthStatusBIk, TpoBIk,
OfferRespBlk(div)], Add sid)])

[ IsPayDIvRsp(m) ]

[OfferRespBIk(dIv)])

(role, Merchant, [(m, id)]) | RevPayDIVRsp
|

] (FINISHED, trtype, BIOfr, (0, 0), 0), sm)

Transport

TRXTRXMQ

[ exch=BDOfr orelse exch=BIOfr ]

| ((if NotLastRsp(trtype, m, sm)
then FINISHED else COMPLETED,
trtype, BIOfr, (0, 0), 0), [1)

1'(Merchant, Consumer, [ ])++

((FINISHED, trtype, exch, (sid, 0), 0), []) | SndPayReq_1
i (PayInvoke.req)

| 1'(Consumer, Merchant, [ ])

M_BIOfr

((LISTEN, trtype, Pay1, (Add sid, 0), 0),
[PayReqBIK])

((FINISHED, ValueExchange, Pay1,

I 1'(Consumer, PHandler,
[([TransRefBlk(trtype), PayReqBIk], Add sid)])
++1'(PHandler, Consumer, [])

(sid, rc), rid), sm) [ SndPayReq_2

(PayInvoke.req)

((LISTEN, ValueExchange, Pay2, L

| (Consumer, PHandler, q)

I
I (Consumer, PHandler, g*"\[([PayReqBIk], Add sid)])

(Add sid, 0), rid), [PayReqBIK])

andalso id<>rid ]

[ (exch=Pay1 orelse exch=Pay2)

((LISTEN, trtype, exch, (sid, rc), rid), sm) | RcvPayExch
i (PayData.ind)

| (PHandler, Consumer, ([PayExchBIK], id)::q)

((WAIT, trtype, exch, (sid, rc), id), sm)

I
I (PHandler, Consumer, q)

(Consumer, PHandler, q)

I
I (Consumer, PHandler, g*\[([PayExchBIk], Add sid)])

| (PHandler, Consumer, ([PayRespBIK], id)::q)

I (PHandler, Consumer, q)

| (PHandler, Consumer, ([PayRespBIK], id)::q)

I (PHandler, Consumer, q)

|| I

StaxBfr [ exch=Pay1 orelse exch=Pay2 ]
\ ((WAIT, trtype, exch, (sid, rc), rid), sm) | SndPayExch |
|
((LISTEN, trtype, exch, (Add sid, 0), rid), | (PayDatares)
[PayExchBIK])
[ (trtype=ValueExchange orelse
(trtype=Purchase andalso div=True))
((LISTEN, trtype, Pay1, (sid, rc), rid), andalso id<>rid ]
sm) [ RevPayRsp_cont
((FINISHED, trtype, Payl, (sid, 0), 0), [) | (PayResultind)
div [ (trtype<>ValueExchange orelse
exch=Pay?2) andalso id<>rid ]
((LISTEN, trtype, exch, (sid, rc), rid), sm) | RcvPayRsp_stop
1 o
((COMPLETED, trtype, exch, (0, 0), 0), []) | (PayResultind)
Delive
v False
DelivExch

TRXTRXMQ



[ (s, exch)=(READY, NoExch) orelse

(s, exch)=(COMPLETED, Pay1) ]
(Consumer, PHandler, ([PayReqBIk], id)::q) [ RcvPayReq |

((s, trtype, exch, (sid, 0), 0), [1)

i (PayInvoke.ind) i

(Consumer, PHandler, q)

[ exch=Pay1 orelse exch=Pay2 |
(PHandler, Consumer, q) | SndPayExch |

((WAIT, trtype,
if exch=NoExch then Pay1 else Pay2,
(sid, 0), id), [1)

((WAIT, trtype, exch, (sid, rc), rid), sm)

| I
(PHandler, Consumer, g*[([PayExchBIk], Add sid)]) 1 (PayData req) I

[ (exch=Pay1 orelse exch=Pay2)
andalso id<>rid ]

(Consumer, PHandler, ([PayExchBIK], id)::q) |

RcvPayExch |

((LISTEN, trtype, exch, (Add sid, rc), rid),
[PayExchBIK])

((LISTEN, trtype, exch, (sid, rc), rid), sm)

/ StaxBfr

(Consumer, PHandler, q) 1 (PayData.ind) I

[ exch=Pay1 orelse exch=Pay2 ]
(PHandler, Consumer, q) [ SndPayRsp |

((WAIT, trtype, exch, (sid, rc), id), sm)

((WAIT, trtype, exch, (sid, rc), rid), sm)

1 (PayResult.req) i

r Uni_Multicast(PHandler, Consumer,
[Flwo] [PayRespBIk], Add sid, q)
Transport
TRXTRXMQ

(Consumer, PHandler,
([PayReqBlIk, DeliveryReqBlK], id)::q) |

RcvPayReq |

((COMPLETED, trtype, exch, (0, 0), 0), [])

((READY, Purchase, NoExch, (0, 0), 0), [1)

(Consumer, PHandler, ([DeliveryReqBIK], id)::q) 1 (Paylnvoke ind) I

((HOLD, Purchase, PayDlv, (0, 0), id), [])

((HOLD, Purchase, PayDlv, (0, 0), rid), [ ])

(Consumer, PHandler, ([DeliveryReqBIK], id)::q) | RcvDIvReq |
| ) . I
(Consumer, PHandler, q) L (Defivery.ind) !

(PHandler, Consumer, q) | SndPayExch

((WAIT, Purchase, PayDlv,
(0,0),id), [1)

((WAIT, Purchase, PayDlv,
(sid, rc), rid), sm)

(PHandler, Consumer, g*[([PayExchBIk], Add sid)]) L (PayDatareq)

[id<>rid ]
RcvPayExch

(Consumer, PHandler, ([PayExchBIk], id)::q) |

((LISTEN, Purchase, PayDlv,
(Add sid, rc), rid), [PayExchBIK])

((LISTEN, Purchase, PayDlv,
(sid, rc), rid), sm)

(Consumer, PHandler, q) 1 (PayData.ind) I

HoldPayRsp

((WAIT, Purchase, PayDlv,
(sid, rc), id), sm)

((WAIT, Purchase, PayDlv,
(sid, rc), rid), sm)

(PayResult.req)

((HOLD_WAIT, Purchase, PayDlv,
(sid, rc), rid), [PayRespBIK])

((HOLD_WAIT, Purchase, PayDlv,
(sid, rc), rid), [PayRespBIK])

P_PayDlv

(PHandler, Consumer, q) | SndPayDIvRsp |
| . I
I Uni_Multicast(PHandler, Consumer, 1 (Delivery.res) I
[PayRespBIk, DeliveryRespBIk], Add sid, q)
Transport

TRXTRXMQ

TRXTRXMQ

((COMPLETED, Purchase, PayDlv,
(0,0),0),[1)

((READY, Purchase, NoExch, (0, 0), 0), [1)

(Consumer, DHandler, ([DeliveryReqBIK], id)::q) | RcvDIvReq |

| ) . I

(Consumer, DHandler, q) L (Defivery.ind) !
(DHandler, Consumer, q) | SndDIvRsp

((WAIT, Purchase, Deliv, (0, 0), id), [])

((WAIT, Purchase, Deliv, (sid, 0), rid), sm)

1]

StaxBfr

1 (Delivey.res)

Uni_Multicast(DHandler, Consumer,
[DeliveryRespBIk], Add sid, q)

((COMPLETED, Purchase, Deliv, (0, 0), 0), [])



(p]Lwo]

[ (s<>READY andalso s<>COMPLETED andalso s<>CANCELLED)
andalso (s<>FINISHED orelse (s=FINISHED andalso (exch<>Payl
orelse (exch=Pay1 andalso trtype<>Purchase)))) ]

((s, trtype, exch, (sid, rc), rid), sm) Sndcnl (Consumer, role, q)

StaxBfr

> [ ~
((CANCELLED, trtype, exch, (0, 0), 0), []) (Cancelreq) Uni_Multicast(Consumer, role, [CancelBIk], Add sid, q) h
1'(Consumer, PHandler, sq)++
((FINISHED, Purchase, Pay1, (sid, 0), 0), []) SndCnl_special 1'(PHandler, Consumer, rq)
CcCnl g = ( Cancel.re ) = ~
((CANCELLED, Purchase, Payl, (0, 0),0), [J) L =ancered) | 1°(Consumer, Merchant, [([CancelBIK], Add sid)])
++1'(Merchant, Consumer, [])
[ s<>COMPLETED andalso
s<>CANCELLED ]
((s, trtype, exch, (sid, rc), rid), sm) RevCnl (role, Consumer, [([CancelBIK], id)])
> L [«
((CANCELLED, triype, exch, (0,0),0). []) _LLcancelind if s<>READY ) (role, Consumer, [ ) R o
Transport
TRXTRXMQ

[ s<>READY andalso s<>FINISHED andalso
s<>COMPLETED andalso s<>CANCELLED ]

(role, Consumer, q) SndcCnl ((s, trtype, exch, (sid, rc), rid), sm)

(r

> s
Uni_Multicast(role, Consumer, [CancelBIK], Add sid, q) (Cancel.req) ((CANCELLED, trtype, exch, (0, 0), 0), [ 1)

LocalCnl ((HOLD_WAIT, trtype, BIOfr, (0, 0), 0), [TpoBIK])
,L
(Cancelreq) ((CANCELLED, trtype, BIOFr, (0, 0), 0), [])
[ s<>COMPLETED andalso s<>CANCELLED
andalso role<>Merchant andalso exch<>Auth

andalso exch<>BDOfr andalso exch<>BIOfr ]
(Consumer, role, [([CancelBIK], id)]) RevCnl_P_D ((s, trtype, exch, (sid, rc), rid), sm) /

( Cancel.ind if s<>READY )

(Consumer, role, []) ((CANCELLED, trtype, exch, (0, 0), 0), [])

[ s<>CANCELLED andalso (exch=Auth
orelse exch=BDOfr orelse exch=BIOfr) ]

(role, Merchant, [([CancelBIK], id)]) RcvCnl_M ((s, trtype, exch, (sid, rc), rid), sm)

TRXTRXMQ

( Cancel.ind if s<>READY )

(role, Merchant, []) ((CANCELLED, trtype, exch, (0, 0), 0), [1)



[ re<RCmaxC() |

| (Consumer, role, q)

(Consumer, role, g™[(sm, sid)])

(]

C_Err

(Consumer, role, q)

Uni_Multicast(Consumer, role, [CancelBIk], Add sid, q)

| (role, Consumer, (m, id)::q)

(role, Consumer, [ ])

Coerm>

StaxBfr

(role, Consumer, (m, id)::q)

(role, Consumer, q)

1'(Consumer, role, sq)++

| 1°(role, Consumer, (m, id)::rq)

1°(Consumer, role,
sg [([ErrorBlk(TransientError,
MsgBeingProc)], Add sid)])++
1'(role, Consumer, rq)

((LISTEN, trtype, exch, (sid, rc), rid), sm) | Retransmit
1 [
C hed:
((LISTEN, trtype, exch, (sid, rc+1), rid), sm) [ <No input & RCmax not reache IZI
[ re=RCmaxC() |
((LISTEN, trtype, exch, (sid, rc), rid), sm) Stop_1
<No input & RCmax reached>
((CANCELLED, trtype, exch, (0, 0), 0), [ 1) ( Cancel.ind )
1.2
[ s=COMPLETED orelse
s=CANCELLED ]
((s, trtype, exch, (0, 0), 0), [ ) | Discard_Clear
<Transaction terminated> i
2
[id=rid ]
((LISTEN, trtype, exch, (sid, rc), rid), sm) | Discard
| <Rcv duplicate & output sent> i
31
[id=rid ]
((WAIT, trtype, exch, (sid, rc), rid), sm) [ sndMmsgRptTmtENT
1 I
Rev duplicate &
(WAIT, trtype, exch, (Add sid, 0), rid), sm) b 2 P o S
[ s<>COMPLETED andalso
s<>CANCELLED ]
((s, trtype, exch, (sid, rc), rid), sm) Stop_4
<Rcv rpt hard error>
((CANCELLED, trtype, exch, (0, 0), 0), []) ( Cancel.ind )

((LISTEN, trtype, exch, (sid, rc), rid), sm)

(role, Consumer, [([ErrorBlk(HardError, MsgErr)], id)])

(role, Consumer, [])

(role, Consumer,

((LISTEN, trtype, exch, (sid, rc), id), sm)

((s, trtype, exch, (sid, rc), rid), sm)

<Rcv message rpt transient error>

| RstTimer
1
L

| ([ErrorBlk(TransientError, MsgBeingProc)], id)::q)

5

NotCnl_HrdErr m andalso id<>rid ]

(role, Consumer, q)

[ (s=READY orelse s=LISTEN) andalso

SndMsgRptHrdErr_Stop

<Rev in hard error>

((CANCELLED, trtype, exch, (0, 0), 0), [])

( Cancel.ind if s<>READY )

1°(Consumer, role, sq)++
1'(role, Consumer, (m, id)::rq)

Uni_Multicast(Consumer, role,

[ErrorBlk(HardError, MsgErr)], Add sid, sq)
++1°(role, Consumer, rq)

EL

TRXTRXMQ



(role, Consumer, q)

[ re<RCmax_nc]

(role, Consumer, g™[(sm, sid)])

(role, Consumer, q)

| (USTEN, trtype, exch, (sid, rc), rid), sm)

((LISTEN, trtype, exch, (sid, rc+1), rid), sm)

Uni_Multicast(role, Consumer, [CancelBIK], Add sid, q)

(role, Merchant, (m, id)::q)

((LISTEN, trtype, exch, (sid, rc), rid), sm)

((CANCELLED, trtype, exch, (0, 0), 0), [ 1)

[ Retransmit

i <No input & RCmax not reached> i
12

[ re=RCmax_nc]
Stop_1
<No input & RCmax reached>
( Cancel.ind )

1.2

[ (s=CANCELLED andalso (exch=Auth orelse

exch=BDOfr orelse exch=BIOfr)) orelse

(s=COMPLETED andalso ((exch=Auth orelse
((exch=BDOTr orelse exch=BIOfr) andalso m<>[CancelBIk]))) ]

| Discard_Clear_M

(role, Merchant, [])

(Consumer, PHandler, (m, id)::q)

1 . .
1 <Transaction terminated at Mer>

| ((s, trtype, exch, (0, 0), 0), [ )

21

[ (s=CANCELLED orelse s=COMPLETED)

andalso (exch=Pay1 orelse exch=Pay2 orelse
exch=PayDlv orelse exch=NoExch) ]

[ Discard_Clear_P

(Consumer, PHandler, q)

[ (s=CANCELLED orelse s=COMPLETED)
andalso (exch=Deliv orelse exch=NoExch) ]

(Consumer, DHandler, (m, id)::q)

| .
1 <T terminated at PH>

| ((s, trtype, exch, (0, 0), 0), [1)

2.1

[ Discard_Clear_D

(Consumer, DHandler, q)

(Consumer, role, (m, id)::q)

1 . .
|__<Transaction terminated at DH>

| ((s, trtype, exch, (0, 0), 0), [1)

A

Qe

(Consumer, role, q)

1'(role, Consumer, sq)++
1°(Consumer, role, (m, id)::rq)

| (UISTEN, trtype, exch, (sid, rc), rid), sm)

[

21
[id=rid ]
[ Discard
i <Rcv duplicate & output sent> |
3.1

[ (s=WAIT orelse s=HOLD_WAIT)

andalso id=rid ]

[ SndMsgRptTrntErr

1'(role, Consumer,
sq™[([ErrorBlk(TransientError,
MsgBeingProc)], Add sid)])++
1'(Consumer, role, rq)

| .
| <Rev duplicate & output not sent>

| ((s, trtype, exch, (sid, rc), rid), sm)

[
I (s, trtype, exch, (Add sid, 0), rid), sm)

3.1

[ s<>COMPLETED andalso s<>CANCELLED andalso role<>Merchant
andalso exch<>Auth andalso exch<>BDOfr andalso exch<>BIOfr ]

(Consumer, role, [([ErrorBlk(HardError, MsgErr)], id)]) Stop_4_P_D
<Rcv rpt hard error>
(Consumer, role, []) ( Cancel.ind )

[ s<>CANCELLED andalso (exch=Auth orelse
exch=BDOfr orelse exch=BIOfr) ]

(role, Merchant, [([ErrorBlk(HardError, MsgErr)], id)])

((s, trtype, exch, (sid, rc), rid), sm)

((CANCELLED, trtype, exch, (0, 0), 0), [ 1)

4

(role, Merchant, [])

(Consumer, role,
([ErrorBlk(TransientError, MsgBeingProc)], id)::q)

| Stop_4_M
i ( Cancel.ind )

| ((s, trtype, exch, (sid, rc), rid), sm)
I

— ((CANCELLED, trtype, exch, (0, 0), 0), [])

(Consumer, role, q)

1'(role, Consumer, sq)++
1'(Consumer, role, (m, id)::rq)

| RstTimer
1
1

<Rcv message rpt transient error>

| (USTEN, trtype, exch, (sid, rc), rid), sm)

[ (s=READY orelse s=LISTEN) andalso

NotCnl_HrdErr m andalso id<>rid ]

I
|
5

((LISTEN, trtype, exch, (sid, rc), id), sm)

SndMsgRptHrdErr_Stop

<Rcv in hard error>

]

Uni_Multicast(role, Consumer,

[ErrorBlk(HardError, MsgEr)], Add sid, sq)
++1°(Consumer, role, rq)

Transport

TRXTRXMQ

( Cancel.ind if s<>READY )

((s, trtype, exch, (sid, rc), rid), sm)

((CANCELLED, trtype, exch, (0, 0), 0), [ 1)

b StaxBfr

























