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1. OVERVIEW

This document outlines the University of South Australia’s procedure for granting and removing access to the Human Resource Management Systems (HRMS), including EmpowerHR, Casual Administration System (CAS), and myUniSA Staff Section.
2. SCOPE

This procedure applies to all University of South Australia employees – including part time and casual employees, and to any other persons who perform services or are affiliates of the University.  Use of the word ‘employee’ within this procedure applies equally to all such parties.

3. DEFINITIONS
· “Human Resource Management Systems (HRMS)” encompass EmpowerHR, CAS, and myUniSA Staff Section.

· “Access” means being able to log on to the software to view information or create/change data.

· “EmpowerHR” is the human resource system used to maintain and process data to assist in managing employees throughout the employment lifecycle.
· “CAS” is the system used to manage casual employment contracts and claims.

· “myUniSA Staff Section” provides view only access to employment information sourced from CAS and EmpowerHR.
4. ACCESS PRINCIPLES
The level of system access granted to staff will be limited to the minimum level necessary for work functions to be performed.

5. HRMS ACCESS PROCEDURE
5.1 Access Approval

HRMS access is granted to those University employees whose duties require access to employee related data in their respective organisational unit/s.  Any application must be authorised by the relevant Head of School or Director of Unit, and subsequent authorisation by the relevant local HR Manager or delegate.

Once approval is granted, the HR Information Management team will verify and assign the appropriate level of access.  
5.2 Access Management

The HR Information Management team will monitor incumbent position changes to ensure user access remains relevant for the current occupancy responsibilities. The purpose of these checks is to verify that access is still relevant and required for the person’s current occupancy. All users that have finished their employment will have their access removed.
Half yearly reviews will be conducted in January and July with Division and Unit Human Resource Managers to verify that access granted is still appropriate.
5.3 Removal of Access

HRMS access will be removed when:

· The account owner changes position such that it is different to the one that approval was granted for.

· The account owner no longer requires the access.
· The period in which the account was to be used (based on the initial request) has expired.
6. FURTHER ASSISTANCE

Management and staff may seek further advice from:
· The designated HR officer/coordinator for their area. 

· The Human Resources Unit 
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