Information Strategy and Technology Services

@ University of South Australia

Getting connected to eduroam
Intel PROSet

Prepared by: J. Marshallsay, J. Sayers

Version: 1.3 December 2009
INEFOAUCTION ... 2
Configuring your eduroam CONNECLION ...........evviiiriiieiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeees 3

Connecting to the Internet (StUdENtS) .........cuvviiiiiiiiiiiiiiiiiiiiiieeeeeeeee e 5



Getting Connected to eduroam — Intel PROSet

Introduction <to contents

This guide describes how to configure the Intel PROSet
chipset/softwate found in a number of laptops to enable usets to
connect University of South Australia’s network from other eduroam
membets.

IMPORTANT - READ THIS BEFORE CONTINUING!

Prerequisites/
Assumptions

Hardware
requirements

Software
requirements

In order to proceed with the set up detailed in this guide you will need a valid
account at the University of South Australia.

You will need to have a notebook computer using the Intel 2200BG or 2915ABG
wireless network cards.

Intel PROSet/Wireless software.
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Getting Connected to eduroam — Intel PROSet

Configuring your eduroam connection <to contents

1. Select the connections window from the Start menu.
Start Menu — Connect to — Show all connections
2. Open the Intel PROSet software.

3. Click the Add button; the Create Wireless Profile dialog is
displayed.

% Intel PROSet/Wireless (A=
File Tools Profles Help

. fou are connected to T2H[c+JHR.

Metwork M ame: T2#[cHRd
Speed: 540 Mbps

Signal Quality: Excellent

Automatically connect to wireless profiles in the order specified below,

Profiles

Prafile Mame Metwork Mame ~
@88 T28[cwHRd T2#{c*HRd D
& |_‘-3 centaurus centaurus
8 urisastalf unisa-staff
=) urizA unizA s

9 — JW ( | [ Propetis... |

|Creahe a profile for a new wireless connecﬁ0n|

Avalable Metworks [2]

| | | | | | | Metwork Mame |
il 838 e <55ID nat broadcasts
ol 8 o  TacUHRd

[Configgre... ] l Details ]

4. Ensure that General Settings is active.
5. Enter the required information.

6. Click on the Advanced ... button.

Create Wireless Profile

e E :‘E GeneralSettin;s I General Seﬂlngs
=) Secunty Settings

e

Profile Name: [Teduroam | «— Enter eduroam

Wwireless Metwork Mame [S51D]: I eduroam I<— Enter eduroam

Operating Mode:
Metwork [Infrastructure] - Connect to wireless networks ¢ Select Net\NOrk

® and/or the Internet. |
(Infrastructure).

o Device ta device [Ad hoc) - Connect directly to ather
computers,

@ : Advanced... !

Help? [ Net>» ][ ok ][ cancel ]
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7.
8.

Getting Connected to eduroam — Intel PROSet

Ensure that all options in the Advanced Settings are de-selected.
Click on OK.

Advanced Settings

Paszsword Protection

U Pazzword protect thiz profile [maximum 10 characters)

Prevent the zettingz in thiz profile from being viewed or changed by
protecting this profile with & pazzword. [n order to make future
changes, thiz password will be required.

Ato- mpork

9.

:j] Enable &uto-lmport

Auto-lmport allows a network administratar to easily move this profile ta
othier computers, When the exported file iz placed in the
wireless\Autolmport directory on another computer, Intel PROSet
“wirelezz will automatically import the profile.

Mandatory Access Paint

Enter the Mandatory Access Point's MAC address (BSS10) to make
yaur wireless adapter aszociate with thiz specific access point only.
Walid entries are valuss between -9 and A-F.

Address:
Help? [ H—m-m—]——@
b

Select Security Settings from the sidebat.

10. Enter the required information in the dialog box.

11.

Click the Next button.

Create Wireless Profile

[@ Frafile Name: ed ; .
[ .-[DIE ame: eduroam SECUI'“Y Setllngs
@ I L) Secury Settings I Select the appropriate securnity settingz for your wireless network. “our netwark,
_:__:_::; ;ISE[ administrator can help with these settings.
| erver
Metwork, Authentication: | I < WPAZ'EnterpriSe
Data Encryption: | I < AES-CCMP
Authentication Tvpe: | I : [_ =z } PEAP
Steplof2: TTLS User
Authentication Protocol: I I 4"_ MS-CHAP-V2
User Credertials: I I"_ Use the fO”OWing
ser Name: <+—— UniSA username
Domain:
Password: 4_: "UniSA password
Confirm Pagsword: I I_’_'repeat paSSWOI'd
[ Use a Client Certificate o this wireless network [:]
Boaming |dentity: I I<_
_ <username>@unisa.edu.au*
e [ = :: Mex > Il [ ] [ Cancel ]
L

* username is in the form bloggsja@unisa.edu.au, not your email
address.

Note: WPA is the minimum authentication level supported by
Eduroam, some Universities including UniSA support WPAZ2,
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which provides a higher level of security. You will need to check
whether the University you are connecting from supports WPA2.

If you are using WPAZ2, set the Network Authentication to “WPA2-
Enterprise’, and the Data Encryption to ‘AES-CCMP’

12. Ensure that Certificate Issuer: is set to ‘“Any Trusted CA’.

13. Click on OK, and close any other open windows: you are now
ready to connect to the wireless network:

Create Wireless Profile

@ Profile Mame: eduroam
24 General Settings
Q Securty Settings

TTLS User
TTLS Server

Help?

Security Seftings

Select the appropriate security settings for your wireless network. our network
administrator can help with these settings.

Metwork Authentication: | WPAZ - Enterprize b |

Data Encryption: |AES - CCMP v |

Authentication Type: | TTLS
Step 2of 2: TTLS Server

v | [E_]sco Options... ]

Certific.ate |szuer:
I| Ay Trusted C&

[ &llowy Intermediate Cetificates

[ Specify S erverCetificate Name

Vh

—®

Connecting to the Internet (Students)

When you attempt to connect to the Internet you may be prompted to connect to the
University’s proxy server: enter your UniSA username and password.

If after entering this information and pressing OK your login fails, re-enter the
information, but prefix your username with UNINET - e.g. uninet\bloggs001.

fConnec't to www-proxy. unisa.edu.au

RS

Connecting to www-proxy.unisa.edu.au.

Password:

Lser name: ‘ [

[v]

Cancel
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