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Getting Connected to Eduroam — Windows XP

Introduction <to contents

This guide describes how to set up Windows XP to connect to
Eduroam through the University of South Australia’s wireless network.

IMPORTANT - READ THIS BEFORE CONTINUING!

Prerequisites/ In order to proceed with the set up detailed in this guide you will need a valid
Assumptions  account at your home university.

Hardware You will need to have a notebook computer with either in-built wireless capability
requirements  or an 802.11b or 802.11g wireless card.

Software 802.1x uses WPA or WPAZ2 for security.
requirements WPA - Windows XP Service Pack 2.
WPA2 —Windows XP Service Pack 2 + Microsoft Hotfix (KB893357).
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Configuring your Eduroam connection

1. Open Network connections:

Getting Connected to Eduroam — Windows XP

<to contents

Start Menu — Connect to — Show all connections

Internet
/ Mozilla Firefox

t Office Outlook
e Internet Explorer

@ ‘Windows Media Player

..ﬂ Windows Messenger

@ Tour Windows XP

@ Windows Movie Maker

y | Files and Settings Transfer
‘Wizard

All Programs D

/} My Documents
¢ 5 My Recent Documents »
j/‘ My Pictures
» .
J My Music
_3! My Computer

Q My Network Places

G Control Panel

@ Set Program Access and
Defaults
% Connect To »|| R unisa
\é Printers and Faxes unisa (YPN)
unisa_test
@ Help and Support ) wireless Network Connection
/-) Search * Show all connections o
7] Run...

2. Click on the Wireless Network Connection icon.

3. Click the Change settings of this connection link from the Network Tasks column.
This opens the Wireless Network Connection Properties window.

SETX

& Network Connections
File Edit View Favorites Tools Advanced Help
b Back . D) 7
W Bact </ \’ 7 Search |{- Folders v
Address e’, Network Connections

MGO

0

[5] Create a new connection

& Change Windows Firewall
settings

& Enable this network device
Rename this connection

Dial-up

:}W unisA
Disconnected
{L ThinkPad Integrated S6K Modem

LAN or High-Speed Internet

Change settings of this
connection

»

Other Places

[ Control Panel
& My Network Places
[] My Documents
i@ My Computer

Details X
Wireless Network

Connection
Disabled

— Wireless Network Connection Qj Local Area Connection
o Disal - L
(0 Intel(R) PROfWireless 2200BG. . "._,."n Intel(R) PRO{1000 MT Mobile ,.. 9
Yirtual Private Network
:?] unisa_test :j-‘ unisa (VPN)
C cted E d
i J WAN Miniport (PPTP) —,_/ ;

Version 1.2

Page: 3



4. C(lick on the Wireless Networks tab.

5. Click on the Add ... button.

[ Generall Wireless Networks ‘*A il

L Wireless Network Connection Properties '
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Use Windows to configure my wireless network settings

Available networks:

To connect to, disconnect from, or find out more information
about wireless networks in range, click the button below.

[ View Wireless Networks

Preferred networks:
Automatically connect to available networks in the order listed
below:

| s
ﬁ
I

l Add... ]I[ Remove l[ Properties ]

Learn about setting up wireless network

I 0K ” Cancel ]

6. Ensure that the Association tab is selected.

7.
8.

Enter the required information.

Click on the Authentication tab.

rWireless network properties ”

Y

@—H Association IAuthenticationAl Connection|

Network name [SSID): |

8/

Wireless network key

This network requires a key for the following:

Network Authentication:

Data encryption: | Il

Key inde

The key is provided for me automatically

[[] This is a computer-to-computer (ad hoc) network; wireless
access points are not used

.'?
|<
<

I OK ][ Cancel ]
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Enter eduroam

Select WPA2
Select AES
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9. Select Protected EAP (PEAP) for the EAP type from the drop-down list.

10. Uncheck the Authenticate as computer when computer information is unavailable
checkbox.

11. Check the Authenticate as guest when user or computer information is unavailable
checkbox.

12. Click the Properties button.

~

(=
Wireless network properties

| Associaliont Authentication | Cannection |

EaP type: |Protected EAP (PEAP) ﬂH—@
I Properties : @

nAuthenlicate as computer when computer information is available

=)S)

z[Authenlicate as guest when user or computer information is
unavailable

[ OK J[ Cancel ]

13. Ensure that the Validate server certificate check box is ticked.

14. Select Secured Password (EAP-MSCHAP v2) as the Authentication Method.
15. Click on the Configure... button.

Protected EAP Properties

‘When connecting:

@— /] Validate server certificate

Connect ko

[T] aBA.ECOM Root CA ;

[] administrator

[[] Autoridad Certificadora de la Asociacion Nacional del Motaria
|

[[] Autoridad Certificadora del Colegio Macional de Correduria P

[7] Baltimore EZ by DST

[] Belgacom E-Trust Primary CA

[[] caaw HKT Securehlet CA Class A (v
]

Select Authentication Method:

@— -I Secured password (EAP-MSCHAP v2) Iv] I Configure... I- —@

Enable Fast Reconnect

[ OK ][ Cancel ]
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16. Ensure that the check box in the EAP MSCHAPV2 Properties dialog box is
un-checked.

17. Click on OK to close the dialog box.

EAP MSCHAPv2 Properties

When connecting:

@_ — Automatically use my Windows logon name and
password [and domain if any].

I 0K I[ Cancel ]

18. Close any remaining windows, you are now ready to connect to the witeless
network.
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Connecting to Eduroam <to contents

1. When the Eduroam network is available a balloon window will appear
in the lower right side of the screen. Click on the balloon to process
your credentials.

1 Wireless Network Connection x
o Click here to process wour logon information for the network

eduroam

2. Enter your user name and password in the Enter Credentials dialog.

NOTE: In order to access the network on another University campus
you will need to specify the domain name of your home campus in
order to be authenticated.

The format of the Eduroam Logon Username should be
username@domain.edu.au .

UniSA staff and students should use their network logon name (eg

bloggsja) with the domain name unisa.edu.au. ie.
bloggsja@unisa.edu.au

Enter the Eduroam Logon User name and your usual UniSA network
account Password. Do not enter any information in the Logon domain
box.

3. Click OK to continue. Another balloon will appear.

= N

Enter Credentials &

12

Enter your UniSA user

User name: | [* name (See note above).
l<
Password: | |< Enter your password.
Logon domain: | :: Do not enter your
domain.

9— _m | Cancel
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4. Click on the balloon to accept the security certificate.

91 wWireless Network Connection x

Click here to select a certificate or other credentials for
connection ko the network eduroam

= Ll 11:41 AM

5. The Validate Server Certificate dialog window will appear. Click the OK
button to accept the security certificate.

Validate Server Certificate

The Roat Certification Authority For the server's certificate is:

Secure Server Certification Authority
If this is the correct certificate, click OK to connect and you will not see
this message again. Click CANCEL to drop connection.

[ View Server Certificate]

6 : OK I[ Cancel ]

Troubleshooting the connection <to contents

If you are experiencing difficulty connecting to the Eduroam network, try
repairing the connection.

e Move the mouse over the wireless network connection icon in the
toolbar. Right mouse click on the icon. Select Repair from the context
menu. This action will trigger windows to reset the wireless network
connection and start the connection to the Eduroam network.

Dizable
Status

Wiew Available Wireless Metworks
Change Windows Firewall settings

Open Metwork, Connections

If you are still experiencing difficulties, call the I'T Help Desk for support
on extension number 25000. Outside callers can reach the I'T Help Desk
on 8302 5000.
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