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Getting Connected to eduroam — Windows XP

Introduction <to contents

This guide describes how to set up Windows XP to connect to
eduroam through the University of South Australia’s wireless network.

IMPORTANT - READ THIS BEFORE CONTINUING!

Prerequisites/ In order to proceed with the set up detailed in this guide you will need a valid
Assumptions  account at your home university.

Hardware You will need to have a notebook computer with either in-built wireless capability
requirements  or an 802.11b or 802.11g wireless card.

Software 802.1x uses WPA.
requirements  \vba - windows XP Service Pack 3.
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Configuring your eduroam connection <to contents

1. Open Network connections:

Start Menu — Connect to — Show all connections

Internet My Documents
e‘ Mozilla Firefox /]

- : b My Recent Documents »
(D E-mail
=3 microsoft Office Outlaok
o ‘ e & My Pictures

» 5
@ Internet Explorer =/ My Music
{
rﬁ! My Computer
@ Windows Media Player =
g My Network Places
:l‘ Windows Messenger
D? Control Panel
@ Tour Windows XP @ Set Program Access and
Defaults
@ Windows Movie Maker % Connect To || B unisa
= ) ‘é Printers and Faxes unisa (VPN)
Files and Settings Transfer ~ unisa test
Wizard =
@ Help and Support ) wireless Network Connection
/) Search | *» Show all connections o
all Programs D =) Run...

2. Click on the Wireless Network Connection icon.

3. Click the Change settings of this connection link from the Network Tasks column.
This opens the Wireless Network Connection Properties window.

\ 1 \
& Network Connections [;]@
File Edit View Favorites Tools Advanced Help w

) € T | SO search [ Fold
« < [V | - search | olders  [Z3f]~
Address ‘@_, Network Connections :_I £
Dial-up
Network Tasks
_El Create a new connection % t"l::-l?\?ﬂh&:tfd
& Change Windows Firewall ol L ThinkPad Integrated 56K Modem
settings

& Enable this network device
@ Rename this connection

Change settings of thig J Wireless Network Connection Local Area Connection
connection (9% —I Disabled SRR 9

__ () Intel(R) PROfWireless 22008G.. .__L Intel(R) PROJ1000 MT Mabile ...

LAN or High-Speed Internet

»

OtherRlaces Yirtual Private Network

@ Control Panel

= = : = .
\j My Metwork Places :9" lEmlsa_testr 3 :‘[I |[.|n|sar(\lPI\:) ]
e Nectec “ Isconnected
(3 My Documents = AN Miriport (PPTP) = Miniport (PPTP)

.} My Computer

»

Details

Wireless Network
Connection

Disabled
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4. Click on the Wireless Networks tab.

5. Click on the Add ... button.

<L Wireless Network Connection Properties

GenerJ‘ Wireless Networks !AA Vil e

Use Windows to configure my wireless network settings

Available networks:

To connect to, disconnect from, or find out more information
about wireless networks in range, click the button below.

[ View Wireless Networks

Preferred networks:

Automatically connect to available networks in the order listed
below:

| | Move down
I

6 [! Add... I [ Remove ] [ Properties ]
Learn about setting up wireless network

l 0K ” Cancel ]

6. Ensure that the Association tab is selected.

7. Enter the required information and ensure that the Connect even if this network is
not broadcasting check box is ticked.

8. Click on the Authentication tab.

Wireless network properties

@- .-’-‘«ssoc:iationl Authenticationd| Connection e

@ Metwark name [5510): | eduroam k' Enter eduroam
Connect even if this network is not broadcasting | e Ensure check box
wiireless netwark key is ticked
This network requires a key for the following:
Metwork Authentication: | [[:] <+ Select WPA2
Data encrvption; | I vl < Select AES here
M etwork key:

Caonfirm network key:

Key indes [advanced):

[] This iz a computer-to-computer (ad hoc) network; wirsless
access point: are not uzed

[ ak ] ’ Cancel
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9. Select Protected EAP (PEAP) for the EAP type from the drop-down list.

10. Uncheck the Authenticate as computer when computer information is available
checkbox.

11. Check the Authenticate as guest when user or computer information is unavailable
checkbox.

12. Click the Properties button.
rWireless network properties

Assgmauon. Authentication L,E:E’]’,‘,eﬁﬁ,@‘,,, -
|
|
|
\
\

EAP type: IPlo!ected EAP (PEAP) ] _@
[Foweies F————(P)

n Authenticate as computer when computer information is available

9@

M Authenticate as guest when user or computer information is
unavailable

[ OK ][ Cancel ]

13. Ensure that the Validate server certificate check box is ticked.
14. Select Secured Password (EAP-MSCHAP v2) as the Authentication Method.

15. Click on the Configure... button.
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Protected EAP Properties

@— -I Secured password (EAP-MSCHAP »2)

When connecting:

|:| Conneck to these servers:

Trusted Root Certification Autharities:

] ABA.ECOM Raok CA N
[ adminiskrator |
[] autaridad Certificadara de la Asaciacion Macional del Maokaria
[] autaridad Certificadara del Colegio Macional de Correduria P

[] Baltimare EZ by DST

|:| Belgacon E-Trust Primary CA

[ e HKT Securelet CA Class A ™
:( il )
D Do not prompt user to authorize new servers or trusted

certification autharities.

Select Authentication Method:

Iv: [ Configure... I—

Enable Fast Reconnect
[JEnable Quarantine checks
[pisconnect if server does not present cryptobinding TLY

I [l 8 H Cancel ]

Getting Connected to eduroam — Windows XP

16. Ensure that the check box Automatically use my Windows logon name and password is
un-checked. (please note if the laptop has joined into uninet and you currently log
in it by using your UniSA username and password, you may keep leave this
checkbox ticked).

17. Click on OK to close the dialog box.

@-
@.

"EAP MSCHAPV2 Properties X

When connecting:

—] Automatically use my Windows logon name and
password [and domain if any).

| TS [ Cancel ]

18. Close any remaining windows, you are now ready to connect to the witreless
network.
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Connecting to eduroam <to contents

1. When the eduroam network is available a balloon window will appear
in the lower right side of the screen. Click on the balloon to process
your credentials.

Click here ko process wour logon information For the network,

o 9] wireless Network Connection x

eduroam

2. Enter your user name and password in the Enter Credentials dialog.

NOTE: In order to access the network on another University campus
you will need to specify the domain name of your home campus in
order to be authenticated.

The format of the eduroam Logon Username should be
username@domain.edu.au .

UniSA staff and students should use their network logon name (eg

bloggsja) with the domain name unisa.edu.au. ie.
bloggsja@unisa.edu.au

Enter the eduroam Logon User name and your usual UniSA network
account Password. Do not enter any information in the Logon domain
box.

3. Click OK to continue. Another balloon will appear.

= -l

‘Enter Credentials E

12/

Enter your UniSA user

User name: | I name (see note above).
Password: | € Enter your password.
Logon domain: | « Do not enter your

] domain.

9- _I QK l [ Cancel
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4. Click on the balloon to accept the security certificate.

b

{1 Wireless Network Connection

Click here ko select a certificate or other credentials for
connection ko the network eduroam

ot e, WL L WY ey 11:41 AW

5. The Validate Server Certificate dialog window will appear. Click the OK
button to accept the security certificate.

Validate Server Certificate

The Roat Certification Authority For the server's certificate is:

Secure Server Certification Authority
If this is the correct certificate, click OK to connect and you will not see
this message again. Click CANCEL to drop connection.

[ View Server Certificate ]

6 : OK IH Cancel ]

Troubleshooting the connection <to contents

If you are experiencing difficulty connecting to the eduroam network, try
repairing the connection.

e Move the mouse over the wireless network connection icon in the
toolbar. Right mouse click on the icon. Select Repair from the context
menu. This action will trigger windows to reset the wireless network
connection and start the connection to the Eduroam network.

Disable

Status

Wigw fvailable Wireless Metworks
Change Windows Firewall settings

Open Mebwork, Connections
Yy, = LY N 2149PM

If you are still experiencing difficulties, call the I'T Help Desk for support
on extension number 25000. Outside callers can reach the I'T Help Desk
on 8302 5000.
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Connecting to the Internet (Students) <to contents

When you attempt to connect to the Internet you may be prompted to connect to the
University’s proxy server: enter your UniSA username and password.

If after entering this information and pressing OK your login fails, re-enter the
information, but prefix your username with UNINET - e.g. uninet\bloggs001.

e TR s AL AT B[]

Connecting to www-proxy.unisa.edu.au.

User name: l [ £ ‘E

Password: ‘ ‘
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